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A CENTURY OF WAR AND GRAY ZONE CHALLENGES
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U.S. Military
Foreign Operations

Traditional war is the paradigm,
Gray zone conflict is the norm

Defining Gray Zone Challenges

Gray zone security challenges, which are competitive interactions
among and within state and non-state actors that fall between the
traditional war and peace duality, are characterized by ambiguity
about the nature of the conflict, opacity of the parties involved, or
uncertainty about the relevant policy and legal frameworks. They
exist short of a formal state of war, and present novel complications
for U.S. policy and interests in the 21st century. The United States has
a well-developed vocabulary, doctrine and mental models to describe
war and peace, but the numerous gray zone challenges in between
dety easy categorization.

Gray zone challenges are understood as a pooling of diverse con-
flicts exhibiting common characteristics. Combining these challenges
does not imply a single solution, since each situation contains unique
actors and aspects. Overall, gray zone challenges rise above normal,
everyday peacetime geo-political competition and are aggressive,
perspective-dependent and ambiguous.

As the world’s leading superpower and de facto guarantor of
the current world order, American national security interests
span the globe and intersect with numerous circumstances fitting
the definition of gray zone challenges. However, many of these
challenges exist independent of U.S. agency or action and do
not merit American involvement (e.g. civil conflicts in Africa).
Accordingly, this paper acknowledges and briefly discusses the
larger construct of gray zone challenges across the world, but it
focuses on the United States’ national security interests and those

gray zone challenges such as Russian actions in eastern Ukraine
and Daesh, formerly the Islamic State in the Levant, that are rel-
evant to America today.

Gray Zone Challenges - The new and old normal

The U.S. government can improve its ability to operate effectively
in the gray zone between war and peace by reshaping its intellectual,
organizational and institutional models. America’s conventional
military dominance and status as a global power guarantee continual
challenges and incentivize competitors to oppose the United States
in ways designed to nullify our military advantage. The U.S. already
possesses the right mix of tools to prevail in the gray zone, but it
must think, organize and act differently.

Gray zone challenges are not new. Monikers such as irregular
warfare, low-intensity conflict, asymmetric warfare, military opera-
tions other than war and small wars were employed to describe this
phenomenon in the past. President John F. Kennedy was speaking
about the gray zone during his 1962 address to the U.S. Army Mili-
tary Academy’s graduating class when he said:

“This is another type of war, new in its intensity, ancient in its origin —
war by guerrillas, subversives, insurgents, assassins, war by ambush in-
stead of by combat; by infiltration, instead of aggression, seeking victory by
eroding and exhausting the enemy instead of engaging him.”

Massive investments in technology and unrivaled expertise in
combined arms warfare give the U.S. a conventional military domi-
nance not seen since the Roman Empire. However, this only holds
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FIGURE 1 The last 100 years of American military involvement. The U.S. military active duty end strength is shown in brown, ranging from a couple hundred thou-
sand in the early 1900s and peaking at 11 million during World War Il, and gradually declining to its current strength of about 1.4 million. Above the strength graph
are five conflicts during the past century fitting the traditional war model: World Wars | and Il, Korea, Vietnam and Desert Storm. They feature large, force-on-force
engagements by uniformed militaries fielded by nation states. Below the strength graph are 57 instances when the U.S. military conducted foreign operations.

true for the model of state-on-state conflicts dominated by tradition-
al militaries fighting one another for battlefield supremacy. History
shows this depiction of war is accurate only by exception.

Figure 1 depicts the last 100 years of American military involve-
ment. The U.S. military active duty end strength is shown in brown,
ranging from a couple hundred thousand in the early 1900s and
peaking at 11 million during World War II, and gradually declin-
ing to its current strength of about 1.4 million. Above the strength
graph are five conflicts during the past century fitting the tradi-
tional war model: World Wars I and II, Korea, Vietnam and Desert
Storm. They feature large, force-on-force engagements by uniformed
militaries fielded by nation states. Below the strength graph are 57
instances when the U.S. military conducted foreign operations.” The
exact number can vary depending upon the criteria used to define
a foreign military operation, but taken as a whole, they offer a good
representation of gray zone challenges — missions falling short of
a declared war, yet important enough to send American service
members into harm’s way. Traditional war might be the dominant
paradigm of warfare, but gray zone challenges are the norm.

The last time the U.S. declared war was more than seven decades
ago, when President Roosevelt signed Joint Resolutions formally
declaring war on Bulgaria, Hungary and Rumania on June 5th, 1942.°
For every declared war, the U.S. military has deployed or engaged in

combat scores of additional times. For example, more than 40,000
U.S. troops took part in the 14-month invasion and occupation of the
Dominican Republic to prevent it from “going Communist” in 1965-
66." This intervention merits little more than a footnote in American
military history. The Dominican Republic foray rarely comes to mind
in discussions concerning actions by the world’s most powerful mili-
tary, but it is more typical of U.S. military operations than large-scale
conventional conflicts. For every traditional war the U.S. military
fights, it engages in multiple gray zone operations.

Gray Zones Characteristics

Some level of aggression is a key determinant in shifting a chal-
lenge from the white zone of peacetime competition into the gray
zone. The U.S. seeks to address disputes through diplomacy, but has
always reserved the right to take military action to defend its inter-
ests, even acting upon that reservation despite multinational pressure
to the contrary. Established laws, policies, authorities and mecha-
nisms arbitrate disagreements in peacetime, and Americans benefit
greatly from an ordered world where all parties play by known rules.
The post-World War II international system was established by and
to the advantage of the United States and the West. A slew of state
and non-state actors now aggressively oppose this Western-con-
structed international order, but in ways that fall short of recognized
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GRAY ZONE CHALLENGES
Participant perspectives of the Ukraine conflict
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FIGURE 2 Gray zone challenges are perspective-dependent, the U.S., Rus-
sia and Ukraine interpret the conflict differently. For the U.S., it falls closer
to the white zone. For Russia, it more closely approaches the black zone
while Ukraine sees it as rooted deep in the black zone of potential war.

thresholds of traditional war. In simple terms, we understand war
and peace, and how to act during these instances, but there is a vast
range of conflicts between these well-understood poles where we
struggle to respond effectively.

Gray zone challenges are also perspective-dependent, as depicted
in figure 2. In eastern Ukraine, the U.S., Russia and Ukraine in-
terpret the conflict differently. For the U.S., the contest falls closer
to the white zone, and is best handled by economic sanctions and
diplomatic pressure. For Russia, it more closely approaches the black
zone of war, suggesting that a willingness to act more aggressively is
appropriate. Its actions emphasize the information and military lines
of national power. Ukraine sees it as an existential threat to the sover-
eignty of its nation, justifying national mobilization — actions rooted
deep in the black zone of potential war. Understanding the differing
viewpoints of the parties involved in gray zone challenges is critical;
providing insights into each party’s level of commitment and how far
each is willing to go in pursuing their objectives.

Finally, gray zone challenges feature ambiguity regarding the nature
of the conflict, the parties involved or the relevant policy and legal
frameworks. By definition, the gray zone is ambiguous, which results
from both our own organizing principles and our adversaries’ pur-
poseful actions. We struggle when dealing with challenges not fitting
neatly into our traditional models. No organization in the U.S. govern-
ment has primacy for gray zone challenges, so it is not surprising that
our responses lack both unity of effort and unity of command. Our
adversaries are often well informed on our gray zone shortcomings,
and can act purposefully to maximize ambiguity in a given situation.
For example, Russian material and manpower assistance to separatists
in the Ukraine is extensively documented, but official Russian govern-
ment denials inject just enough uncertainty into the situation to blunt
Western responses. The exact methods of obfuscation vary by situa-
tion, but even in the era of globalized information, adversaries can use
ambiguity effectively to avoid accountability for their actions.

Gray Zones Discussed

The current international order is largely a Westphalian con-
struct, emphasizing human rights, free-market economies, sover-
eignty of the nation-state, representative government and self-
determination. In the past, gray zone challenges typically emanated
from state-sponsored groups or nation-states adopting strategies
seeking to avoid escalation. Now, non-state and proto-state orga-
nizations such as al-Qaeda and Daesh can amass resources and
connect enough formerly disparate individuals to constitute threats
that cannot be ignored.

America’s status as the global leader guarantees it will face mul-
tiple, constant gray zone challenges. U.S. national security interests
are worldwide, and there is a set of rogue state and non-state actors
defining themselves, at least in part, by standing in opposition to
America and its values. The U.S. can selectively avoid some, but not
all gray zone challenges. For example, the scale of al-Qaeda’s 9/11
attack demanded a robust U.S. response, while other lesser known
terrorist groups’ actions have not risen to the level where it is a sig-
nificant concern for the U.S. national security apparatus.

Nation-states remain strong cornerstones of the international system,
but the myriad challenges facing them are proliferating and strengthen-
ing faster than states’ powers. Any international system maintaining a
reasonable level of world order must account for numerous powerful
non-state actors and multiple sources of legitimacy and governance.

The relative certainty we experienced facing the Soviet Union dur-
ing the Cold War seems simpler when compared to today’s disorderly
global landscape. It is easier to deal with nation-states because they
generally follow established rules; rules that were typically to our
advantage. There is an elegant simplicity inherent in nation-states.
They control their borders, exercise a monopoly on the legitimate use
of force and govern their populations. There is a single, centralized
entity with which to negotiate, and events can proceed at the pace
of diplomacy. During the Cold War, even when nation-states made
deliberate choices to engage in gray zone activities, U.S. responses
were still governed by the rules of state-to-state relations. That is not
the case today. What differs today is the growing number of poten-
tial gray zone actors, the tools available to them and the velocity of
change. For example, it was far simpler for the State Department
spokesperson to respond to the tightly controlled messages from the
Soviet-era TASS than to have a ready reply for the thousands of Twit-
ter accounts linked to Daesh and its supporters. The trend towards
gray zone conflicts increasingly disadvantages entrenched govern-
mental bureaucracies.

Globalization is also having a tremendous impact on gray zone
challenges, and we are only beginning to understand the implica-
tions. Specifically, globalization has radically reshaped the way
information flows and has put technology and communications
tools, once the exclusive purview of nation-states, into the hands of
individuals. While it is impossible to know exactly how this mega-
trend will reshape the world, it offers the potential to drive societal
change on the scale of that induced by the Gutenberg printing press.
The 15th century invention of movable type led to fundamental
changes in language, literacy rates, the way ideas promulgated and
the very structure of society’ — remarkably similar to what we are
witnessing today. Just as Europess literate elite had to adapt to change,
so too must we evolve our current governing structures to account
for a rapidly changing environment.
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Nations and populations are now interconnected and interdependent
in unprecedented ways. Overall, centralized government is becoming
more expensive and less effective, while the tools available to non-state
actors are trending the opposite way. As America experienced over the
last 15 years, the price of major combat operations is escalating to the
point of being cost-prohibitive. These trends portend an expanded gray
zone, since nations are even more reticent to engage in open warfare,
and can now find and exploit other less conventional tools of leverage.
For example, European dependence on Russian energy supplies and
American concerns about potential uncontrolled escalation tempered
the West’s response to Russia’s de facto invasion of eastern Ukraine.

One significant challenge for the U.S. is that decisive actions in the
gray zone are far easier to carry out by authoritarian or centralized
decision-making structures than by democratic, consensus-building
governments and coalitions. Unified control of the levers of power
may be an anathema in democracies, but it streamlines the speed of
decisions and unity of effort in the gray zone. Gray zone challenges
tend to involve multiple instruments of power simultaneously, and

—

—

unity of command is helpful in achieving rapid and effective results.
In contrast to centralized regimes, no single person in democracies
can direct all actions in the gray zone. The net effect in democra-

cies is to create intense bureaucratic friction arising from our own
organizing principles, resulting in strategic and operational rigidity.
At best, we can achieve alignment of the goals and actions among our
disparate countries and organizations. At worst, we experience self-
induced paralysis and find ourselves constantly reacting late to more
nimble autocratic gray zone actors.

In its early history, the U.S. often employed gray zone stratagems
when confronting established powers. As the United States rose to
become the dominant world power, this dynamic reversed. Our
current national security architecture largely derives from the Na-
tional Security Act of 1947, with its fundamental organizing precept
focused on maintaining the world order rather than challenging it. In
part because of this strategic commitment to the status quo, the U.S.
has not been organized for gray zone challenges since World War
II, and has often not responded to them particularly well. In many
ways, the United States has a yawning gap in its laws, policies, mental
models and approaches used to deal with the gray zone. America’s
response to gray zone challenges tends to be either overly militarized
or overly constrained. Because these challenges typically feature
ambiguity in the legal and policy arenas, we cannot neatly bin the
challenges as either purely peacetime or exclusively warfare. We have
clear concepts and models for using law enforcement and military
tools, but we struggle to apply them in the muddled middle ground.

Not every non-state actor in the gray zone deserves signifi-
cant attention; a useful benchmark for concern is when belliger-
ent ambitions and operational reach become transnational. For
example, Basque separatists in Spain and France confine their

goals and actions to a relatively restricted geographic region and
aspire to little more than an autonomous Basque state. In contrast,
many militia groups in Libya have pledged loyalty to broader,
global insurgent movements such as al-Qaeda or Daesh. These
groups pose a gray zone challenge worthy of dedicated resources
and action, as much for what they could become as for the danger
of today. The Latin principle of obsta principiis (take care of bad
things when they are small) applies.

Most importantly, traditional war and gray zone challenges have
fundamentally divergent natures, requiring different lexicons, ap-
proaches and executions. While they resemble each other superficial-
ly and involve the violent clash of wills, they require fundamentally
different approaches. In fact, antagonists typically choose to work
in the gray zone precisely because they want to avoid full-scale war
and its potential to trigger an overwhelming U.S. military response.
There is no universal solution to gray zone challenges, but the logic
of belligerents in avoiding large-scale war remains constant. For the
United States, being able to dominate one slice of the spectrum of

“For the United States, being able to dominate one slice of the spectrum of conflict
does not necessarily translate into supremacy across the full range of security
challenges. We must think, plan and act differently to succeed in the gray zone.”

conflict does not necessarily translate into supremacy across the full
range of security challenges. We must think, plan and act differently
to succeed in the gray zone.

Working in Gray Zones - Implications

America spends roughly $600 billion every year on defense, and
it is the dominant global power by every objective measure. Yet
state and non-state actors (e.g., Russia and Daesh) are increasingly
undeterred from acting in ways inimical to the global common good.
State actors like Russia and China reasonably believe we will not use
nuclear or conventional military force to thwart their ambitions if
they craft their aggressive actions to avoid clear-cut military triggers.
Despite their inherent ambiguity, the United States should not be
frustrated by gray zone challenges. Rather, we should aim to achieve
favorable outcomes by taking some practical steps to improve our
ability to address them.

Whole of Government: Our responses to gray zone challenges dis-
play several clear deficiencies. As separate U.S. government agencies
strive to achieve their individual organizational goals, they seldom
act in integrated ways to support wider government objectives.

The National Security Act of 1947 served us well, but in an era far
removed from the Cold War, the United States needs a new construct
for the 21st century. There is widespread agreement that going for-
ward, we will require an unprecedented level of interagency coor-
dination capable of synchronizing all elements of national power.
Absent a forcing function, government organizations will simply

do more of the same. The new national security structure must be
responsive, integrated and adaptable. This is a major overhaul of our
security infrastructure, it will be difficult, and it will not take place
overnight. The time to start is now.
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BN THE GRAY ZONE

We also need to grow our non-military capabilities. Our gray
zone actions are often overly militarized because the Department
of Defense has the most capability and resources, and thus is often
the default U.S. government answer. Having more institutional
capability outside of DoD optimized to operate between the clearly
defined lanes of law enforcement and full-scale war will help avoid
predictable, binary U.S. responses. Our counter-Daesh campaign is a
perfect example. Thousands of airstrikes helped to check their rapid
expansion, but the decisive effort against them will require discredit-
ing their narrative and connecting the people to legitimate governing
structures — areas where DoD should not have primacy.

Root Causes: Prudent strategies recognize root causes and address
them. Daesh, for example, is merely symptomatic of the much larger
problems of massive populations of disaffected Sunnis estranged from
legitimate governance and a breakdown in the social order across much
of Africa and the Middle East, which will worsen in coming years by
economic and demographic trends. Daesh is also a prime example of
gray zone challenges, since the legal and policy framework of how to at-
tack a proto-state is highly ambiguous. Coalition aircraft started bomb-
ing Daesh in August of 2014, although the authorization for use of mili-
tary force is still under debate a year later, highlighting the confusion on
how to proceed. Notably, devising a realistic strategy requires a holistic
understanding of the challenge and the environment. Many gray zone
“threats” are really symptoms rather than the actual “problem”” As in the
medical field, we should manage symptoms and cure the disease. The
key is to first identify the core issue, design a strategy to focus actions
and ensure our tactical and operational activities are properly aligned.
Tactical brilliance (a U.S. military strong suit) is meaningless or even
counterproductive absent an over arching strategy.

Comprehensive Deterrence: Deterring emerging security challenges
is far better than responding to them once a crisis erupts. Great effort
went into developing deterrence theory during the Cold War, but this
field languished once the Soviet Union dissolved. Deterrence in this
era focused on nuclear warfare, but it suggested valuable concepts of
counter-force, counter-value and countervailing targeting with poten-
tial for broader applicability, each of which is applicable to U.S. strategy
in gray zone conflict. In brief, counter-value targeting aims to destroy
the society, counter-force targeting aims to destroy an enemy’s military
capabilities and countervailing targeting aims to deny victory by elimi-
nating what a particular entity values. Paradoxically, each deliberate
gray zone challenge represents both a success and failure of deterrence
— success in averting full-scale war, but a deterrent failure given the
belligerent’s decision to take action in the gray zone.

A useful analogy is how firefighters fight fire. They do not attack
the flame itself. Rather, they understand the fire triangle of fuel, heat
and oxygen and tailor their actions accordingly. Similarly, we can ap-
ply fire triangle models in approaching gray zone challenges. Daesh
is burning white hot now, but it represents only the flame. Even if all
its adherents vanished tomorrow, the conditions would still exist to
spawn a successor movement. Daesh must be dealt with, but only as
part of a wider, systemic effort to address the underlying conditions
allowing it to flourish.

State and non-state actors alike value identifiable people, places
and things. Holding these at risk and demonstrating the will to
leverage these vulnerabilities can contribute to comprehensive deter-
rence. Creating a credible threat of unconventional warfare aimed at
countervailing targets is one possibility. For example, China is both
antagonistically asserting its questionable claims to specific islands

and atolls in the South China Sea while simultaneously expanding its
import of raw materials from Africa. Instead of confronting China in
the South China Sea directly, surrogates could, theoretically, be used
to hold China’s African interests at risk in order to compel a more
favorable outcome of South China Sea disputes. Thus, the point of ac-
tion (e.g., Africa) might be far removed from the point of effect (e.g.,
Asia), but the intent would be to alter the decision-making calculus
regardless of geography. To be credible, such an approach requires
prep work every bit as important as the infrastructure behind our
nuclear and conventional capabilities. Capable and trustworthy sur-
rogates are the result of years of purposeful relationship nurturing,
and the vast majority of the work should take place pre-crisis.

Opportunities: A new lexicon would help us to better understand
and engage challenges in the gray zone. Gray zone actors purposefully
seek to avoid conventional war, yet we inevitable use military terminol-
ogy and planning processes to shape our response, even when there
are better alternatives. Changing our terminology could also help us
pursue opportunities and not just build a massive (but potentially irrel-
evant) defense architecture prepared for high-end armed conflict. The
U.S. has the most powerful and best-equipped military in the history of
the world, which is designed to prevail in traditional wars against peer
competitors with large conventional militaries. This high-end tool is
often not the appropriate one to use as a main effort in the gray zone,
yet too often we default to the military and its accordant vocabulary of
“seizing the initiative, winning and centers of gravity,” even when these
are irrelevant to the particular issue at hand.

Changing our vocabulary could help yield better decisions in the
gray zone. Adopting a business vocabulary and a “SWOT” model
(strength, weakness, opportunity and threat) would open other op-
portunities not available in military decision-making models. Similar
to the way businesses decide how to allocate capital, we would neces-
sarily distinguish between opportunities and threats and have at least
an estimate of our expected return on investment. Talking and think-
ing differently about national security in the gray zone would help us
measure the oft-ignored opportunity costs and come up with some
metric, however imperfect initially, to measure our expected return
on investment for defense dollars.

Cost should be a significant up front consideration. For example,
we famously refused to provide a cost estimate for Operation Iraqi
Freedom, other than to know that $200 billion was far too high.
Assuming we established $200 billion as the top end to “invest” in
Iraq, it would at least force us to review our actions and evaluate our
return on investment as we blew through initial estimates on our
way to spending in excess of $2 trillion.’ Just the exercise of estimat-
ing costs and examining our actions when we reach those estimates
would help frame future debates about potential interventions and
their attendant opportunity costs.

Specialization: Being good at one type of conflict, say force-on-
force conventional war, does not necessarily mean we are good at
another type, say counterinsurgency. It would be nice if governing
high-end warfare meant we were dominant across the entire gray
zone, but that is not the case. War and the gray zone share some
characteristics, but the fundamentally different approaches required
to do both well necessitate specialization. As many senior strategists
have suggested, there should be two broad categories of U.S. military
forces. Category One forces should focus on conventional warfare
and be powerful enough to defeat potential adversary state militar-
ies such as North Korea. Category Two forces would focus on being
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TRAINING GRAY Special Forces Soldiers work alongside Mongolian partners to conduct advanced rifle marksmanship in preparation for a joint exercise.
U.S. Army photo was taken by Sgt. Keith Gill.

able to act in the gray zone. They would feature smaller, more agile
and deployable units. The two sets of forces would not necessarily

be mutually exclusive, and they could support each other as needed.
However, their manning, training and equipping would look quite
different. The two forces would have different skill sets, orientations
and day-to-day missions. As the U.S. demonstrated the ability to
operate efficiently and effectively in the gray zone, it would lessen the
need to do so over time. Gray zone challenges to the U.S. are increas-
ing rapidly in the hyper-connected world of the 21st century, and

having a force structure reflecting this reality is a strategic imperative.

Conclusion—Gray Can be Good

The ambiguity making gray zones so vexing also makes them use-
ful to statesmen. In fact, they are crucial to the conduct of interna-
tional relations in defining the importance of situations to the parties
involved. That is, states and non-states can ‘test the waters’ with gray
zone activities to determine the relative strength of domestic and
international commitment to an endeavor without resorting to the
more lethal violence of war. In brief, gray zone conflicts are an im-
mensely better alternative to full-scale wars.

Since the end of the Cold War and subsequent triumph during
Desert Storm, the United States has demonstrated it has no peer
competitor in the conventional military domain. Not surprisingly,
America’s adversaries thus purposefully seek to avoid playing to her
strengths. Precious few state and non-state actors are foolish enough
to line up uniformed troops and subject them to the full wrath of
American military might.

We cannot ignore gray zone challenges altogether. On the con-
trary, we should seek to identify, understand, and highlight activities
running counter to U.S. interests. This awareness can help attribute

nefarious activity, potentially increasing costs for that activity even
if the U.S. does directly intervene. This understanding could also
enable early application of U.S. instruments of power, ultimately
operating in the gray zone to our benefit by shaping the arc of change
closer to its origins. The United States already has most of the tools
required to secure and advance its national security interests in the
gray zone. However, it must evolve its organizational, intellectual and
institutional models to flourish in the middle ground between war
and peace and avoid the predictability and rigidity characterizing its
actions since the end of the Cold War. SW

Capt. Philip Kapusta is a U.S. Naval officer currently assigned to
the U.S. Special Operations Command J5.
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