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US President Barack Obama said, “Any attempt by the Syrian government to employ or strategically field

biological or chemical weapons would cross a ‘red line’ that could lead the United States to change its

posture in dealing with the Assad regime’s attempt to remain in power.” In order to achieve U.S. policy

goals related to monitoring and/or securing Syria’s missile stockpiles, chemical weapons and clandestine

nuclear activities, this report identifies four courses of action for consideration.

Introduction

The outbreak of rebellion and conflict against the regime of
Syrian President Bashar Assad in March 2011 has raised ques-
tions in the United States and Europe about the security of Syria’s
chemical weapons sites and potential use or transfer of such
weapons.’ In the aftermath of the 1967 Arab-Israeli War, Syria
sought to acquire and maintain an arsenal of chemical, biological
and nuclear weapons of mass destruction with the help of Russia,
China, Iran and North Korea. U.S. policy toward Syria since the
1980s has ranged from confrontation, containment and cautious
engagement dealing with its clandestine WMD activities.” On
August 20, 2012, President Barack Obama cautioned Syria on
the use of WMD saying, “Any attempt by the Syrian government
to employ or strategically field biological or chemical weapons
would cross a ‘red line’ that could lead the United States to change
its posture in dealing with the Assad regime’s attempt to remain in
power”” However, with the American public war-weary and U.S.
resources stretched to the breaking point from more than 10 years
of protracted conflict in Iraq and Afghanistan, a ground invasion
is clearly an unattractive option.

Developing unconventional intervention strategies that
achieve U.S. policy objectives and limit the expenditure of U.S.
blood and treasure are increasingly in demand. Unconventional
warfare or assisting an ongoing rebellion offers U.S. policy mak-
ers one such economy-of-force option to consider. However,
UW requires in-depth knowledge of a country’s socio-cultural
dynamics, social structure, resistance potential and how those
willing to take up arms against their government might align
with U.S. policy objectives. Developing the intelligence picture
to provide this level of insight typically takes years to build and
normally requires an extensive human intelligence network. Us-
ing the Syrian Rebellion as a case study, this essay examines the
utility of leveraging open-source social media (YouTube, Twitter
and Facebook) along with advanced analytical methodologies
like social-network analysis to increase our understanding of
both the political and armed opposition. Expanding our ana-
lytical tools for illuminating dark networks, such as resistance

forces operating in denied areas, is a critical requirement for
SOF planners to develop a UW intervention strategy.’

Methodology

CORE Lab research associates at the Naval Postgraduate School
in Monterey, Calif., conducted this study The CORE Lab is an
Office of the Secretary of Defense sponsored research activity
that serves as the center of gravity for teaching and research on
irregular warfare analytical methods. Three visual analytic meth-
odologies are emphasized in our courses and research projects:
geospatial, temporal and relational or social network analysis. The
application of these methodologies, and the analytical software
tools associated with them, enables operators to collect, manage
and fuse data in order to create a more complete picture of the
common operational environment.

This study fuses open source, social media, temporal records,
geospatial data and relational analysis to create a common opera-
tional picture from which policymakers and SOF military com-
manders can make informed decisions.” Geospatial data facilitat-
ed the visualization of both Syrian geography and the distribution
of armed opposition forces and WMD sites located throughout
the country. Social-network analysis examines relational data
associated with more than 290 individual, political and military
opposition entities identified through open-source research.’

The research team developed a detailed research plan that
included the construction of ontologies and codebooks that
standardize data collection and entry into analytical packages.
Network visualizations were conducted using various analytical
packages.” Additionally, a network-visualization package devel-
oped in the CORE lab, called Dynamic Tweet Network Analysis
(DTna), was used to scrape Twitter data and social-media content
in select Syrian cities based on keyword search terms.®

Syrian opposition Network Anatomy

Identifying the key stakeholders entangled in the Syrian rebel-
lion is job one for UW campaign planners and is no easy task.
Social-network analysis has much to offer planners seeking to
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FIGURE 1: “FEDERATION NETWORK” SYRIAN POLITICAL, MILITARY AND JIHADIST OPPOSITION

B Person

B Political Organization
B WMilitary Organization

illuminate or map these dark networks. Social-network analysis
guru Valdis Krebs defines SNA as “the mapping and measuring
of relationships and flows between people, groups, organizations
and other connected information/knowledge entities. The nodes
in the network are the people and groups while the links show
relationships or flows between the nodes.”

Social-network analysis can provide key insights into the
overall topography and structure of social networks. Utilizing
SNA, we examined the political and armed opposition’s network
topography and in particular looked at the network’s density and
centralization. Network density gives planners a feel for how
sparse or connected the network is, while centralization helps
provide insights on whether the network is centralized around a
few key actors. These measures confirmed our hypothesis that the
opposition network is far from a formal, centralized hierarchy; in
fact, it is an ad-hoc umbrella of interconnected, multi-relational,
sub-organizations geographically dispersed throughout Syria that
connect primarily through various social-media applications.

The most common network structure utilized by a revolu-
tionary opposition force, whose units are spread geographically
throughout the operational battlefield, is the federated model,
which provides a good deal of autonomy to subordinate units.“In
a federation, the core network serves as the hub of multiple, rela-
tively autonomous hubs”’’ For example the American Revolution-
ary War was a federation of numerous state militias combined to

field the American Continental Army. Network centralization and
variance are measures that capture the hierarchical dimension of
network topography. They help researchers determine how hier-
archical (or non-hierarchical) a network is. Centralization uses
the variation in actor centrality within the network to measure
the level of centralization. Figure 1 highlights the federated nature
of the Syrian opposition network."’

Social-network visualizations (sociograms), like the one in
Figure 2, provide key insights into the network’s social structure.
Planners can gain valuable insights by examining the structural
position of key actors within the network. Here we can see that
there is a group of actors (circled) who are in brokerage positions
between the rebellion’s political and armed opposition. If it is
in the U.S. interest to facilitate closer coordination between the
political and armed opposition, then we would want to further
examine these actors located in structurally advantageous posi-
tions. SNA was also used to identify central actors and cohesive
subgroups within the network.

In fact, one such subgroup detected was a Syrian homegrown
Salafi-jihadist group — Jabhat Nusra. This jihadist opposition sub-
network is depicted in the lower right of Figure 1. A Syrian analyst
argues “Jabhat Nusra is far more dangerous to the long-term stabil-
ity of the Syrian state than foreign jihadist groups because it repre-
sents a metamorphosis of a Salafi-jihadist ideology into a domestic

platform that is able to achieve popular resonance”’?
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FIGURE 2: NETWORK VISUALIZATION OF SYRIAN POLITICA AND MILITARY OPPOSITION
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FSA Communications Network (Social Media)

“We use Facebook to schedule the protests, Twitter to coordinate and
YouTube to tell the world.” - Anonymous Cairo activist.”?

Social media has become a valuable political tool. “It is an unpar-
alleled instrument for the purpose of mobilization, denouncing state
violence and other human-rights abuses, as well as enabling democ-
ratization.”"* Applications such as Facebook, Twitter and YouTube al-
low users to interact, participate or collaborate nearly real-time with
one another. The proliferation of the smartphone and nearly univer-
sal accesses to wireless Internet technologies has enabled social-me-
dia users to rapidly mobilize social protests, document a humanitari-
an crisis as it unfolds and disseminate information globally simply by
pushing “send” on their wireless device.”” The FSA's communication
network is a unique “Web-based community” that expects to be noti-
fied via social media (Twitter, Facebook, YouTube). The FSA utilizes
social media for disseminating information, monitoring current
operations, logistics and consolidating battle damage assessments
reports — all critical for follow-on missions. This investigation found
that nearly 90 percent of the primary data sources originated from
the three most widely and effectively used social-media sources —
Facebook, Twitter and YouTube. These social-media sites provided a
window into the armed opposition units and were leveraged to assess
organizational structure, operational activities, unit strengths/weak-
ness, combat effectiveness and to determine if unit leadership might
align with U.S. policy objectives.

force, were closely
aligned with the FSA at the strategic, operational and tactical level
and appeared to have the motivation and potential to align with
U.S. policy objectives. Figure 3 provides a visualization of these
selected opposition units and their support networks.

Geospatial Analysis: Risk Terrain Model

Arguably, the best way to assess risk and predict future areas of
conflict is to use past behavior, either in terms of actual incidents
or as a collection of incidents (i.e. hotspots) as indicators of future
behavior.” Hotspot mapping is the use of cartographic techniques
to create and visualize cluster density or the intensity of events
over a geographic area. As better data and more advanced mapping
techniques become available, opportunities emerge to move beyond
historically based hotspot and density mapping to a near real-time
evidence-based, predictive risk-assessment strategy.””

Risk terrain modeling is an approach to spatial risk assessment
that utilizes geographic information systems and remote sensing to
visualize, measure and analyze geospatial data. RTM is a combina-
tion of separate map layers that once overlaid together highlight the
presence, absence or intensity of numerous factors geospatially on
a terrain map.’® A concise RTM is designed to be predictive and, as
such, can illuminate which of Syria’s WMD sites are at the greatest
risk of compromise. This RTM examines (1) the disposition of the
Syrian regime, FSA and Jihadist armed forces, (2) the locations that
experienced the greatest level of conflict and (3) identifies Syria’s
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FIGURE 3: VISUALIZATION OF RECOMMENDED FSA UNITS AND SUPPORT NETWORKS
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WMD sites. As expected, it found that most of the armed clashes
have taken place inside villages and cities along the country’s main
north-south highway.

The strategic position of the City of Homs at the intersection
of Syria’s main east-west and primary north-south highways has
exposed it to the greatest level of conflict in Syria. The RTM high-
lighted Homs as the greatest concern based on its strategic location
and high frequency of combat operations, as well as other at-risk
WMD locations. We then overlaid the identified opposition units
who were in close proximity and determined to have the highest
potential of supporting U.S. policy objectives.

Opportunities and Challenges

This research project clearly demonstrates the usefulness of
leveraging open-source social-media information (YouTube, Twit-
ter, Facebook) and advanced analytical methodologies like social
network analysis to increase our understanding of dark networks
like the Syrian opposition. The insights provided by social-media
exploitation, social-network analysis and the geospatial risk-terrain
model received high marks from both military planners and leaders
exposed to the project. Intelligence professionals marveled at how
quickly three researchers could illuminate and map elements of the

Syrian political and armed opposition with open source informa-
tion. One officer familiar with the project said “This would have
taken an entire intelligence section numerous months to develop
the analytical products and potentially years for the intelligence
community to develop the sources and contacts with access to this
type of information”"

Of course open-source social media information and advanced
analytical methodologies are not a panacea. Some wonder if we
can really trust or verify the veracity of information posted using
social-media sources. Researchers involved in this study shared this
same skepticism but were surprised at the overall accuracy of posted
information. Much of the information, such as pictures, videos and
Tweets, were geo-tagged and could be quickly verified geospatially.
Researchers found one website that was crowd-sourcing pictures of
Syrian military installations and uploading the information into a
visual map display. Leveraging this type of geo-tagged information
can greatly expand our knowledge into denied areas where human
intelligence sources are lacking. Additionally, some information
can actually be self-correcting, in that the wisdom of the crowd can
squash false statements.” That being said, information gleaned from
open-sources should still be verified and cross-checked with other
information sources.
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FIGURE 4: RISK TERRAIN MODEL THAT MAPS FSA UNITS AND WMD SITES
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Additionally, leveraging advanced analytical methodologies
like social-network analysis will require the development of highly
skilled analysts with the proper education and training. Defining
network boundaries and capturing complete relational data on
networks is difficult work. Analysts must be capable of developing
detailed ontologies and codebooks that standardize data collection
and entry into analytical packages. Keeping social-network analysis
information current is also a challenge as resistance networks are
constantly in flux as they recruit new members and suffer losses.
However, in doing so analysts have the opportunity to glean
insights on how the network is changing over time. Additional
challenges include access to open-source information as many
military networks restrict access to social-media sites and most of
the analytical software packages used in this study are currently not
approved to be loaded on military networks.

Conclusion

Maj. Gen. Michael T. Flynn recently noted that after 10 years of
continuous U.S. combat operations America’s “intelligence appara-
tus still finds itself unable to answer fundamental questions about
the environment in which we [DoD] operate and the people we are
trying to protect and persuade.””’ Both Maj. Gen. Flynn and Gen.

Stanley McChrystal emphasized the need for U.S. intelligence col-
lection efforts to continuously evolve as the asymmetrical conflicts
in the future “will be won by persuading the population, not by
destroying the enemy.”*

This is particularly true for developing UW-intervention strate-
gies that rely on deep socio-cultural understanding and seek to
illuminate resistance elements that are often operating in denied
areas. This essay demonstrates that by combining open-source
social media information and advanced analytical methodologies
such as social-network analysis and geospatial risk-terrain model-
ing, researchers can provide insights and analytical products that
can inform the crafting of UW intervention strategies. As we saw in
this paper, researchers were able to leverage social-media exploita-
tion of open-source content (YouTube, Facebook, Twitter) and SNA
to first examine the Syrian political and armed opposition network’s
topography which included the identification of central actors and
actors with brokerage potential based on their structural position
within the social network as well as cohesive subgroups within the
network. These techniques enhance our understanding of complex
networks and move well beyond traditional link analysis. Next,
through social-media exploitation they identify key FSA entities/
individuals who appear “cooperative” and potentially could be
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leveraged in support U.S. policy objectives. Finally, through risk-
terrain modeling they mapped Syrian WMD sites and determined
which sites were at greatest risk of compromise and which opposi-
tion units were in proximity to potentially assist given a change in
the U.S. posture towards the Assad regime. It is this type analysis
that informs the development of UW-intervention strategies de-
signed to provide U.S. policy makers options to leverage indigenous
resistance potential when appropriate.

In closing, given the unprecedented amounts of raw informa-
tion today’s analyst must ingest, Maj. Gen. Flynn highlighted
four critical elements: “analysts must absorb information with
the thoroughness of historians, organize it with the skill of librar-
ians and disseminate it with the zeal of a journalist ... [an analyst]
must embrace open-source, population-centric information [social

media] as the lifeblood of their analytical work”* While each con-
flict is unique, one thing is clear, social media will continue to be
leveraged to effect political change. With this in mind, future UW
campaign planners will need to embrace open source social-media
information and the advanced analytical methodologies required to
better understand the complex operational environment. SW
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