Android 6.0.1 — Samsung Galaxy S6 Edge
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Private U, power Mobile Flashlight NFi
mode saving data
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Power Smart Sync Auto Do not
saving View rotote disturb

Mohile S Finder
Hotspot

Touch and hold 6 quick setting button to go to the relevant

settings,

Quick connect Tap here to connect devices

3 Open Advanced Task Killer 06:0%
. Menu->Settings to disable this.

Access your quick menu by using two fingers to pull down the menu from the top-center of the screen.
You can use this to quickly turn your Wi-Fi, Location, Bluetooth, etc. on and off. We recommend keeping
your Wi-Fi, Location, Bluetooth, and Near Field Communication (NFC) off unless you are actively utilizing

the capability.
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=
Wi-Fi Location Sound Bluetooth Airplane
Hogwarts... mode
i —e (]
Auto
Quick connect Tap here to connect devices
* Open Advanced Task Killer 06:09

Menu->Settings to disable this,

Connected to "Hogwarts Great Hall-5G.,
Tap to configure Wi-Fi,

NOTIFICATION SETTINGS

Access your settings by using one finger to pull down the top menu, then click the widget icon.

[ 20 T .436% 82014

Settings SEARCH

Quick settings

Q)

NFC and payment

Wireless and networks

e Airplane mode

© wi-Fi

Zluetooth

Mobile Hotspot and Tethering
Data usage

Mobile networks

Advanced Calling

@ More

From “Wireless and networks”, select “Wi-Fi”.

090000
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Wi-Fi Direet  MORE

Connected ‘
I‘\
—
T T s s

This screen will allow you to see all available and/or connected Wi-Fi ports. Select “More” in the top
right corner of the screen.

3@ T .d306% 02014
Add network
On WPS push button
W WPS PIN entry

Connected

=5 - N Advanced

75 P Manage networks

Help

In the menu, select “Manage networks”.
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€ Manage networks

_— -
@ Connected
e‘é -. . - -

This menu shows all Wi-Fi ports that you have given your phone permission to reconnect with. Itis
important to delete any public Wi-Fi ports so that others cannot exploit your phone through the Wi-Fi.
To delete Wi-Fi permissions, click on the Wi-Fi port’s name and then select “Forget”.

@ © T4 36% 020114

Settings SEARCH

Quick settings EDIT

@

NFC and payment

Wireless and networks

Airplane mode

Wi-Fi

Bluetooth

Mobile Hotspot and Tethering
Data usage

Mobile networks

Advanced Calling

More

Q000Q@000

Return to “Settings” and select “More” under “Wireless and networks”.
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< More

Nearby device scanning
On

Printing

MirrorLink

Connect your phone to your car to access useful apps
safely while driving.

Download booster
0ff

VPN

Set up and manage Virtual Private Networks (VPNs).

Media share

Nearby devices
Share media content with nearby devices via Wi-Fi,

N

Select “Nearby devices” at the bottom of the menu.

Shn 30 T .435%020:16

€ Nearby devices MORE

off oFFl

Share your media content with nearby devices
via Wi-Fi. While this function is on, other devices
can aceess pictures, videos, and music saved on
your phone,

Phone name

Advanced

Content to share
Select the types of media content to share,

Allowed devices

View devices that are allowed to connect to your
phone,

Plocked devices

View devices that are not allowed to connect to your
phone.

Download to

Keep this feature off unless you are actively using it with another trusted device. This will prevent others
from being able to access your pictures, videos, and music.
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Settings SEARCH

L More

Sounds and vibration
Netifications

Display and wallpaper
Edge screen
Advanced features
Storage

Battery

Applications

NFC and payment

000000000 ;

Personal

0 Thoimne
Return to “Settings” and scroll down to “Phone”. Select “Applications”.

=T

< Applications

Application manager
R iy app information and manage app
g settings including storage, data usage, and
permissions.

um Default applications

Designate apps for certain tasks,
Application settings

Calendar
Camera
Contacts
Email
Messages
Music

Phone

IGO0 eD® -~

Select “Application Manager”.
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< Application manager MORE

All apps ¥
Messaget

182 Mz

Messages
148 KB

Messenger
130 MB

MINDODY
65.47 MB

Minesweeper Classic
2,73 M

Music
17.00 MB

) @ e @oC

My Files
246 K

Use this menu to update the privacy settings for each of your applications. This is a completely new
feature from any previous version of Android. (For this example, we will select “Messenger”).

=F

< Application info

Messenger
Version 65,0,0,21,59

UNINSTALL FORCE STOP

Storage
130 M of Internal storage used

Data usage
24,44 MB used since Dec 31, 2015

Permissions

Camera, Contacts) tion, Microphone, Phone, SMS,
and Storage

Notifications

Allowed

Set as default

None set as default

Battery

2% used since last fully charged

Select “Permissions”.
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€ App permissions MORE

A Messenger

B Camera OFF)
B Contacts OFF)
@ Location OFF)
& Microphone OFF)
. TPhone OFF)
B sms oFF)
B Storage OFF)

This screen will allow you to turn off/onany of the available permissions. We recommend that you turn
off as much as possible. If the application stops working properly, you can always return to this screen
and turn on the required permissions. Select “More”.

@ 2@ T .d32%020:19

< All permissions

A Messenger

Camera
B take pictures and videos
Contacts

B find accounts on the device
B recd your contacts

E modify your contacts

Location

Q  precise location (GPS and networ,,

Q  approximate location (network-ba.,
Microphone

& record audio
Phone

This menu allows you to see why the application would like the permissions listed on the previous page.
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Settings SEARCH

) NFC and payment

Personal

° Themes
0 Location

Lock screen and security

Privacy and safety \
Easy mode

Accounts

Language and input

Q0000

6 Backup and reset

System
@ Date and time
A P ] L

Return to “Settings” and select “Lock screen and security”.

@ 3@ T .4329% 8 20:20

& Lock screen and security

Lock screen

Screen lock type
PIN

Info and app shortcuts

Show app shorteuts, the dual clock, or the phone
owner's information on the lock screen,

Notifications on lock screen
Show content

Secure lock settings
Set your secure lock functions, such as Auto lock and
Lock instantly with Power key,

Security

Fingerprints

Find My Mobile

Locate and control your phone remotely using your
Samsung aeeount,

Unknown sources
Allow installation of apps from sources other

We recommend that you secure your phone with a screen lock. To do so, select “Screen lock type” and
follow the cues. A pin or password is recommended. We do not recommend utilizing your fingerprints.
There have been several cases of servers housing fingerprints being hacked.
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€ Lock screen and security

Notifications on lock screen

Show content

Secure lock settings
Set your secure lock functions, such as Auto lock and
Lock instantly with Power key,

Security

Fingerprints

Find My Mobile

Locate and contrel your phone remotely using your
Samsung account,

Unknown sources
OFF

Allow installation of apps from sources other b
than the Play Store, \

Protect encrypted data

Protect your phone by PncrgphngN

Other security settings
Change other security settings, suc¥Wgthose for
security updates and credential storage.

Ensure that “Unknown sources” is off. This will prevent your phone from downloading applications from
unverified sources. We also recommend that you encrypt your phone. This will kill your battery and
prevent you from using your phone, so it is recommended that you plug your phone in and do it at a
time during which you do not plan on receiving calls or messages. Select “Other security settings” at the
bottom of the menu.
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& Other security settings

Set up SIM card lock

N

Make passwords visible

Show password characters briefly as you type @
them,

Security policy updates

Increase protection on your phone by updating the
security policy,

Send security reports
Send security reports to Samsung via Wi- g@

Fi for threat analysis, All reports will be
encrypted before being sent.

Phone administrators
View or turn off phone administrators,

Storage type

Back up to hardware.

View security certificates
Display trusted CA certificates,

User certificates
View user certificates,

Install from device storage
Install certificates from storage.

Clear credentials

Advanced

Trust agents

Perform selected actions when trusted devices are

connected.,

Pin windows

off

Usage data access

View which applications can acc our phone's usage
history,

Notification access
View which apps can read you ifications,

Do not disturb permission

View which apps have permission to change the Do not
disturb settings,

If you have a SIM card, we recommend that you lock or encrypt it. We recommend that you turn off
“Send security reports”. This will prevent your phone from sending some usage data back to the
manufacturer. Select “Usage data access”. (You will follow the same steps in notification access as you
will in usage data access).
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€ Usage data aecess MORE

&
-
N
>

Amazon
Off

GameService
Off \

Google Play services
o

Google Play Store
orf

This menu will show you what applications have access to your usage data. Click on any application (We

will use Amazon for this example).

[ 3@ To.430%0 2023

€ Usage data aecess

W Amazon (7 ]

Allow usage tracking OFF)

Allow apps to monitor which other apps you use
and how often, and identify your service provider,
language settings, and other usage data.

== S (|

Capture more Share

Turn off the application’s ability to view your usage data, but sliding the slider into the “OFF” position.

October 2016
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. 30% & 20:23
NPT )0y system apps

Amazon

Reset app preferences
08t PP P!

GameService
Off

i Google Play services
0ff

‘y Google Play Store
off

Return to the usage data menu and select “More” in the upper right corner. Then select “Show system
apps”.

(O 20 To.d29% 82024

€ Notification aecess

“ CatchFavorites OFF)

FF|
o People edge @
\

This will show you additional applications which have access to your usage data. Follow the same
process to turn off each application’s access to your usage data.
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€ Privacy and safety

Privacy

App permissions

Contrel which apps have permission o access and

modify information on your phone, \

Private mode
o9t

Safety

Send SOS messages
o8t

Emergency mode
o

Return to “Settings” and select “Privacy and safety”. Then select “App permissions”.

October 2016
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< App permissions

% ody Sensors

2 of 2 apps allowed

&= Calendar

12 of 12 apps allowed

(0] Camera

22 of 25 apps allowed

Contacts
46 of 48 apps allowed

Q Location
33 of 37 apps allowed

Microphone
14 of 15 apps allowed

(=

w Phone

41 of 43 apps allowed

B SMS

18 of 20 apps allowed

Storage
[ 9
60 of 63 apps allowed

Additional permissions

3 more

This menu shows you the various application permissions that your applications have requested
permission to utilize. Scroll through each permission to turn on/off application permissions.
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Accounts MORE

f!
<
b

Cloud

Facebook

Google \
Yahoo

Add aecount

Return to “Settings” and select “Accounts”. Then select “Google”.

A 23% 82038

MORE

Accounts

(:) L @gmail.com
Last synced on 4/6/16 20:21

() EESor-iririrte |

Last synced on 4/6/16 20:21

Sync error

("‘ Sync is currently experiencing problems, It will
@ be back shortly,

Select the desired account.
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€ Sync settings MORE

G Lo @gmail.com
Google

Sync App Data
Last synced on 4/4/16 23:28

Sync Calendar
Last synced on 4/6/16 06:10

Sync Chrome
Last synced on &4/5/16 07:41

Sync Contacts
Last synced on 4/6/16 13:57

Sync Drive
Last synced on 4/4/16 23:31

Sync Gmail
Last synced on 4/6/16 20.07

© 6 6 6 6 6

Sync Google Fit data
Sync turned off

]

Sync Google Play Music
Sync turned off

&

Sync Google Play Newsstand
Last synced on 4/6/16 03:23

Sync News & Weather
Last synced on &4/6/16 19:15

@ 6

Sync People details (o)
Last synced on &4/6/16 01:44

This will allow you to turn various sync permissions on and off. This is a personal decision on what
functions you would like to sync to your phone.
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Gmail Calendar Gallery Camera

P

Phone Contacts  Message+  Chrome Apps

Return to your home screen and select “Camera”.

o 169 IS O HOR

6.0M off off off

Auto

Select the widget icon in the top-left portion of the screen.
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< Camera settings

Video size (rear)
FHD 19201080

Tracking AF

Focus on and track a subject selected on the &F)
preview screen,

Video stabilization OFF)
Grid lines OFF]
Location tags OFF) \
Review pictures o)
Review the picture as soon as you take it,
Quick launch
Open the Camera by pressing the Home button 9FF)
twice quickly,
Save as RAW file
o

Turn “Locationtags” OFF. This will prevent your phone from including your location (latitude and
longitude) in your photos metadata.

October 2016
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Facebook for Android Application

‘ What's on your mind?

# STATUS 3 PHOTO Q cHEK IV
dth The Daily Tar Heel
rbat 14:15 - @
Protestors at Duke staged a sit-in regarding the

university administration's handling of a traffic
controller being hit by a car,

Protesters at Duke stage sit-in
On August 30, 2014, Duke
University traffic controller

Shelvia Underwoed found
hersel#f rolling off the hood of...

ailytar

il Like P Comment A Share

Suggested Post

Select the 3 lines to the far right side of the screen.
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Scroll to the bottom of the menu and select “App settings”.
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& Settings

Genera
Notifications

Sounds

Continuous Contacts Upload \

Links open externally
Upload HD Photos

Autoplay

On Wi-Fi Connections Only

Language

Device Language

CLEAR YOUR PHONE'S BROWSING DATA

Last Cleared on Teday at 09:37 \

Photos

Facebook chat (&}

Turn OFF “Continuous Contacts Upload”. It is also a good idea to periodically “CLEAR YOUR PHONE'S
BROWSING DATA” to prevent tracking of history and cookies.
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Starbucks Application for Android

30 T=.419%H 16:20

= _ Pay 9

$0.00 $17.05 $0.00 $0.00

$17.05

RELOAD MANAGE

1 Reward available PAY

Select the three lines in the top-left portion of the screen.

October 2016
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PAY

ORDER

REWARDS

STORES

MESSAGES

GIFT

MUSIC

SETTINGS

Select “SETTINGS”.

October 2016
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Settings

Account

Edit Contact Information

Edit Payment Methods

Linked Accounts

Preferences

Receipt Notifications ‘
Message Notifications .
Shake to Pay .
Security

Passcode Lock .\
About

Help

Terms of Use

Privacy Policy

We recommend utilizing a Passcode to lock your Starbucks account and protect your payment and
personal information.
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Verizon Messenger+

Tap To
Set Photo

um = =
(= Driving Mede o#f

<« Restore Messages
Settings
What's Mew\
i About

Terms & Conditions

51 Privacy Policy

Select “Settings”.
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Notifications

Display message notifications in status bar

Vibrate

Repeat Reminder

Driving Mode
wh riving Mode is on, n
muted and an automatic reply

Enable Typing Notification
Enabling t! eature will show the message
recipien you are typing,

Enable Smart Emojis
Enabling this feature will let you express your
self with colorful emojis.

Enable Popup

popup ‘Ali Gppear when G hew message Garrives,
A popup will apy ) y

Send Read Receipts
Always respond to read receipt requests (MMS
only)

Wearable Quick Replies

Send wearable quick replies

Language

Encble Sighature

Add a personal signature to your messages

Subscribe

We recommend turning off “Enable Typing Notification” and “Send Read Receipts”. We also recommend
unsubscribing from Verizon’s Integrated Messaging (on by default). This will prevent Verizon from
copying and storing your text messages on their servers. Once you have done all of this, click
“Advanced”.

27
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Enable Weblink Preview

Fetch webpage previews of shared hyperlinks

Delete old messages

Delete old messages as limits are reached

Request receipt

Request a delivery receipt (SMS and MMS) and
read receipt (MMS only) for each message you
send

Enable Delivery Toast

Delivery status toast message

Notifications during call
Enable audible/vibrate notification while on
phone call

Enable Network Notifications
Will show notifications when messages are being
sent over WIFI or Cellular Data,

Continuously Send Location

Send location information when not being ] ‘
will become available for conversation

recipients when they choose to view it.

Change Name and Avatar
Allows you to change your glympse avatar and/or
nickname,

Disable Split Map

Disables use of split screen map for real-
time sharing, and allows only fullscreen map
functionality,

Default Share Time

Auto-retrieve

Automatically retrieve messages
Roaming auto-retrieve

Automatically retrieve mes: hile roaming

Improve Location

Wi-Fi Probe for Location Setting is OFF

We recommend turning off “Request receipt” so that your phone is not constantly asking others to
indicate that they have received your message. We recommend turning off “Continuously Send
Location” to prevent your phone from attaching your location to every message. We recommend
turning off “Improve Location” to prevent the application from exploiting your WiFi.
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