X (TWITTER)

* Do be careful when using #hashtags in
posts as it allows users to index and
associate your posts with a particular topic.
Do use caution when posting images and
videos of any kind. Be aware of your
surroundings, to include identifiable
locations and any other personal security
vulnerabilities.

* Do use a picture of something other than
yourself for your profile photo. Profile photos
are viewable to the public.

* Do ensure that family members take
similar precautions with their accounts.

* Don’t provide any identifiable information
(e.g., name, hobbies, job title, etc.) on your
profile or in your posts.

* Don’t link your X account to any third-party
applications such as Facebook, LinkedIn, or
fitness apps.

* Don’t allow X to access your location.
Disable location services when posting
images on whichever device you are using
whether it be iOS, Android, or when uploading
from your computer.

* Don’t allow people you do not know in real
life to follow you. Only maintain connections
with people and pages you know and trust.

Your Profile

Let’s start by locking down your
account on your PC (web-based
version) by first checking out
what your “Profile” says about
you. Click the “Profile” icon at the
lower left of the screen - this is
likely your profile picture. Click
“Edit Profile” or “Set up Profile”
as shown to the right.

Notice the “Profile Image” and
“Header Image” sections. Itis
recommended you do not use
photos of yourself for your profile
and header photos. These are

Set up profile

viewable to the public and

present an unnecessary
vulnerability.
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identity theft.

Below the “Profile Image” section are the “Name,” “Bio,” “Location,” “Website,” and “Birthday”
sections. Filling these in is not required, and it is recommended that you leave them blank or
use generic information. Even if you use inaccurate location data, it is possible for someone

to tie the data back to you by using data aggregator sites. Personally Identifiable Information
(PIl) is often used as a means to gain access to certain accounts (banks, credit cards, school
etc.). Just providing your (correct) birthday could help someone steal your identity. Changing
your birthday, even by just one day, during registration provides additional protection against
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X | [@ connect Settings and Privacy
77 Drafts
o o Now, let's move on to the “Settings and Privacy” tab under the
Q @ Monetization “More” section on the same menu at the left-hand side of your
A% Follower requests (1] screen.
Q’? reator Studio v
CreatorStue Getting to the “Settings and Privacy” section on your smartphone
[} Professional Tools v varies slightly from the computer-based version. These settings
e — - need to be updated separately as X is programmed differently on
E o ) each version. Settings may not automatically transfer between
ettings and privac: .
vo —_— your devices.
co @ Help Center
& Display From here, you will see your setting options and can review your
@ Keyboard shortcuts account information, security, privacy and safety, notifications, etc.
A
©

Security and Account Access

Next, go to “Security and Account Access.” Here it is recommended you activate “Two-factor
authentication” and “Additional password protection” under the “Security” tab. You can also see
the apps connected to your account, what accounts you use to login into X with, and manage
any shared accounts you may have.

Settings Security and account access

& Security
. Mana;
Q Search Settings have c

ccount’s security and keep track of your account’s usage including apps that you
ected to your account.

Your account > Security
ey T
& Manage your account s security. > auth I

Monetization >

Apps and sessions

See information about when you logged into your account and the 2pps you >
ur account.

Q

Premium >

Subscriptions > Connected accounts Two-factor authentication >

Manage Google or Apple acceunts connected to X to log in.

N

Security and account access

J|Additional password protection |

Delegate >
Privacy and safety > Manage your shared accounts.

Notifications >

Accessibility, display, and languages > Password reset protect

Additional resources >

Changing an account’s password does not automatically log the account out of X for
iOS or X for Android applications. In order to log out of the account on these apps,

sign in online and visit “Apps” in your settings. From there you can revoke access
for the application, and the next time the app is launched a prompt will request that
the new password be entered.
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Privacy and Safety Settings - Your X Activity

Next, go back to the left column, under “Settings” select “Privacy and safety” (see below).

section, go to “Audience and
tagging.” Check the box to “Protect
your posts” — this makes your
account private.

Here you can turn off “Photo
tagging” options or ensure only
people you follow can tag you.

Settings Privacy and safety
. Manage what information you see and share on 3.
Q search Settings
Your X activity

Youraccount

a2e Audience and tagging 5
Monetization o Manage what information you allow other pecple on X to see.
Premium o Your posts 5

. Manage the information associated with your posts.

Subscriptions

= Content you see 5
Security and account access Decide what you see on X based on your preferences like Topics and interests
Privacy and safety Mute and block

K Manage the accounts, words, and notifications that you’ve muted or blocked. >
Notifications

= Direct Messages 5
Accessibility, display, and languages Manage who can message you directly.
Additional resources e Spaces X

Manage who can see your Spaces listening activity
@ Discoverability and contacts 5
Control your discoverability settings and manage contacts you've imported.
Audience and Tagging ¢ Audience and tagging
Manage what information you allow cther people on X to see.
e g 5 Y (]
First, in the “Your X activity
Protect your posts

When selected, your posts and other account information are only visible to people who follow
you. Learn more

Photo tagging 5
off

< Photo tagging

Photo tagging

Allow people to tag you in their photos and receive notifications when they do so

Anyone can tag you

Only people you follow can tag you

@0

< Your posts

Manage the information associated with your posts.

Mark media you post as having material that may be sensitive

want to see sensitive content. Learn more

When enabled, pictures and videos you post will be marked as sensitive for people who d 3

Location Information

Here you can mark your posts as

Add location information to your posts

Next, go to the “Your Posts” section.

y “sensitive,” which will prevent those who

you do not want to see that type of

«  Addlocation information to your posts

Add location information to your posts

If enabled, you will be able to attach location information to your posts. Learn more

content from viewing your posts.

data from your post. Make sure the

Remove all location information attached to your posts

information to your Posts.”

It is also important to remove location

box is unchecked in the “Add location
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Content You See

These next settings help control the
content you see. This menu is
especially helpful if you are locking
down a child’s account. This section
also has a location setting in “Explore
settings” that uses your location to
show you content happening near

« Content you see

Decide what you see on X based on your preferences like Topics and interests
Display media that may contain sensitive content

Topics

Interests

Explore settings

you. Itis best to leave this unchecked.

You'll also want to ensure “Search Search settings >
settings” are hiding sensitive content X Explore settings
a.nd blocked/muted accounts from Location
view.
Show content in this location @
x Search settings When this is on, you'll see what's happening around you right now
Explore | i >
Hide sensitive content ' wpiereloeations
This prevents posts with potentially sensitive content from displaying in your search results.
Remave blocked and muted accounts
Use this to eliminate search results from accounts you've blocked or muted. Learn more

Direct Messages

Another setting to consider is how you're contacted on X. Go to the “Direct Messages”
section. Uncheck the first box in this section in order to limit incoming messages from people
you do not know. You can also check the “Filter low-quality messages” box which hides
messages that are flagged as potential spam.

« Direct Messages

Control who can message you
Depending on the setting you select, different people can send you a direct message.

£arn more

Allow messages only from people you follow

You won't receive any message requests

Allow message requests only from Verified users O
People you follow will still be able to message you

Allow message requests from everyone O
People you follow will still be able to message you

Other controls

Hashtags (#) are used to index key words and topics on X. Think of them as the topic
of your “post.” Understand that if your account is public, and you use a hashtag on a

post, anyone who does a search on that hashtag may find your post. When you add
a hashtag to a post, X adds the message to the hashtag group to allow more users
see your post.
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&« Discoverability and contacts
Control your discoverability settings and manage contacts you've imported.

Discoverability

Decide whether people who have your email address or phone number can find and connect
with you on X.

Let people who have your email address find you on X @
Let people who have your email address find and connect with you on X. Learn more

Let people who have your phone number find you on X @
Let people who have your phone number find and connect with you on X. Learn more

Contacts

Manage contacts that you have imported from your mobile devices. Learn more

Manage contacts >

Remove all contacts

These are the contacts that you have imported from your mobile devices. This infermation is
used to personalize your experience on X, such as suggesting accounts to follow. You can
remove any contacts you've previously uploaded and turn off syncing with X on all devices.
Please be aware that this takes a little time. Learn more

Discoverability and Contacts

In the “Discoverability and contacts”
section, ensure both boxes under
“Discoverability” are unchecked. It is
best to maintain as much control as
possible over who is connecting with
you.

In the “Contacts” section, you can review
and remove any contacts X has
collected. It is recommended that you
not synchronize any of your accounts
together or include any email accounts
with contact information in them.
Synchronizing your email accounts
allows X to do more than just upload
your contacts - X uses the information to
learn more about you and your contacts.

“Remove all contacts,” if there are any in
this section, and remember to keep your
identifying information off your own X
account, in case your contacts try to
import your data to any of their accounts.

Privacy and Safety — Data Sharing and personalization

Now, go back to the “Privacy and safety” menu and scroll down. Here, you'll see “Data
Sharing and personalization.” This is where you can manage ad preferences and other
location or data-based information from being used by the application.

Data sharing and personalization

Ads preferences

A

Manage your ads experience on X, >
Inferred identity

Ar Allow X to personalize your experience with your inferred activity, e.g. activity >
on devices you haven't used to login to X.

— Data sharing with business partners 5

“« Allow sharing of additional information with X's business partners.

® Location information 3
Manage the location information X uses to personalize your experience.
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Ad Preferences
In the “Ad Preferences” section, <  Adspreferences
make sure you have unchecked the ,
« . ” Manage your ads experience on X.
Personalized ads” box. You can also
see the interests X has mapped to Personalized ads O
i You will alw ds on X based r X activity. When this setting i led, X
yOU. LaStIy’ yOU can tsee If you are 15):;; paeé?;\sala;::d: fti'gm xaasc?ve?‘lrisfl)';, oﬂa;:ﬂ:oﬁ X,qtfchonitfiii'igyosufr}l(a;c‘teiv'ty:;i?:}; ather
pal’t of a tailored audience in the online activity and information from our partners. Learn more
“Your advertiser lists.” Tailored
audiences are often built from email nterests ?
lists or brovysmg behaviors. The_y Vour advertiser fist S
help advertisers reach prospective
customers or people who have
already expressed interest in their
business.
— Inferred ldentity
<« Inferred identity
Allow X to personalize your experience with your inferred activity, e.g. activity on devices you It |S aISO recommended to deny X
haven't used to log in to X, T -
the ability to track your visits to
Personalize based on your inferred identity @ other websites and your browser
¥ will always personalize your experience based on information you've provided, as well ag hIStory, as well as turning off the
devices you've used to log in. When this setting is enabled, X may also personalize based on . .
other inferences about your identity, like devices and browsers you haven’t used to loginto X peI’SOna“ZatIOn feature.
or email addresses and phone numbers similar to those linked to your X account. Learn more
Data Sharing with Business
Partners
¢  Datasharing with business partners . . .
g P X always shares information with
Allow sharing of additional information with X’s business partners. business partnerS. Itis
recommended you leave, or
Allowadditionlal inforrl'natic?n sha_ringwith business partners ‘ . E ensure thIS Setting iS UnCheCked
X always shares information with business partners as a way to run and improve its produ s
When enabled, this allows X to share additional information with those partners to help as We”
support running X's business, including making X's marketing activities on other sites and apps
more relevant for you. Learn more
Location Information ¢ Location information
Manage the location information X uses to personalize your experience.
Lastly, you can see (and clear)
_places youve been and turn off Personalize based on places you've been O
In-app preferences based on X always uses some information, like where you signed up and your current location, to hel
past locations show you more relevant content. When this setting is enabled, X may also personalize your
' experience based on other places you've been.
Othgr location setti.ngslfrom the [See places you've been | N
previous “Personalization”
section are also listed here for Add location information to your posts >
you to review and edit as
needed. Explore settings >
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Settings and Privacy

Getting to the “Settings” section on your smartphone is slightly different than the computer-
based version. If you frequently access X on your mobile device, you will want to ensure all the
previously discussed procedures are completed. Additionally, you will want to accomplish the
one lockdown feature that is ONLY available on your smart device — the “Precise Location”
feature.

It is important to turn this feature off because it allows X access to your location for
advertisements and photo geo-tagging.

Set your “Location” to “Off ” on ALL devices.

10:48 il LTE . )
Q Search settings . o
X Data sharing and personalization
+ Your account
: @ 2 See information about your account, download () Gt{i;p‘referernicgs B
an archive of your data, or learn about your anage your ads experience on X.
account deactivation options.
Inferred identity
4 Following 1 Follower .
Security and account access Ar Allow X to personalize your experience with
@ Manage your account’s security and keep track your inferred activity, e.g. activity on devices
. of your account’s usage including apps that you you haven’t used to login to X.
& Profile have connected to your account.
i ata sharing with business partners
X  Premium o Data sh th b rt
Monetization 2 Allow sharing of additional information with X's
Bl Seehow you can make money on X and business partners.
m Bookmarks manage your monetization options.
E Lists % Location information | « Location information
Premium T adi
¢ . @ Manage the location inforg
X Manage your subscription features including stsonali piaae Manag
Undo post timing personalize your experieng your
© Spaces
& " .
A Follower requests Privacy and safety Learn more about privi
@ Manage what information you see and share
. . on X.
B3l Monetization Privacy center
Precise location
Notifications . .
O Select the kinds of notifications you get about Privacy pOIIcy
your activities, interests, and
Settings and Support v recommendations: Contact us See your X data

iPhone users: select the “Profile” icon at the top left of the screen, then select “Settings and
Privacy” at the bottom of the menu. Next, select “Privacy and Safety,” scroll all the way
down to “Location Information,” and “Precise Location” to ensure it is disabled. See images
above.

Android users: getting to the “Settings and Privacy” section is similar to the computer-based
version. Once you are in the “Settings and Privacy” link, select “Privacy and Safety” then
scroll down to the bottom of the page and select “Precise Location.” It is recommended that
you turn this function to “disable” and then select “done.” Images not provided, but similar to
iPhone.

If you still need help or have questions, you can contact X using their Support
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