YouTube looks like it refreshes after that last step, but you'll still see the same content as you did before if you don’t refresh your screen. #themoreyouknow
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Do’s and Don’ts

¢ Do monitor the videos that your children are watching, ¢ Do not allow your children to post "Public” videos to their
even if they are in “Restricted Mode.” YouTube account. Posting public videos allows
“subscribers” (strangers) to follow your children on

¢ Do use Two-Factor Authentication to protect all your in-
YouTube.

formation. Enable this function via your Google Account.

. P e . ¢ Do notignore the “Comments” and feedback on your pub-
¢ Do setall your videos to “Unlisted” or “Private” so that ] : . ,
. lished videos. Review them to make sure they don’t re-
you maintain full control over who can see them. ) ]
veal any personal information about you.

YouTube is a video sharing service with which users can create their own profile, upload videos, watch, react to, and com-
ment on other videos. Created in 2005, YouTube is now one of the most popular sites on the Internet.

** This SmartCard provides guidance on how to secure your YouTube account on personal computer (PC) and mobile devices,
both iPhone and Android. PC instructions are followed by mobile device instructions below.

Privacy Settings
‘ . . @gmail.com Y "Y T b A o f h q d uG l
M Goodle A " our oulube Account (l you have One) 1S connected to your oogle
anage your Google Accoun
SETTINGS Account”, meaning your Google email and password are used to sign into
tourchagnel YouTube. To set your security and privacy settings on YouTube, let’s
Paid memberships Account begin with “Settings”. Look to the top right of your screen and select your
YouTube Studio “Google Profile” picture (see left). From the dropdown menu, select
Notifications « : ” « : ” : UD e ”
Switch account ° Settings”, and the “Settings” menu will appear. Select “Privacy”.
Sign out Playback and performance prvacy
L)
Dark theme: Off Manage what you share on YouTube ‘_»
L - Endlish I| P”Vacy II Choose who can see your saved playlists and subscriptions
anguage: Englis Review YouTube terms of service and Goagle privacy policy
_'_L
Location: United States Connected apps
Settings
sPILabYsll:sr(i;l?S:s Keep all my saved playlists private
Your data in YouTube Watch on TV
Keep all my subscriptions private
Help
Billi ng & I}ahme'ﬂS Ads based on my interest We try to serve you relevant ads based on your online browsing behavior and YouTube watch history. You can manage your ad:
settings from your Google Ads Settings. From there, you can do the following
In the “Privacy” SeCthIl :\Bllz\cﬂ/vucr;;z:;agsj;cr:rsi;mographlcs and interest categories
] advanced seftings oG -
SCI‘Oll through each Settlng el = g Opt cut of interest-based ads
tO make sure lt iS locked Please note that YouTube is a Google company.

down. We recommend you keep all sections in “Manage what you share on YouTube” private, set the toggles to “On” or

“Check” the boxes. In the section “Ads based on my interest”, we recom-
mend turning this feature off, as in order for it to function it must collect
data from you. Disable the “Google Ads Settings” by selecting “Google Ads

: ” “ ")

Settings”, then set the toggle to “Off” as seen below. oere
Ads based on my interest n
We try to serve you relevant Fased on your online browsing behavior and YouTube watch hist
from your Google Ads Settings. From there, you can do the following

= view or manage your demographics and interest categories Ad personallzatlon

= block certain advertisers

= ppt out of interest-bhasead ads You turned ad personalization off. You can turn it back on to make your ads more useful to you.
FPlease note that YouTube is a Google company. Ad personalization iSOF‘D
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Set up automatic deletions to have YouTube delete your watch and search histories automatically, or delete manually. #themoreyouknow

LOCKING DOWN

YouH

UPDATED OCT 2020

Personal Computer (PC) Version

Restrict Mature Content

Parents, are you concerned with what your children are watching on YouTube? “Restricted Mode” can help you ensure they

are not being presented mature content. To enable this feature, select your “Google Profile” icon again. On the dropdown, you

will need to scroll to the very bottom, select “Restricted Mode”, set the toggle to “On”.

=] Signout

bt s

Settings

Switch account

Dark theme: Off >

Cpt Planet

acapulnplanet @gmail.com

3  Your channel
(:‘3} Paid memberships
YouTube Studio

Language: English >

@) Your datain YouTube
@ Help

BB send feedback

3 Keyboard shortcuts

ol

& Restricted Mode

Restricted Mode can help hide videos with
potentially mature content. No filter is
100% accurate, but it should help you avoid
most of this type of content.

Your Restricted Mode setting will apply to

this browser only.

Delete History

Another important feature located at the bottom of
your “Account Menu” (from your “Google Profile”
icon) is the “Your data in YouTube” tab. Just as it is
important to clear your browser history on your
search engines, it is important to manage and clear
your history on your YouTube account. Select “Your
data in YouTube”. On the next page, scroll down to
“YouTube Controls”, select “Manage your YouTube
Watch History”. (see below, green arrow)

' E
Cpt Planet
captainplanet @gmail.com

N | Your channel
XxJ=
Paid memberships
YouTube controls YouTube Studio

Your YouTube activity is saved in your Google Account. Examples of your activity include your watch and search

history.

jf‘\ Z.

YouTube Watch History

Switch account

Sign out

Dark theme: Off >

Language: English

YouTube Watch History
@ Oon

Watched

Bundle view

ltem view

Other Google activit

Activity controls

Google Account

9:35 AM

Watched

Watched

Manage your YouTube Watch History

Makes it easier to find YouTube videos that you've watched and improves your recommendatior . in
YouTube and in other Google services, like Search

Delete Activity

Last hour

Last day

£x Settings
> " @ Your data in YouTube
@ Help
Bl send feedback
3 Keyboard shortcuts

From “Manage your YouTube Watch Histo-
ry” a new page will load (see left). Look to
the left of your screen to see a menu of

available options to manage and delete

All time

your history. We recommend you select

Custom range

E&) Set up automatic deletions
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“Delete activity by”, then select “All time”,
which will delete your entire history. You
can also set up automatic deletions and
YouTube will delete your history according
to the schedule you designate.
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Who can see your videos?

One of the main uses for YouTube is of course uploading and watching videos.
In order to upload your videos and create privacy settings you must first locate
your “Video Manager.” Select the “Google Profile” icon, and on the dropdown
menu select “Your Channel.” Then press the blue “Customize Channel” button.
Next, select “Video” from the left hand side of your screen. Here you will be able
to upload and edit videos. In order to edit the “Visibility” of a video, or who can
see the video, simply hover over the “Visibility” column next to the video and
select the “Down Arrow” or the “Edit” icon. From the popup menu that appears,
you can choose “Private”, “Unlisted”, or “Public” - we recommend you select

The “Unlisted” privacy setting on YouTube means that your video is only visible to viewers who have a link to the video.
“Private” means only you can view the video. And “Public” means anyone can search for the video and view it, react to it, and
comment on it. Once a video is uploaded to YouTube and made “Public” there is no real way to pull back the video - it can be
shared, liked, and commented on, and you lose control of it.
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Unlike any other social networks, YouTube doesn't require you to create an account before you or your child can search for content or view videos.

UPDATED OCT 2020

Mobile Device Version
YD u Tu b E ** This information describes how to make your account secure on Android and iPhone mo-

bile devices. Differences between iPhone Operating System (i0S) and Android Operating Sys-
tem (AOS) are minimal, in such cases iPhone images are outlined black and Android red.

Who can see your videos?

e8!l Verizon LTE

2 YouTube

wil Verizon = @ 9 54% @ VIDEOS PLAYLISTS CHANNELS ABC

&

‘ )
By My channel %

Time watched

vy 6 Hour Instrumental Music for Studying:

Concentration Music, Focus Music, Alpha W...
Body Mind Zone - 1.2M views - 3 years ago I3 GetYouTube TV Create a video

Share it with anyone or everyone.

B Get YouTube Premium Public videos will show up here
© Paid memberships
B switch account & Your videos ™ Q E
% Turn on Incognito
" . . = Sortby ¥
ﬂ&\ Musica para Mejorar la Memoria () Ondas
' ﬁ|“f‘ar?r‘?siffa"‘;:a.‘riest“ufihiir,lc.?ncentrarse,..‘ Q Settings & Your videos m Q
ﬂ 6 o L ﬁ Terms & privacy policy = Sortby ~
@ Help & feedback Save to Watch later
[ Save to playlist
Delete
In order to access uploaded videos and change their privacy settings via your
smart devices, follow these steps.. From the “YouTube App”, select your Share
“Google Profile” picture / icon, then select “My Channel.” Next head to the top
menu and select “Videos” to take you to the video upload section. From there Title
select “Manage Videos” from the upper right hand corner. The videos you Country Road
have uploaded appear here, and you can edit them from this page by selecting 12100
the three ellipses to the right of each video, then select “Edit”, and then select
\J . .
“Privacy” and choose your privacy setting - we recommend “Private” or /  Adddescription >
“Unlisted”.
ﬁ Private
The “Unlisted” privacy setting on YouTube means that your video is only visi-
ble to viewers who have a link to the video. “Private” means only you can
view the video. And “Public” means anyone can search for the video and view D select audience >
it, react to it, and comment on it. Once a video is uploaded to YouTube and

made “Public” there is no real way to pull back the video - it can be shared,
liked, and commented on, and you lose control of it.
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Your phone is your ultimate endpoint. You likely carry it everywhere and it holds your most sensitive information. Make sure to check for updates quarterly. #Staysafeonline
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Mobile Device Version

** This information describes how to make your account secure on Android and iPhone mo-
bile devices. Differences between iPhone Operating System (i0S) and Android Operating Sys-

tem (AOS) are minimal, in such cases iPhone images are outlined black and Android red.

1:56 wl T

3 YouTube SowQl@

TikTok - Make Your Day
Discover trending videos
4.5% %%k ¥ FREE

INSTALL

o
sleepwalking music video but before |
get started showing you that | actually

Sleepwalking - Lindsey Stirling
Lindsey Stirling - 2.8M views - 2 months ago

L

Horme

1:57 W)
X Account
g v

@gmail.com
Manage your Google Account
B Your channel
¢ YouTube Studio (]
M Time watched
I3 Get YouTube TV
B Get YouTube Premium
9 Paid memberships
|_E Switch account
Turn on Incognito

Your data in YouTube

Settings

Help & feedback

Privacy Policy - Terms of Service

Clear History

1:58

X Settings

Connected accounts

History & privacy

Clear watch history

Clear this account's watch hist

from all devices. This will

also clear your stories watch

Clear search history

Clear searches made with this account from all devices

Pause watch history

Pause search history

Manage all activity

Review and delete items in your history

Blocked contacts

On iPhone (images outlined black): select your “Google Profile” icon,
then select “Settings”, scroll down to “History & Privacy”. Follow
prompts for “Clear watch history” and “Clear search history”.

On Android (images outlined red): select your “Google Profile” icon,
then select “Settings”, then “History & privacy”. Follow the prompts to
“Clear watch history” and “Clear search history”.

Restrict Mature Content

X Settings

2:21 .

)

Get YouTube TV

Paid memberships

YOUTUBE

Remind me when it's bedtime
off

Dark theme

Restricted Mode

This helps hide potentially mature videos. No filter is
100% accurate. This setting only applies to this app on
this device

Play HD on Wi-Fi only

Settings

Get YouTube TV

General

Autoplay

Watch on TV

History & privacy

Paid memberships

Billing & payments
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Settings

Get YouTube TV

General

Autoplay

Watchon T,

History & privacy

Paid memberships

Billing & payments

History & privacy

Clear watch history

Clear this account's watch history from all dg s. This
will also clear your stories watch histg

Clear search history

Clear searches made with this account from all devices

Pause watch history

Pause search history

Manage all activity
Review and delete items in your history

On iPhone: go back to “Settings”, then set the
“Restricted Mode” toggle to “On”

On Android: under “Settings”, select “General”,

scroll down to “Restricted Mode” and set the toggle

to “On”.

Remember this is a good idea if you have children

that use your YouTube account.



