
LOCKING DOWN YOUR  

SNAPCHAT 

UPDATED OCT 2020 

Do’s and Don’ts 
Snapchat is an image and video messaging app that allows users to share multimedia mes-

sages that will “self destruct” in up to 10 seconds. It’s communication style is meant to mir-

ror real life face-to-face interactions that are temporary, and not stored anywhere.  

Content is designed to delete automatically, but most users are aware that content 

can be saved using screen shots or other software. 
 Do set up privacy and security set-

tings on your Snapchat and help 

your teenager to do the same.  
 

 Do assume ALL information and 

images you share are publicly 

viewable, regardless of your set-

tings. 

 Do talk to your teenager about the 

dangers inherent to Snapchat.  

Make sure they know to come and 

tell you if someone they don’t 

know tries to contact them or 

sends them inappropriate material.  

 Do not add your birthdate, loca-

tion, or other personal details to 

online profiles. 

 Do not allow users you do not 

know personally to contact you via 

Snapchat. 

 Do not believe that all pictures and 

videos are automatically deleted. 

There are ways to save and share 

content despite Snapchat’s efforts 

to make all communications disap-

pear.  

The best way to begin understanding and locking down Snapchat’s capabilities 

is to familiarize yourself with Snapchat basics.  In the box above you can look 

over the main icons and functions located in Snapchat. Your “Home Screen” is 

shown above. You know you are there when you have a “Camera View”. One of 

the main features of the app is making “Snaps”, via photos, which you would do 

from this screen, then share with your “Friends”. Next, identify your “Profile” 

picture at the top left of the box (highlighted in red), this icon will take you to 

your Snapchat statistics and the “Settings” icon.   

Shown to the right is an overview of the 

“Chat” feature of Snapchat. Select the “Chat” 

icon on the lower left corner of the screen 

(above in red).  Here you can see if someone 

has sent you a message, posted a story, or 

reviewed your posts. You can also start a 

“Chat”. For now, let’s select your “Profile” 

icon at the top left and head to your Snapchat 

stats and “Settings” section. 
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Mobile Device Version 

 

** This information describes how to make your account secure on Android and iPhone 

mobile devices. Differences between iPhone Operating System (iOS) and Android Oper-

ating System (AOS) are significant for some features, and in these cases iPhone images 

are outlined black and Android yellow. 
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Mobile Device Version 

** This information describes how to make your account secure on Android and iPhone 

mobile devices. Differences between iPhone Operating System (iOS) and Android Oper-

ating System (AOS) are significant for some features, and in these cases iPhone images 

are outlined black and Android yellow. 

After reviewing the different sections 

on page one of this Card, let us begin 

locking down your account.    

Begin by selecting your “Profile” pic-

ture at the top left of the screen on 

your “Home Page”. Next select the 

“Settings” icon from the top right 

corner of the screen (shown above in 

red).  

From here we can review all of the 

settings offered by Snapchat: 

The “Settings” screens on iPhone and 

Android have a few differences on 

Snapchat. Throughout this Card, you 

will find iPhone screenshots outlined 

in black, and Android screenshots in 

yellow. 

First, check out your “Name” and 

“Username”, and make sure they 

don’t give too much information 

about you. We recommend you use a 

nickname or a mixture of names in-

stead of using your full name, and 

never add birthdays or other signifi-

cant information to your name. You 

do not need to put your real birthday 

on your account, and should consider 

using an inaccurate one. 

Next, we recommend using a 

“Password” that is unique to Snap-

chat. As with all of your social media 

accounts, reusing passwords creates 

an unnecessary vulnerability, and 

you should use unique passwords for 

each account. 

On the next page, we will go through 

the underlined menu items from the 

above 2 screenshots. 

Geo-filters: location-specific ele-

ments that can only be unlocked by 

visiting a specific place. If the Geo-

filters are shared, especially by teen-

agers, any individual could find or 

track them, to include predators. For 

all “Locations” It is recommended 

that this function be set to “Only Me” 

Additionally, Snapchat will now di-

rect users together more precisely if 

“location” is turned on, by providing 

step by step direction. 

Snapcash: like PayPal or Venmo, 

Snapcash lets users transfer money to 

each other. 

Memories: Users can store snaps to 

appear as memories for later use, 

however this this is not recommend-

ed.  
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“Two-Factor Authentication” is the most secure option you have for Snapchat security 

and privacy. To enable it, select “Two-Factor Authentication” from the “Settings” 

menu, under the first section titled “My Account” (shown on page 2 of this card) and 

follow the prompts to complete the process. Also referred to as “Login Verification”, 

this feature requires you to enter both your password and a verification code that is 

sent to your phone, each time you log in on a new device. 
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Mobile Device Version 

Two-Factor Authentication 

Next,  let’s look at “Memories”, which is 

Snapchat’s storage function. Snaps are saved 

on Snapchat’s servers, but are searchable and visible only to you. We 

recommend you not allow Snapchat to store your photos, and instead 

choose manually when you want a “Snap” saved to your “Memories” as 

needed. It is important to know that snaps of all kinds do not truly de-

lete on Snapchat.  

 

On iPhone: go back to “Settings” and select “Memories” under “My 

Account”.  We recommend setting the “Smart Backup” toggle to “Off” 

and select “Don’t Auto-Save” next to “Auto-Save My Story Settings”. 

(left)  

 

On Android:  go back to “Settings”, scroll down to “Features”, then 

“Memories”,  and “Uncheck” the “Smart Backup” option. Also, ensure 

“Auto-Save My Story Snaps” is set to “Don’t Auto-Save”. (above) 

Memories 

** This information describes how to make your account secure on Android and iPhone 

mobile devices. Differences between iPhone Operating System (iOS) and Android Oper-

ating System (AOS) are significant for some features, and in these cases iPhone images 

are outlined black and Android yellow. 
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Next, let’s go to the “Additional Services” section (both iPhone and Android), and 

locate the “Manage” option.  

On iPhone:  select “Manage”, then “Permissions”, and ensure “Location”, “Photos” 

and “Clipboard” are not enabled. Each of these features allows Snapchat to capture 

and store information from your mobile device in some way. 
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Mobile Device Version 

On Android (left): under “Settings”, scroll down to the section titled “Privacy”,  

then select “Permissions”. You can adjust “Location” and “Phone”. We recom-

mend you leave them “Disabled”, as seen here to the left. 

Manage Permissions 

** This information describes how to make your account secure on Android and iPhone 

mobile devices. Differences between iPhone Operating System (iOS) and Android Oper-

ating System (AOS) are significant for some features, and in these cases iPhone images 

are outlined black and Android yellow. 

 

 

 

 

 

What is “Scanning”?  “Scan” lets you identify things like products, songs, 

barcodes, and more. To power this feature, Snap partners with third-

parties like Amazon and Shazam. This means that if / when you “Scan”, 

certain information may be sent to these partners.  For example, Snap 

may send images captured by your camera to Amazon, who will send 

back search results if they find a matching product. Snap may send audio 

hashes captured by your microphone to Shazam, who will send back 

matching songs.  The data is maintained for a minimal period of time and 

is not connected to your Snapchat account. Still, we do not recommend 

using the “Scan” feature. 
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Next, let’s lock down what kinds of information Snapchat can capture from you 

in order to support advertising.  

On iPhone:  go back to the “Manage” section, select “Ad Preferences”, ensure all 

three toggles are set to “Off” 

On Android: under “Settings”, scroll down to the section titled “Features”, then 

select “Ads”.  Select “Ad Preferences” on the next screen, then ensure “Audience

-Based”, “Activity-Based”, and “Third-Party Ad Networks” are all “Unchecked”. 
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Manage Advertising 

Next, go back to the “Manage” section (“Ad Set-

tings” on Android) and select “Lifestyle & Inter-

ests,” its recommended that you unselect any 

section that is enabled.  You can also periodical-

ly clear any tags that may have specified your 

interests by selecting “Clear Content Interests 

Tag” located at the very bottom of the “Lifestyle 

& Interests” screen.   

Mobile Device Version 

** This information describes how to make your account secure on Android and iPhone 

mobile devices. Differences between iPhone Operating System (iOS) and Android Oper-

ating System (AOS) are significant for some features, and in these cases iPhone images 

are outlined black and Android yellow. 

  

 

 

If you ever want to leave Snapchat for good, you 

can close your account on accounts.snapchat.com. 
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We want to make sure Snapchat cannot view your “Location” or the “Contacts” on your 

mobile device. First, we recommend you hide your location whenever possible. 

On iPhone: go back to “Manage”, then “Maps”.  Set the toggle next to “Share Usage Data” 

to “Off”. 

On Android: go to “Settings”, then scroll down to “Privacy”, and go 

through all options listed, including “Clear Conversation”, “Clear 

Search History”, and “Clear Top Locations”, and select “Clear” on the 

pop-up. This will clear location and other tracking data for you. 

Next, we recommend forbidding Snapchat access to your “Contacts”. 

On iPhone:  under “Manage”, select “Contacts”, then set toggle to “Off”, and “Delete All 

Contacts Data” (see left). 

On Android:  under “Settings”, scroll down again to “Privacy”, 

select “Contact Synching”. Ensure this feature is “Disabled” by 

identifying the space to the right of “Sync Contacts”, and see that 

there is “No Checkmark” visible. Also, select “Delete All Contact 

Data” below “View Contacts” as well. 
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Manage Maps and Contacts 

Mobile Device Version 

** This information describes how to make your account secure on Android and iPhone 

mobile devices. Differences between iPhone Operating System (iOS) and Android Oper-

ating System (AOS) are significant for some features, and in these cases iPhone images 

are outlined black and Android yellow. 

When does Snapchat delete “Snaps”?   Snapchat serv-

ers are designed to automatically delete all “Snaps” (on 

their servers) after they have been viewed by all recipi-

ents. All unopened “Snaps” are deleted after 30 days. 
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Heading back to the “Settings” section, lets re-

view the “See My Location”, under the “Who 

Can “ section on iPhone, and the “Additional 

Services” section on Android (see blue boxes 

above left and to the right).  Snapchat allows 

users to use “Ghost Mode” to prevent even 

their “Friends” from viewing their location.  We 

recommend you enable “Ghost Mode” in order 

to prevent anyone from viewing your precise 

location on the Snapchat “Map”.  We also rec-

ommend that you not enable “Allow friends to 

request my location.”   

 

Next it is important to set your privacy settings in 

order to control who can see your “Snaps” and con-

tact you. 

On iPhone:  go back to “Settings” and select “Contact 

Me” under the “Who Can…” section.  It is recom-

mended here that only “My Friends” are able to con-

tact you, in order to help keep you and your children 

safer while using this App.   Under the same “Who 

Can…” section select “View My Story” where it is also 

recommended that “My Friends” be enabled to en-

sure that your videos and pictures are not available 

to the public. Depending on your level of involve-

ment (or your child’s) with this App, you may also 

want to lock down the “See Me in Quick Add” section 

(shown to the right).  Making sure this is not enabled will prevent your profile from show-

ing up in other peoples’ profiles as a suggested contact.  

On Android:  go back to “Settings”,  scroll down to “Additional Services”, and see “Contact 

Me”, “View My Story”, and “See Me in Quick Add”, and set them to the same as noted 

above. (see right) 
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Mobile Device Version 

** This information describes how to make your account secure on Android and iPhone 

mobile devices. Differences between iPhone Operating System (iOS) and Android Oper-

ating System (AOS) are significant for some features, and in these cases iPhone images 

are outlined black and Android yellow. 

Manage Privacy Settings 

 

 

 

 

 

 

 

 

 

 

 

 

 

What is “Snap Map”?  “Snap Map” lets you see where your “Friends” are and 

what is going on around them. To open “Snap Map”, pinch your fingers on the 

“Camera” screen, “Friends” screen, or “Discover” screen. 

You won’t appear on “Snap Map” until you open it for the first time and 

choose to share your location. 
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Finally, we recommend clearing out old data periodically on your Snapchat account, as 

well as your other social media accounts, whenever this feature is available. Snapchat 

provides you the capability to “Clear Cache”, “Clear Conversations”, Clear 

Search History, and “Clear Top Locations” (in addition to others on iPhone).  

You will clear these and the other options listed, the same way you would 

clear your Internet browser cache. 

On iPhone: go back to “Settings”, scroll down to “Account Actions”, and 

choose which caches you want to clear. Alternatively we recommend “Clear 

Cache”, then “Clear All”, which will clear 

all caches under “Account Actions”. 
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On Android:  go back to “Settings” 

then “Privacy”. Select each, “Clear 

Conversation”, “Clear Search History”, 

and “Clear Top Locations”, and choose 

to “Clear” them. Each of these must be 

one separately and the options are 

fewer than offered on the iPhone. 

Clear Chats:  You can now unsend a sent message regardless of whether a recipient has seen it.  This fea-
ture is different from “Clear Conversation”, which only deletes content from your end. “Clear Chats” works 

in group chats or in one-on-one conversations, and applies to text, stickers, audio, or pictures and videos 
sent from your “Memories” section — not content you just took though. Note that the person in the con-

versation is alerted that a message was deleted. The purposes of the function are to clean up a typo and 
prevent unintentional messaging. 
 
In order to delete a chat you already sent:  1) hold down the chat, and then 2) select “Delete”.  Once select-

ed, Snapchat will provide another message box to confirm that you would like to delete the chat you have 

just selected, and to remind you that, although the message is being deleted, your friends will still be able 

to see that something was deleted, if not the deleted content itself. 

Mobile Device Version 

** This information describes how to make your account secure on Android and iPhone 

mobile devices. Differences between iPhone Operating System (iOS) and Android Oper-

ating System (AOS) are significant for some features, and in these cases iPhone images 

are outlined black and Android yellow. 

 

 


