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LinkedIn is the largest professional network on the Internet. It is used to find the right job, connect and strengthen profes-

sional networks, and learn professional skills. But a lot of sensitive personal information is uploaded to this site. See how to 

protect yours using the guidance below. 

Do’s and Don’ts 
 

• Do not use an email account that is associated with your 

banking, finances, or other important contacts. Instead, 

consider creating an email account specific to this site.  

• Do not establish connections with people you do not 

know and trust, not everyone is who they say they are. 

• Do not register, log in, or link third party sites (e.g. Face-

book, Twitter, etc.) using your LinkedIn account. Third 

party sites may aggregate and misuse your personal in-

formation and data. 

• Do review your connections often to ensure that ensure 

they are current and that you are not providing your in-

formation to individuals who no longer need it.  

• Do consider your profile picture. Posting a profile picture 

is optional, and we recommend that if you decide to post a 

picture, you dress in professional business attire. 

• Do ensure that family members take similar precautions 

with their accounts. Their privacy and share settings can 

expose your personal data. 

The “Settings” section for LinkedIn can be found in un-

der the “Me” menu on the top right corner of the website 

(shown above). LinkedIn recently changed their 

“Settings” section, so it is a good idea to check and make 

sure your LinkedIn settings remained untouched and set 

to your standards.  Later in this card we will discuss 

items from the “Manage” section of the drop down menu 

(to your right) so it is important to take note of its loca-

tion.  From the drop down menu, select “Settings & Pri-

vacy” (highlighted in red to the right). A new screen will 

appear with a header like the one shown to your left 

here. The first section we are going to review is the 

“Account Preferences” settings.  

First, in the “Profile Information” menu, you can see basic LinkedIn personal infor-

mation. In this section you can review any information that might be considered PII or 

that you may no longer want visible to other LinkedIn members. Remember that while 

LinkedIn can be a great tool for seeking employment, once you have obtained employ-

ment it is recommended that you limit the information that is visible to all LinkedIn 

members to ensure your privacy.  Additionally, in this section (shown on the next 

page) LinkedIn gives you the option to provide a maiden name, however it is highly 

recommended that you do not provide such information as it is unnecessary to the 

immediate employment search and can be provided on an as needed basis later in the 

employment process.    
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Personal Computer (PC) Version 

Next look through the “Site Preferences: section and 

review and update all necessary settings.  Here it is 

recommended that you update “Show profile photos” 

so that only “your connections” or “only you” can view 

your photo.   It is also important when considering 

which photo to use on LinkedIn,  that you use a photo 

that has a clean background, nothing in the back-

ground should give away any information that you 

would otherwise not want others to see or know.    

While you are utilizing LinkedIn for employment pur-

poses it is likely that you will want to leave “on” the 

“Viewers of this profile also viewed” preference.  How-

ever once you no longer need LinkedIn for employ-

ment purposes but instead purpose keep it as an up-

dating tool, you may want to change this setting to 

“no.”  

Now look to the “Syncing options” section.  Here 

LinkedIn gives you the option to link your calendar 

and/or contacts with LinkedIn.  It is highly recom-

mended that neither of these functions be used.  

Providing your calendar could inadvertently pro-

vide LinkedIn with PII of yours or of someone else's, 

as is the case with linking your contacts on the site.  

In the “Partners & Services” section, LinkedIn asks 

you to link your account with other accounts you 

may be signed up too such as Twitter.  Much like the 

“Syncing options” preferences, this is not recom-

mended as a safe option.     

Finally, in “Account management” you are provid-

ed the option to “Merge accounts.”  If you have cre-

ated new account because a malicious action oc-

curred on your previous LinkedIn, it is not recom-

mended that you blend the new account with the 

old account.  Any malicious activity (especially if 

someone else has obtained access to the old ac-

count) will be merged onto your new account.  
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Next select “Sign in & security” from the menu 

on the left hand side of your screen.  Here you 

can review your user information i.e. what 

emails and phone numbers are associated 

with your account.  This becomes especially 

important to know if you believe someone 

may have gained access to your account.  One 

of the first things a hacker will do, aside from 

changing your password, is to change your 

email address so that you cannot regain ac-

cess.   

In this section you can also review “Where 

you’re signed in” which is another great tool 

to help you ensure that you are the only one 

with access to your account.   

Most important to note in this section is the 

“Two-step verification” preference.  It is im-

portant and highly recommended through the 

Smart Guide, that you enable this function.  Likely, enabling this function will require a code from your smart device any time you 

log on from a location that is unfamiliar to the LinkedIn system.   

Next, in the “Visibility” section (located on the right of 

your screen as seen on the first page of this card) we 

will begin with the “Profile viewing options.”  This 

section refers to what others see when you view their 

profile.  If you are seeking employment it might be 

beneficial to allow your “full profile” to be viewed, 

however once you have obtained employment it is 

important to go in and lock this feature down.  The 

same applies to the “Story viewing options.”    

Moving on to “Edit your public profile,” it is recom-

mended that you not allow those who are not logged 

to LikedIn to view your profile.  It is also recommend-

ed that you not allow any individual to download or 

see your email address or your connections.   Allow-

ing others to view your connections could allow users 

to obtain additional information about you that you 

would otherwise not have noted on your profile.    

It is not recommended, whether searching for a job or 

not, that you allow LinkedIn to show you 

“Representing your organization and interests” It is 

uncertain whether or not you would even be aware that your profile was being used in these instances.   The “Profile visibility off 

LinkedIn” preference allows you to deny LinkedIn the ability to show your profile information with services outside of LinkedIn 

such as Outlook.  It is not recommended that you turn this function on. 
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FYI - If you are a LinkedIn member but logged out of 

your account on a browser, LinkedIn may still continue 

to log your interaction with their services on that brows-

er for up to 30 days. LinkedIn does this in order to gener-

ate usage analytics for their services, and they may share 

in aggregate form with their advertising customers.1   

#manageyourdata 

Personal Computer (PC) Version 

In the “manage who can discover your profile 

from your email ad- dress” and “manage 

who can discover your profile from your phone 

number” it is important to remember that em-

ployers may desire ac- cess to view your 

LinkedIn profile and therefore these func-

tions may need to be “Everyone” or “2nd de-

gree connections” de- pending on your link to 

the prospective company.  However it is much safer to have these functions switched to “nobody” therefore once employment 

has been obtained it is recommended that you switch these functions to “Nobody.” 

Scrolling down to “Visibility of your LinkedIn activity” you 

will see several section that deal with notifying your connec-

tions of changes to your profile, mentions in news or even 

when you are active.  If you used LinkedIn in order to search 

for and obtain employment and may not know personally all 

of your connections, then you may want to limit who can see  

updates that pertain to you and your lifestyle.   

Here you can also decide whether or not other members can 

mention you in their post or otherwise.   It is important to 

stay up to date on what content you are being mentioned in 

to ensure you agree with the information associated with 

your name.    

Finally, you can decide who can follow you and view your 

public updates in this section.   It is recommended that only 

your connections (with whom it is presumed you trust) can 

follow and see your public updates.   

Lets look at the “Communications” section now, in order to do that 

simply select “Communications” from the left hand side of the 

screen.  Many of the preferences here revolve around the type of 

notifications you receive from LinkedIn.  However there are two 

settings here that need attention.  The first is “Invitations to con-

nect” (shown above).  Here will can choose who can connect with 

you.  Though it is not recommended that you import contacts to 

LinkedIn, LinkedIn gives the option of those who know your email 

OR appear in your “Imported Contacts List.  This is the most rec-

ommended of the three options.   

Lastly,  you can determine who can message you in the “Messages” 

preference.  It is recommended that you select “yes” to enable 

message request notifications, before allowing just anyone to mes-

sage you.   
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Personal Computer (PC) Version 

Now let’s look at the “Data privacy” section by selection it 

from the main menu located to the left of your screen. 

Under “Mange your data and activity” you can review all 

changes made to your account since you joined LinkedIn.  

Much like Facebook’s “Activity Log” it is a good idea to 

check here periodically to ensure you haven’t been tagged 

or that you haven’t yourself, put made changes that do not 

coincide with how you want others to preserve you or that 

might interfere with your privacy.  

Under “Salary data on LinkedIn” it is recommended that 

you do not allow anyone to view your salary, this makes 

you more vulnerable to hacking and even home break ins.  

Depending on what you are using LinkedIn for, it may be a 

good idea to allow LinkedIn to show your “Personal demo-

graphic information,” however once you no longer need to 

display information such as that in this section it is recom-

mended you go in and limit the type of information displayed about you.  It is also not recommended that you enable the “Social, 

economic, and workplace research” preference and allow LinkedIn to share your data with any outside service.  

Moving on to the “Job seeking preferences” where there 

are many sections here that require your attention.   

First, in “Job application settings” you will need to decide 

whether or not to allow LinkedIn to maintain copy of 

your resume, work experience and skills.  It is recom-

mended that you go directly to the company website to 

apply for employment instead of going through LinkedIn.  

It is recommended however, that if you do go through 

LinkedIn to apply for employment positions that once 

you obtain employment you remove your resume and 

any other additional information you shared with 

LinkedIn that you might not need on your account any 

longer.  

In “Commute preferences” LinkedIn asks you to put your 

full address onto your profile (not for public view) so 

that they can accurately calculate your commute time.  

This is not recommended even while searching for em-

ployment.  

Also, if you apply for jobs through LinkedIn it is a good 

idea to visit the “Stored job applicant accounts” prefer-

ence periodically and remove any stored third party cre-

ated accounts you may have unknowingly made when 

you applied for certain positions.  

Finally, in “Other Applications” you will need to review the “Permitted services” and “Microsoft Word” preferences.  In these sec-

tion, again you can verify that you have not allowed LinkedIn to share any of your data with outside sources.  
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Personal Computer (PC) Version 

In the final “Settings” section we will 

review the “Advertising prefer-

ences.”  Here it will be important to 

review each section to ensure you 

do not allow LinkedIn to use your 

data or photos for advertising pur-

poses.  First, in “Profile data for ad 

personalization” it is recommended 

this preference remain “no” so that 

you do not allow LinkedIn to use 

your photos or information to personalize ads for you.  “Interest categories” allows LinkedIn to personalize ads and job postings 

based on items you may have clicked on or your profile information.  It is not recommended that you turn this function on.   

Moving on, let’s review “Data collected on LinkedIn” pref-

erences.  Here is yet another location where LinkedIn at-

tempts to use your profile information in order to create 

and show you (and others) more personalized ads to in-

clude job ads.  The use of information is broken down in 

this section by subsections or individual preferences, 

where you will need to go in and select “no” for each one in 

order to deny LinkedIn the capability to use your infor-

mation.  Under “Education,” “Job information,” and 

“Employer” you will need to go in and select or unselect 

each category as there are multiple.   

Finally, under “Third-party data” (see below) you will 

want to review each preference as they all relate to sharing 

your data on sites other than LinkedIn or from other sites 

into LinkedIn. It is recommended that you not allow 

LinkedIn to push or pull any information about you, enable 

“no” under each sub preference in this category to de-

crease your personal information from being shared.  
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In addition to the “Security and Privacy” settings, it is important to look at your LinkedIn “Profile” and consider what kinds 

of information it is divulging about you. We recommend keeping profile data as general as possible, while still allowing it to 

serve your purposes for the  account. 

We recommend that you do not use photos of yourself for your profile or header photo. These are viewable to the public and 

so present an unnecessary vulnerability.  If you decide to upload a profile picture, ensure that it is visible only to your 

“Connections”.  Try to hide any obvious identifying marks that could make you more easily identified on anther website or in 

person.   

To check your “Profiles” visibility to others, simply select the picture icon (see below highlighted in red) then click “view 

profile.” From there select “Visibility” located at the lower right of the pop up box.  From here you can choose which catego-

ry best fits your privacy needs.  It is recommended that you select “Your connections” for visibility here, however if you are 

seeking employment it might be necessary to allow a much broader audience for some time.  Just remember once you have 

gained employment to reset your privacy settings throughout LinkedIn.   

Stop. Think. Act - If anyone (a “Connection” or not) sends you a message with an attachment, will you open it? Does your action 

depend on whether or not you know and trust the sender? Even if someone you know sends you an attachment, it is a good 

idea to verify with that person over the phone or face-to-face that they are the sender before opening it. You may not know im-

mediately if you’ve been hacked, and by the time you find out, it could be too late.  
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Personal Computer (PC) Version 

Profile Picture 
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We recommend you do not add a phone number, 

birthdate, or address in this section, and they are not re-

quired.   LinkedIn requires an opt out of such information 

at multiple different stages throughout your profile.  It is 

important to make sure you navigate through each one to 

ensure your privacy is set to your standards.  

If it is important to you to display any of the above men-

tioned information, ensure that it is only visible to “Your 

Connections”. Do this by selecting the “Birthday visible to” 

link at the bottom of the screen (shown here to the left 

highlighted in red).  Ensure that “Only you” or “Your Con-

nections” is selected. Select the “Save” button before you 

exit out of this screen to keep selected settings.  

To further protect your information you will need to 

check whether your “Date of Birth,” “Phone Number,” 

and “Email” are displayed on your profile page.   In order 

to do this, click the “Me” tab at the top right of the page 

(usually with your picture in it), then select the “View 

Profile” link.  This will take you to your “Profile” page.   

On your “Profile” page, locate the “Contact Info” function, 

as shown above. Select the “Edit” or “Pencil” icon located 

to the upper right of the window. From there review the 

information shown and edit as necessary. Keep in mind 

that this is information that appears on your profile for 

others to see.   
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If you decide to create a post on LinkedIn, be sure to set the priva-

cy settings of the posts containing personal information so those 

posts do not appear to the public. As shown in the box to the right, 

posts made “Public” on LinkedIn can be viewed by anyone.  

In order to change the privacy settings for your post, simply locate 

the “Post Settings” drop down menu located on the post itself 

(highlighted right in red).  From there select the appropriate audi-

ence for your post, we recommend “Connections only”.  
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Date of Birth & Contact Info 

Creating and Managing Posts 
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 iOS/Android 

To access your “Privacy Set-

tings” page from your mobile 

device simply follow these steps: 

1. Tap your “Profile” picture. 

2. Tap the “Settings” function 

located under your name. 

3. Navigate through the four 

tabs to adjust settings 

for “Account”, “Privacy”,” Ads”, 

or “Communications”. 

Removing a mention 
To remove a mention from a post or comment: 

Click the  More icon in the top right corner of a connection's post. 
Click Remove mention from the list of options that appears. 
Click Remove. 

The post will no longer link to your profile.   Once you've removed the mention, your name 
will still appear in plain text but the link to your profile won't be present. 

 
Removing a tag  
To remove a tag from a photo: 

Click on the  Tag icon on the photo. 
Click on the  X icon next to the tag with your name to remove the tag. 

The member that mentioned you originally won't be notified that you've untagged your-
self from the post. 

On iPhone: Select “Post” at the bottom center of the screen, then under your name select “Anyone”, or the default. From the pop-

up menu, select who you want to be able to see your post - we recommend “Connections only” or “Group members”. You can also 

select “Advanced Settings” to “Disable comments on the post”.  
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On Android: the process of locking down who can 

see your posts on Android is the same as on iPhone, 

except the “Advanced Settings”. When you select 

“Advanced Settings”, you will set the toggle to “Off” 

in order to disable comments for your post. (see 

below) 

 

 
  

 

 

Mobile Device Version 

** This information describes how to make your account secure on Android and iPhone mobile devices. Differences between iPhone Operating 

System (iOS) and Android Operating System (AOS) are minimal, in such cases iPhone images are outlined black and Android blue. 


