INSTAGRAM

* Do use caution when posting images and » Don’t use geo-location tags — Geo-tags

videos of you or your family. Be aware of that give your location pose a personal
your surroundings, to include identifiable security risk. Although Instagram deletes
locations and any other personal security metadata (including geo-tags) from photos
vulnerabilities. during uploading, disabling them on your

* Do remember there are privacy concerns devices is good general safety practice.
when using your name and birthdate when » Don’t establish connections with people

registering for free services, such as apps you do not know. Understand that people are
and social media. It is not necessary to use  not always who they say they are online.
your real name or birthdate when creating » Don’t forget to remind family members to
an account. take similar precautions with their accounts.

* Do change your password periodically and  Their privacy and share settings can expose
turn on Two-Factor Authentication to help your personal data.

keep your account secure.

Privacy Settings 6 v =
It is highly recommended that you set
your account to “Private.” 31 281 646
Posts Followers Following
Select the “Menu” icon located :
at the top or the bottom of your screen. O _setings
Select the first option, “Settings,” then ) Archive
select “Privacy.”
D Your Activity
At the top, you'll see the “Account .
Privacy” section, then toggle “Private €y QRCod| 45 " -
Account” to “On.” If you are on your [ saved | < Settings
computer, the “Settings” tab will be S
located under your profile icon in the B cart
tOp I‘Ight +2  Follow and Invite Friends
g Orders Q Notifications
In “Privacy Settings,” you can update = Clocer E
settings for “Comments,” “Tags,” -
“Mentions,” etc. © covn{ P =
& Ads
11:569 ull = =) @
Account

< Privacy ® rebp

Account Privacy @ About

ﬁ Private Account (:)

Instagram now provides you with the ability to update your settings on either your
mobile device or computer. It is important to note that while some settings are

available only on your smart device and a few are only available on your computer,
but security settings on mobile devices are typically more robust! Any device used
to access Instagram should be checked. * Images are of iPhone (i0S)
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INSTAGRAM

< Privacy < Hidden Words Comment Controls
Hide Offensive Content
Account Privacy
Hide Comments O There are many useful
B Private Account [ @) features under the
Comments that may be offensive will be hidden so you and « . » .
I vour followers won't see them PeraCy tab_ Flrst ChOOSG
nteractions wp ”
Hide More Comments Hldden Word.s, then
. o adjust the settings under

“Hide Offensive

@ Limits Off Hide Message Requests Comments.”
| o
these messages. Especially for children’s or
Posts A teen’s Instagram
Manage Custom Word List
@ Mentions Everyone - : ‘ ) ; accountsl you may want to
reate a list of words, phrases and emojis you don't want to . .
see in comments or message requests. Learn More f||ter the k|nds Of feed back
Add to List > allowed on their posts.
Guides — Here, you can block

comments from certain
i || people and filter out
offensive comments

@ Messages Hide Message Requests . . ipe
including specific words
you designate yourself.

( Comment Controls

Controls

Block Comments From 0 People >
Any new comments from people you block won't be visible
to anyone but them.

Sharing and Activity Status
4 Activity Status

You will also see “Activity Status.” This i,
Show Activity Status

accounts you follow and anyone you me!

function allows users to see when you are o o

active on Instagram. If you do not want
users to know when you are active you can
select “Activity Status” and toggle to “Off.”

Sharing

In “Story,” identify the section titled
“Sharing,” toward the bottom of the page. Aliowi:Sharing ae Mesaage

Here you will be able to turn off the “Allow Let your followers share photos and videos from your
Sharing as Message” function, which ol e S s
allows others to share stories that you have
posted. It is also recommended that you
take a second to ensure the “Share Your Share Your Story to Facebook

re phot and videc rom Ir st

Story to Facebook” function is “Off.” S Facebonkaton

87% of Instagram users are from outside of the US. Therefore, it is extremely

important to vet your followers before you trust them with your profile.
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INSTAGRAM

< Posts

Likes and Views

Tag g n g Hide Like and View Counts

Next, you want to make sure you are in full control of
pictures of you that are online - for this, review the “Tags”
menu. From the “Privacy” menu, select “Posts.” For best
security, identify “Allow Tags From” and select “No One,”
which will allow no one to tag you in their photos.
Alternatively, choose “People You Follow.” Also, under

Allow Tags From

Everyone

“Tagged Posts,” ensure that “Manually Approve Tags” is People You Follow

set to “On,” or select this option and toggle it “On.”
No One

Tagged Posts

Manually Approve Tags

Additional Privacy Setting Considerations

The remaining items under the “Privacy” tab allow you to restrict, block, and mute Instagram
accounts as you see fit.

Once you have adjusted the “Privacy” settings on your mobile device, it is a good idea to
check them on your computer application. Ensure your preferences have been updated and
any unique settings reviewed and set accordingly.

Edit Profile
Account Privacy

Change Password
v Private Account

Apps and Websites

Email and SMS
Activity Status

Push Notifications

Show Activity Status

Manage Contacts

Privacy and Security

Login Activity Story Sharing

Emails from Instagram Allow Sharing

Switch to Professional
Account
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INSTAGRAM

13:54 7
< Security

Login Security

Cf Password

O Login Activity

Q Saved Login Info

IE-EJ Two-Factor Authentication

B Emails From Instagram
Data and History

EI]:’ Access Data

i Download Data

Ch Apps and Websites

Q Clear Search History

Security Settings

With your “Privacy” secured, the next important feature
to address is “Security” on your Instagram account.

Saved Login Information

Back under “Settings,” select “Security,” located under
the “Privacy” section you just completed. First, select
“Saved Login Info,” then ensure the toggle is set to
“Off.” This way, if someone steals your device, they will

not also have instant access to your Instagram account.

< Saved Login Info

Saved Login Info

remember the login info for ash.nic.lon, so you won't

enter it on your iCloud® devices.

Two-Factor Authentication

“Next, under “Security,” select “Two-Factor Authentication.” It is recommended that you
choose this function in order to better protect your account. On the following screen, select
“Get Started,” then choose your preferred authentication method.

< Settings
Adding Accounts © seeurty

B pPayments
There is a function located in “Settings" called “Add & acs
Account,” where you can add unlimited additional @© sceoun
accounts to your mobile device. For instance, a ® rer
parent would be able to add a child’s account to theirs © oo
as a way of monitoring activity. Depending on the
settings of the account, you may be able to access FACEBOOK @@EEce
the added account without entering a password.

The dangers of the “Add Account” feature are significant for teenagers, who are less

Logins

inclined to consider security. Only allow others you know and trust to “Add
Account.” You should not try to access your account on someone else’s mobile
device, and always remember to log out, especially when using a different device.
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INSTAGRAM

Access to Photos/Location

There is an option in the settings tab to deny Instagram having persistent access to all your
photos. It is recommended you only allow Instagram access to the photos/videos on your
device(s) at the time you want to upload them. It is also recommended that you turn your
“Location” settings to “Never.” If not, it is strongly suggested you turn off “Precise Location.”
“Allow Tracking” should also be turned off, so that you’re not being tracked across other apps
and websites. (Android automatically defaults to turned off.)

# Photos

Selected Photos

< Settings Instagram < Instagram Location
ALLOW INSTAGRAM TO ACCE ALLOW LOCATION ACCESS
Location ever Never v

Ask Next Time Or When | Share

) Local Network
Microphone

K& Camera

@ siri & search

0 Notifications

@ Background App Refresh

m Cellular Data

While Using the App

L @
L @

d help
nang

£ Instagram Location

ALLOW LOCATION ACC
Never
Ask Next Time Or When | Share v

While Using the App

Precise Location

@)

| Allow Tracking I

12:09
< Settings
Q Search

+8, Follow and Invite Friends

D

Notifications

Privacy

Security

Ads

Account

Help

About

© 0 @ 2|Q|D>

Google Photos

If you don't want your Instagram photos or videos to
appear on Google, It is recommended you revoke access
to third-party apps and websites and set your account to
private. It may take time for these sites and Google to re-
index and remove the images, even if you delete your

account. You can also contact the app that's displaying
ailLE - your photos on Google to expedite the process.
12:10 il LTE @)
< Security

Login Security

Gf Password

O Login Activity

9 Saved Login Info

E\}J Two-Factor Authentication
B4 Emails From Instagram
Data and History

dh Access Data

i Download Data

12:10
<

Active
Expired

Removed

ol LTE @ )

Apps and Websites

LB Apps and Websites

Q Clear Search History

If your account is secured according to
the recommendations in this card, it will
show zero apps and websites registered.
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INSTAGRAM

Contact Syncing ¢ Contacts Syncing

Back in the “Settings” menu, select “Account” then Connect Contacts |
“Contacts Syncing.” It is recommended that you mn -
deny Instagram permission to upload your contacts

Learn More

by turning “Off” the “Connect Contacts” option.

Additional Account Setting Considerations

Another option in the “Accounts” tab is the “Sharing to Other Apps” (or Linked Accounts)
feature. Here you want to make sure you have not linked any of your social media accounts
to Instagram. You can also use the “Accounts Center” to access the “Sharing to other Apps”
setting.

“Payments” feature allows you to add a payment method to your Instagram account for
purchases made in the application. It is not advisable to store credit card or any other
payment information on your account.

< Settings 4 Sharing to Other Apps
Q Search
Il Facebook
+2, Follow and Invite Friends
Q) Notifications W Twitter
E] Privacy
t Tumblr
@ Security
& Ads & FURME
@ Account
£ Ameba
@ Help
@ About @ =y«
FACEBOOK 6@O@ PO
N VKontakte
Accounts Center
Control settings for connected experiences across Instagram,
the Facebook app and Messenger, including story and post o
sharing and logging in. x OK.rU

Instagram allows you to have more than one account loaded at a time. Talk to your

kids about sharing their usernames and passwords with their friends.

DEC 2023 EDITION

1y100L uonasiolg Ainuepr 1eibla AMYN9O34AVS

N
oo



INSTAGRAM

‘]Mtug'm Discoverability

Instagram (personal computer/web-based version) has a feature
that allows it to push your profile to other users as “suggested users
to follow.” It is recommended you disable this feature. First, select
the “Profile” icon, then select the “Edit Profile” button. Once there,
scroll to the bottom of the page. *This feature can only be locked
down on your computer application.*

Edit Profile

Change Password

Apps and Websites
Email and SMS L

Similar Account Fecommending Slar accounts
Push Notifications Suggestions people might want to follow. [7]

Manage Contacts m Temporarily disable my account

Privacy and Security

Login Activity

Emails from Instagram

Switch to Professional
Account

Report, Mute, or Unfollow

Instagram allows you to report or remove
from your feed any offensive post you
come across.

Simply select the menu button at the top
right corner of the post and select from the
drop-down menu which option best Report
applies to that post. You have options to
“Report” the offensive post, “Mute” the
account that posted it for a select period of
time, or “Unfollow” the person who posted
it. When you report a post, Instagram will Share to...
ask you for more information as to why
you are reporting it, and then offer
suggestions to improve your Instagram

experience.

Not Interested

Copy Link

If someone is impersonating you on Instagram...

Go to https://help.instagram.com/, then go to “Privacy and Safety Center,” “Report
Something,” and finally select “Impersonation Accounts.”
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INSTAGRAM

Removing Profile from Tagged Content

Removing unwanted tagged photos/posts is important. If you have a profile that is “Private,”
you are on the right track to controlling your online image. Understand that even if your profile
is private, if you tag or comment on a post from a profile that is public, your tag or comment
will be viewable to all.

BH POsSTS =) IGTV [-] SAVED I [2) TAGGED I

Photos and Videos of You

W &

= Rz Remove Me From Post

@ About this account
Hide From My Profile

[g] Post options

@ Report Learn More

To remove your profile from a tagged post, go back to your “Profile” icon and select the
“Tagged” icon. Next, select the post you are tagged in that you wish to un-tag yourself from.
Find and select the menu at the bottom of the post (shown to the left of the page by a red
box,) then select “Post Options.” Next, you can “Remove Me From Post” simply by selecting
the link highlighted here in red.

*This may not be available on all devices or the web-based version.*

If you still need help or have questions, you can always contact Instagram by:

https://help.instagram.com/
contact/272476913194545?helpref=faq_content
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INSTAGRAM

Open Source Tracking

A significant reason for locking down your Instagram Account is due to projects like “The
Follower.” The follower is a project by Dries Depoorter that uses open source cameras to
track/find when and where you took an Instagram photo. The process he uses to do this is to
first find open source cameras that are available to the general public, and record them with a
software for a designated period of time. He then chooses locations on Instagram, like
Wrigley field, that people have posted to Instagram. He then uses Al software to compare the
Instagram photos with the recorded footage to see when and where you were there.
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