Do not allow your teens and preteens to accept followers that they do not know personally. Instagram has a plethora of fake accounts. #stophumantrafficking
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Do’s and Don’ts
e Don’t use geo-location tags—this will prevent others ¢ Do use caution when posting images and videos of you or
from seeing your location. Instagram deletes metadata your family. Be aware of your surroundings, to include
from a photo the moment of uploading; however, geo- identifiable locations and any other personal security vul-
tags that give your location pose a personal security risk. nerabilities.

e Don't establish connections with people you do not ¢ Doremember there are privacy concerns when using

know. Understand that people are not always who they your name and birthdate when registering for free ser-

. vices, such as apps and social media. It is not necessary to
say they are online. ’ pp y

use your real name or birthdate when creating an ac-
® Don't forget to remind family members to take similar count.

precautions with their accounts. Their privacy and share .
] Do change your password periodically and turn on Two-
settings can expose your personal data. L
Factor Authentication to help keep your account secure.

Mobile Device Version

* Images are of iPhone Operating System (i0S), but the steps apply equally to Android +11! T-Mobile Wi-Fi = @1 3:05 PM oAy
Operating System (a0S), as differences between the two are negligible. < Settings
o || T-Mobile Wi-Fi & 3:04 PM 4% @ ) }
[ ) v =
+2, Follow and Invite Friends
16 2 .
Posts Followers  Following D Your Activity
Q Notifications
Edit Profile |O Settings 6 Privacy
@ Archive @ Security
: :J)  Your Activit
Share Photos and Videos D Your Activity & Payments
[pie]
0O, Nameta 5
e o < Connections
Share your first photo or video
) ) Saved ©
I/_\] IE] Account Privacy
Complete Your Profile 6] Shopping Bag \%
(c, Restricted Accounts
*= Close Friends
=
® Blocked Accounts
+2  Discover People
Add a Profile Photo ‘& Muted Accounts
P ——————————————— = Close Eriends

Instagram now gives you the ability to update your settings on either your mo-

A Q ® © O

bile device or computer! First, it is recommended to set your account to

“Private”. In the mobile application, head to the bottom of the interface to the T Mobile Wi-FT = Gen 3:42 PM 78% @B
"Profile” icon (noted above) and select it. Next, select the “Menu” icon located < LN e

at the top right of your screen. Select the first option, “Settings”, then select
“Privacy.” (Android: “Settings” located bottom of “Menu” section.) Next, (if Private Account ()
IPhone user under “Connections”, half way down the menu), select “Account

Privacy”, then turn “On” the “Private Account” toggle. If you are on your com-

Learn More

puter, the “Settings” icon will be located right next to the “Edit Profile” tab.

From there, go back to the “Privacy” tab.
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80% of Instagram users are from outside of the US. Therefore it is extremely important to vet your followers before you trust them with your profile. #trustbutverfiy
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Mobile Device Version

* Images are of iPhone Operating System (i0S), but the steps
apply equally to Android Operating System (a0S), as differences
between the two are negligible.

@ Tags

@ Mentions

IBIock Comments From

There are many useful features under the “Privacy”

'\-D Story

Guides

to anyone but them.

Filters

Any new comments from people you block won't be visible

tab. First under “Privacy”, choose “Comments”, then
“Controls”. Especially for children’s/teen’s Instagram
accounts, you may want to filter the kinds of feedback

v, Activity Status

Hide Offensive Comments

(e

allowed on their posts. Here, you can block comments

Connections N n N
Automatically hide comments that may be offensive from

your posts, stories, and live videos.
ﬁ Account Privacy

from certain people, and filter out offensive comments

Manual Filter
® Restricted Accounts

crap, hate, kill

® Blocked Accounts

| @

including specific words you designate yourself. (see
left)

& Muted Accounts &
- contain those words or phrases.

1= Close Friend
#= Klosetriends Filter Most Reported Words

92, Accounts You Follow
[ Hide comments that contain words or phrases that are m

Choose words or phrases, and we will hide comments that

«©

Next, you want to make sure you are in full control of
pictures of you that are online - for this, review the
“Tags” menu. From the “Privacy” menu, select “Tags”.

ost D

commonly reported ol

T-Mobile V 7 11:36

<

Allow Tags From

Everyone

(A

n  Q

Android users: under “Account Data”, you can

view all changes to your account—use this fea-

People You Follow

Tags

— ==y |01 best security, identify “Allow Tags From’

and select “No One”, which will allow no one
to tag you in their photos. Alternatively,
choose “People You Follow”. Also, under
“Tagged Posts”, ensure that “Manually Ap-
prove Tags” is noted “On”, or select this op-

ture as an activity feed to ensure actions taken on
No One

your account have been your own.

tion and toggle it “On”. (see left)

Next, head to “Story” listed under “Privacy” (see | T299edPosts

above). Identify the section titled “Sharing”, to- Manually Approve Tags
ward the bottom of the page. Here you will be able
to turn off the “Allow Sharing as Message” func-

tion, which allows others to share stories that you

Next, go back to “Privacy” and select
“Guide,” here you can prevent other
individuals from using your posts.

This is the equivalent of allowing an
individual to “share” your posts and

have posted. It

is not recommended.
w0l LTE @

, , In “Privacy” you will also see
Guides Settings

“Activity Status”. This function al-
lows users to see when you are on

. Sharing p—
is also recom-

mended that YOu W Allow Sharing as Message <

take a second to Your Posts
ensure the Alow Othe
“Share Your Sto- Your

Allow Others to Use Your Posts

Instagram.

Share Your Story to Facebook

ry to Facebook”

function is “Off”.

The remaining items under the “Privacy”

Account Privacy

~ Private Account

Android users:

Apps and Websites

we recommend

Email and SMs

. l Activity Status I
Settlng Change Password
7 Show Activity Statin
“Allow Nametag
. Apps and Websiles
ReSharlng l Story Sharing I
. 7 Notifications
to Stories Alow sharing
“ )
to “Off” as
Login Aclivily Comments
well. s from Instagram
Report a Problem I Photos of You l
©O Add Automatically
‘it sty

tab allow you to restrict, block, and mute
Instagram accounts as you see fit. Once you
have adjusted the “Privacy” settings on
your mobile device, it is a good idea to
check them on your computer Instagram
account as well, to ensure your preferences
have been updated. To get to “Settings”,
from “Home Page”, select your “Username”,
then select the “Settings” icon next to the
“Edit Profile” button. (see left boxes in blue
for computer application.)
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Teenagers use Instagram more than any other social networking site. It is important to know who they know and what they are talking about. #keepthemsafe
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Mobile Device Version
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* Images are of iPhone Operating System (i0S), but the steps apply equally to Android Operating System (a0S), as differences between the two

are negligible.

& Settings
Q Sear
+2 Follow and Invite Friends
D Your Activity
Q Notifications
[E] Privacy
I@ Security
E3 Payments
< Ads
@ Account
@ Help
@ About
Loains
QD Q o O

<

s1| T-Mobile Wi-Fi = 1:18 PM

Security

Login Security

Adding Accounts

There is a function located in “Settings”, called “Add
Account”, by which you can add unlimited additional
accounts to your mobile device. For instance, a parent
would be able to add the child’s account to theirs here,
and monitor activity. Depending on the settings of the
account, you may be able to access the added account

without entering a password.

occurity

Payments

Ads

Account

Help

About

®e 0 2+ 0 ¢

Logins

Login Info

Add Account

Log Out

FACEBOOK

n  Q

TN 10:24 AM

Settings

Add Account

With your “Privacy” secured, the next important feature
to address is “Security” on your Instagram account. Back
under “Settings”, select “Security”, right under the

Add Extra Security With Two-
Factor Authentication

Learn More

@f Password
o “Privacy” section you just completed. First, select “Saved
Login Activity . » . “ ) .
Login Info”, then ensure the toggle is set to “Off”. This
I S} Saved Login Info . g
way, if someone steals your phone, they will not also have
C@ Two-Factor Authentication .
instant access to your Instagram account.
M emyp . —— —
T-Mobile Wi-Fi = N 1:24 PM 64% @ )
L “Next, under “Security”, select “Two-
puaang Saved Login Info . y" )
dhy Acd Factor Authentication.” It is recom-
¢ |Saved Login Info mended that you choose this function
o Ap device. You won' it it in order to better protect your ac-
Qo agaEm count. On the following screen, select
e
“Get Started”, then choose your pre-
A @ o O ferred authentication method, proba-
- — - bly “Text Message”.
< Two-Factor Authentication

T-Mobile Wi-Fi & 1:32 PM 63% @

< Two-Factor Authentication

Choose Your Security Method

confirm th
in. Learn More

Two-Factor Authentication

Text Message
We'll send

code to the numbe

Authentication App
We'l f

Log Into Existing Account

Create New Account
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Get Started

The dangers of this feature are significant for teenagers, who are not in-
clined to consider security and worse case scenarios. No one should al-
low others to “Add Account”. In fact, you should try not to access your
account on someone else’s mobile device, and always remember to log
out, especially when using a different device. Dangers of this situation
include: friends can post on your behalf, on your account; friends can
send messages on your behalf; friends can do all these things when they
become angry with you. The dangers are obvious when considering com-
mon teenage behavior.



Teenagers use Instagram more so than any other social networking site. It is important to know who they know and what they are talking about. #keepthemsafe
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Mobile Device Version

* Images are of iPhone Operating System (i0S), but the steps apply equally to Android Operating System (a0S), as differences between the two
are negligible.

w!lVenzon LTE 1109 E 5 9% 93 -

Next, head back to the “Settings” menu and select ¢ Contacts Syncing

“Account” then “Contacts Syncing”. It is recom-

mended that you forbid Instagram from uploading Connect Contacts

your contacts by turning “Off” the "Connect Con-

tacts" option.

3:05 PM 84% - Learn More
< Settings
Finally, back under “Settings”, notice the e e 12:01 © 703 comm]
+& Follow and Invite Friends option for “Payments”. (see left) This fea- || < Linked Accounts
$7) Your Activity ture allows you to add a “Payment Meth- ocebook

od” to your Instagram account. It is not

{1 Notifications advisable to store credit card or any other Twitter
A Privacy payment information on your account.
Tumblr
@ Security
e
B Baymenits Next, let’s go back to the “Account” menu ARIATS
(under “Settings”) and scroll down to the A
i meba
& Ads “Linked Accounts” tab. Here you want to
© Account make sure you have not linked any of oY«
your social media accounts to Instagram.
@ Help If you have, you will see the s

T-Mobile Wi-Fi & 1:50 PM

About username of the particular

©

< Twitter
account to the left of the ar-

Loains

R Q B O O

row. The example (right) is

clear of connections. If you Unlink Account

have any accounts linked,

simply select the arrow next to the social media app and unlink the

account by selecting “Unlink Account”. Please do check this, even if you believe

you have never manually linked an account, just to make sure.

Instagram (on your personal computer / laptop) has a feature that allows it to push your profile to other users as
“suggested users to follow”, it is recommended you disable this feature. First, select the “Profile” icon, then select the “Edit
Profile” button. Once there, scroll to the bottom of the page and find “Similar Account Suggestions” and deselect the box if
checked. Once deselected, Instagram will no longer be allowed to push your profile to other users as “suggested users to
follow.”

*This feature may not show on all Android devices. It is NOT available on iPhone, but you can lock it down on your com-

puter. \

Similar Account Include your account when recommending similar
¥ g
] ?? 6 Edit Profile 1";- Suggestions accounts pecple might want to follow. [7]

3T followers T3 following S
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Instagram allows you to have more than one account loaded at a time. Talk to your kids about sharing their usernames and passwords with their friends. #protectourkids
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Mobile Device Version

* Images are of iPhone Operating System (i0S), but the steps apply equally to Android
Operating System (a0S), as differences between the two are negligible.
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Instagram

you come across. Simply select the
J menu button at the top right corner of
the post and select which option best
applies to that particular post from the
drop-down menu. You have options to Report
“Report” the offensive post, “Mute” the

2

Copy Link

account that posted it for a select period
TRl of time, or “Unfollow” the person who

U < 9.} T - W 2 « > > > » .
y L‘“"‘ﬁ.’_.h[; ﬁ;‘;;'j,‘r'“‘)'é',,j;'r;‘; :‘é";, st posted it. When you report a post, Insta-

Share to...

gram will ask you for more information Turn On Post Notifications
as to why you are reporting it, and then
offer suggestions to improve your Insta- Mute

gram experience.
Unfollow

Removing unwanted tagged photos/posts is important. If

you have a profile that is “Private,” you are on the right track
to controlling your online image. Understand that even if
your profile is private, if you tag or comment on a post from
a public profile, your tag or comment will be viewable to all. In order to remove a tag of yourself from someone else’s
post you can follow these steps. First, go back to your
Fprivacymatters #stopthinkpost “Profile” icon and select the “Tagged” icon (see left). Next,

select the post you are tagged in that you wish to un-tag

yourself from. Find and select the menu at the top of the
post (shown at to the left in red ), then select “Tag Options.”

Next, you can “Remove Me From Tag” simply by selecting the
link highlighted here in red..

Report...

Tag Options...

Tag Options
Turn on Post Notifications

Copy Link

Remove Me From Post

Share fo...

Hide From My Profile

Learn More
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Indicators of Possible Account Compromise:

Do you think your account may have been compromised or hacked? Have you noticed any of the following:
Unexpected posts posted by your account
Direct Messages sent from your account that you did not initiate

Other account behaviors you didn't perform or approve (like following, unfollowing, blocking, etc.)

A notification from Instagram stating that your account may be compromised

A notification from Instagram stating that your account information (bio, name, etc.) has changed

Your password is no longer working or you are being prompted to reset it. *If this occurs it is highly recommended that you
sign-in online and change your password immediately.

If you said “Yes” to any of the above, it is advised you take the following actions:
¢ Delete any unwanted posts that were posted while your account was compromised

¢ Scan your computers for viruses and malware, especially if unauthorized account behaviors continue to be posted after
you've changed your password

¢ Make sure to change your password. Always use a strong password you haven’t used elsewhere and would be difficult to
guess

¢ Consider using login verification (if you haven’t done so already), instead of relying on just a password. Login verification
introduces a second check to make sure that you and only you can access your Instagram account

¢ Be sure to check that your email is secure. It may be worth changing the password to both your Instagram account and the
email associated with your Instagram account. *If you feel your email may have been compromised and need help finding the

right contact information for your email provider please see page 21 of this smart

numbers,
ror upper or numbers, o0
book under the “blue box” at the bottom of the page. number of | Numbers  JPPSTO0 lower case  upperand PPN 20

Characters only letters lower case
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mixed letters

symbols
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If you need to report Spam/Harassment: Go to https://help.instagram.com/
contact/383679321740945%helpref=page_content

If your account was hacked: https://help.instagram.com/, then go to “Privacy and

» o«

Safety Center,” “Report Something,” and finally select “Hacked.”

ey

Also, if you find that someone is impersonating you on Instagram: Go to https://

n o«

help.instagram.com/, then go to “Privacy and Safety Center”, “Report Something,”

and finally select “Impersonation Accounts.”

it — Ouintillion (1

If you still need help or have questions, you can always contact Insta- || [ you received

gram by: https://help.instagram.com/contact/272476913194545? an email from Instagram letting you know that your .
helpref=faq_content email address was changed, you may be able to undo this

by using the revert this change option in that message. If
additional information was also changed (example: your
password), and you're unable to change back your email
address, then you should report the account to Insta-
gram.
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