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Things to watch out for: 
 
 An early request for photographs or videos 
 A request for money or donations 
 Minors using the platform!  
 Users sending harassing or offensive messages 
 Users behaving inappropriately after meeting in 

person 
 Fraudulent profiles -  if a profile looks incomplete 

or too good to be true, it probably is. 

Do’s and Don’ts 
 Do protect your information and set limits on what and 

when you provide information to people you meet on 
dating sites. 

 
 Do provide your own transportation when meeting an 

individual for the first few times 
 
 Do use more popular dating apps and stay away from 

less popular sites, which may have less security in place. 
  
 Do not use dating app sites on any public Wi-Fi.  It is 

important to always make sure you are connected 
through a secure internet connection.  

 
 Do not synch your social media accounts with your da-

ting accounts.   
 
 Do not forget to trust your “gut”.  If something doesn’t 

feel or seem right it very likely isn’t.  
 
 Do not give out personal information right away to in-

clude personal numbers or email addresses. 

 Be Anonymous -  Don't include your last name 
or any other identifying information in your 
profile or initial communications.  Likewise, 
we recommend you not include your contact 
information - email address, home address, 
phone number -  on your profile 

 
 Create a unique email address and Username 

for Dating Apps 
 
 Keep your financial information private! 
 
 Do not meet at your house or place of work 

 Do not ask or allow a lot of personal questions 

initially. Save that for the date, this will help to 

prevent you from giving away too much infor-

mation, too early. 

 Do avoid drinking too much during your first 

several dates. Wait to loosen up until you get to 

know your date a little better. 

 Try to do a search of your date on the internet 

before meeting up (see Self Assessment Smart-

Card). 

 Online dating scams are known to run as long 

as six months before you notice anything suspi-

cious. Always be on the lookout for unusual 

conversations and behavior, such as your date 

requesting money or suddenly needing a ride 

somewhere.  
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“Millions of Americans use dating sites, social networking sites, and chat rooms to meet people. And 
many forge successful relationships. But scammers also use these sites to meet potential victims. They 
create fake profiles to build online relationships, and eventually convince people to send money in the 

name of love. Some even make wedding plans before disappearing with the money. 

An online love interest who asks for money is almost certainly a scam artist.” 
 
-Federal Trade Commission 

HOOKUP APPS: Tinder, Happn, HUD, Bumble, Hinge 
 
A hookup app is one that accepts and encourages casual sexual encounters or “hookups”, including one-night stands and 
other related activity, without promising or requiring emotional bonding or long-term commitments.  These types of sites 
pose serious dangers to their members because they usually involve meeting up with strangers. A lot of trust is expected in 
such a situation, where no justification is provided. 
 
If you choose to use a “hookup app”, it is important to let someone you trust know where you are going and with whom, 
whenever you decide to “meet up” with someone you don’t know well. These apps may not be intended to be used only for 
“hooking up” and can also be used to develop meaningful relationships. In reality however, that is not their primary function. 

CASUAL DATING SITES:  Match, Zoosk, Plenty of Fish, OkCupid, EliteSingles 
 
Online dating services such as these allow users to become "members" by creating a profile and uploading personal infor-
mation including (but not limited to) age, gender, sexual orientation, location, likes and dislikes. Most of these services offer 
digital messaging, as well as online chat, telephone chat (VOIP), and message boards. Members can constrain their 
interactions to the online space, or they can arrange a date to meet in person. These dating sites usually attract people look-
ing for something a bit more long term than a “hookup”, and have more chance of leading to a relationship. In fact many of 
these sites allow you to declare your dating and commitment intentions. 
 
These sites target specific demographics based on features like shared interests, location, religion, or relationship type. Most 
are completely free and depend on advertising for revenue. Others offer a free registration and use, with optional paid pre-
mium services.   

Larger Dating Apps:  eHarmony, Christian Mingle, Farmers Only 
 
Online dating services such as these tend to be more methodical in their matching of partners.  They usually have a signature 
questionnaire that helps to match people based on compatibility of shared interests, and further, in terms of emotional and 
relationship values. These sites offer more nuanced compatibility ratings than the “hookup” and “casual dating” apps, and 
are targeted towards clients looking for longer term relationships.  
 
These apps offer more services than the others. For instance, the app may guide you through the initial stages of your rela-
tionship by helping you to pace communication with your matches so that each of you remains comfortable, and things don’t 
move too quickly. 
 
These sites usually require a form of payment and a membership for access to full content.  Generally, these are sites people 

use when they are seeking a deeper connection and long term relationship or marriage.  
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