GOOGLE

» Do limit your personal details when creating
a Google Account as there are some that

» Do ensure you update your passwords
periodically, or whenever you think someone
may have stolen it.

* Do _use Two-Factor Authentication to protect
all your information.

everyone can see on certain google services.

» Don’t forget to remind family members to
take similar precautions with their accounts
their privacy and share settings can expose
your personal data.

» Don’t establish connections with people or
communities you do not know or trust.
Understand that people are not always who
they say they are online.

» Don’t allow Google to access your location.

Disable location services when posting
images on whichever device you are using
whether it be iOS, Android, or when
uploading from your computer.

Manage Your Google Account

At the top right corner when you first get to Google, Click where your name is as highlighted
below to get to “Manage your Google Account.” Once there, you can navigate through the
menu bar to start protecting yourself and your data.
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Privacy & personalization

On the Homepage of “Manage Your Google Account,” “Privacy & personalization” will be one
of the first options you view. If you click on “Manage your data & privacy,” and start to slowly
scroll down you will reach your “History settings.” Here you can go through your history and
delete it, and also choose what is automatically saved by Google. It is recommended that you
at least “Pause” / turn off your “Location History.”

History settings
P r|Vacy & Choose whether to save the things you do and places you go to get mare relevant results, personalized maps, recommenda-
tions, and more. Location info is saved and used based on your settings. Learn more &
personalization
O Web & App Activity & on
See the data in your Google Account
and choose what activity is saved to @  Location History © Paused
personalize your Google experience
@ YouTube History O On
. See and delete your history anytime
Manage your data & privacy
| ¥ My Activity | | @ MapsTimeline | | B YouTube watch & search history |
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GOOGLE

Data & privacy

Directly under “History settings” on the Homepage is the section for “Personalized ads.” Here it
is recommended you turn them off, and go through the “Partner ads settings” as well.

off - Personalized ads on sites and apps that

Persona“zed ads I Personalized ads
partner with Google

You can choose whether the ads you see on Google
services and partner sites are personalized

° My Ad Center I0)

I/C)E Personalized ads on Google >

@ off

Partner ads settings

(®
D Options for ads on sites that partner >

with Google

Data & privacy

Next you have your “Personal results in Search.” Here you can choose if you want Google
Search to show results based on data collected while you use your Google Account. To turn this
off, Click on the highlighted arrow below, and ensure that the tab in the highlighted next to “Show
personal results” is turned off.

Personal results in Search Show personal results ©
You can decide whether Google Search shows you per- Choose whether Search can show you personal results based on info in your Google
Account

sonal results based on info in your Google Account

Q on ) Personal results in Search include:

Autocomplete predictions from your Search history, so you can pick up where you
left off. Learn more

)

Recommendations for you based on activity in your Google Account, like Discover
stories, “what to watch,” or "where to eat”

Data & privacy

Next is “Info you can share with others,” where you can control your “Profile” and “Location
Sharing.”

Info you can share with others 9

Personal info you've saved in your account, like your birthday or
email address, and options to manage it. This info is private to
you, but you can make same of it visible to others on Google

services.
® Profile Your info and who can see it >
(9:3 Location Sharing Not sharing with anyone >
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GOOGLE

Info you can share with others

Still looking at the “Info you can share with others,” if you click the “Profile” tab, it will bring
you to your “Basic info.” Here you can edit your “Name, Profile picture, Gender, and Birthday”
by clicking on the arrows, as is highlighted below. It is recommended that any information that
you can keep private, you do, indicated by the “Lock” highlighted below. You can also edit
your “Contact info,” “About,” and “Work & education” section here.

Contact info

Basic info

De

Name

Profile picture . Add a profile picture to personalize your account h
About

Gender a P
Birthday & Work & education

De

Info you can share with others

Back under “Info you can share with others,” under “Other relevant options,” you can manage
your “Payment methods, Subscriptions, Your devices, and Contacts.” Under “Your devices,” it
is a generally good practice to make sure that there aren't any devices you don’t recognize. If
there are, make sure you log out of them and change your password.

Other relevant options

|.E Payment methods ‘ ||f| Subscriptions | L0 Your devices | & Contacts |

Windows

1 session on Windows computer 5
What's this? Google Chrome

& Your current session

1session on iPhone 3
What's this? 23 minutes ago

i0S Account Manager
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Data from apps and services you use

Under “Data from apps and services you use,” it shows the what “Third-party apps & services”
you use and what content is saved from Google services. Here you can learn what data is
shared to those third-party apps, and control what apps you want to disconnect from, if any. You
can also choose to download or delete the data. Next, under the “More options” portion, you can
choose to delete your entire “Google Account” along with all its data, or make a plan for your
digital legacy.

Data from apps and services you use 5= % ‘
PP Y , h W Download or delete your data
Your content and preferences related to the Google services Qe
you use and third-party apps and services = - I~ >
Download your data 5
Apps and services Make a copy of your data to back it up m
Content saved from Google services A summary of your services and data >
Delete a Google service
| & YouTube | | 4% Photos | R > U
— = Remove a service you no longer use
BB Third-party apps & services No apps connected
. \'
More options Q
Other options to manage your data, like choosing what hap- .
pens to it when your account becomes inactive or deleting your ~~
account QJ
~
. ~
@ Make a plan for your digital legacy Plan what happens to your data > Q
& Delete your Google Account Delete your entire account and data > g
~
T ~.
Plan what happens to your data if you can't use your Google Data from apps and services you ~p
Account anymore use \<
Decide when Google should consider your account to be inactive and what we do with your « .. » ‘0
data afterwards. You can share it with someone you trust or ask Google to delete it. Plan for your d|g|ta| IegaCy offers
Learn more you the ability for if your account R
were to ever become inactive, like in ~
START . .
-] the instance of death, that your data o
could be shared with someone you o
Decide when Google should consider your Google Account inactive trust or be deleted by Google. e
\I
who to notify & what to share 3
Decide if your inactive Google Account should be deleted gl
~
\-
£

O
(8]
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Navigate back to the “Home” screen, where you then can go to “Security” tab. Here you will be
able to see “How you sign in to Google.” It is recommended that you ensure “2-Step Verification”
is turned on and that you add both a “Recovery phone” and “Recover email.” If you scroll down,
you can also run a scan with “Google One” to see if you email address appears on the dark web
from data breaches, and also configure your “Password Manager.” It is not recommended that
you use Google’s Password Manager as if someone gets into your email, they will have access

to all those Passwords.

Security

How you sign in to Google

Make sure you can always access your Google Account by keeping this information up to date

® 2-Step Verification
=+ Password
[0 Recovery phone

B Recovery email
You can add more sign-in options

2 Passkeys |

2-Step Verification is off

Last changed Sep 13

D Verify

See if your email address is on the dark web

Run a scan to see if your email address was leaked on the dark web
from data breaches

Run a scan with Google One

Your saved passwords

¥ 3| Password Manager

You don't have passwords saved in your Google
Account. Password Manager makes it easier to signin =~ »
to sites and apps you use on any signed-in device.

Navigate back to the “Home” screen, where you then can go to “People & sharing” tab. Here, if
you have children, you can set up a family group to monitor their activity. You can also organize
your “Contacts” here. It is recommended that you do not import your Contacts from your devices
to Google, and ensure it is turned off, as is highlighted below. You can also manage your
“Location sharing.” It is recommended that you always have this turned to “Off.”

People & sharing

Your family on Google

Google together

Get started

Contacts

Google services, like Gmail

You can create a family group with up to 6 people and get more out of M 1
A

Organize your Google contacts so you can connect with people on n

Location sharing
You aren’t sharing your real-time loca- e

tion with anyone on Google

; Contacts
Contact info saved from interactions

&

Contact info from your devices

© Blocked

No contacts yet

Q@ off

Q@ off

No blocked users

Manage location sharing
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