Even if you rely solely on mobile pay apps to make your purchases, it is important to have some other form of payment handy in case you are unable to access your phone.
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Do’s and Don’ts

Do review all privacy settings, and set them in accord-
ance with your personal preference and acceptable risk
level. Some mobile pay apps have a social side to them
which may display your payment activity if not locked
down.

Do make sure you have an anti-malware app on your
phone to protect your phone, and the information on
your phone from getting into the wrong hands.

Do make sure to periodically check transactions made on

mobile pay apps. Make sure they are accurately showing
up on the payment device you have linked to the app.

Mobile wallets utilize
technology you already
own— your smartphone,
for example — to allow
you to make in-store
payments quickly and
securely without having
to use your credit or
debit card. The term
“digital wallet” may re-
fer to either an electron-
ic device that stores pay-
ment information (such
as a smartphone) and
the program or app used
to make the payment,
such as Apple Pay,
Google Wallet, Samsung
Pay, or PayPal.

Do not visit online banking or online shopping websites
by clicking on a link you have received in an email or
from a text message. Doing so may lead to fictitious web-
sites and possible identity theft.

Do not use unsecured Wi-Fi or public Wi-Fi networks
while using mobile pay apps or for any online banking
purposes.

Do not download mobile pay apps from unofficial sites. It
is recommended for all apps, not just mobile pay apps,
that you use official stores such as the Apple and Google
Pay stores.

The privacy policy for each “Pay App” states what agreements a us-
er consents to when signing up for the application. While each app
has different information that is stored and/or shared, they all have

What if
your phone battery
dies?!?

a common theme. Many applications collect your name, date of
birth, email address, telephone number, name of financial institu-
tion, financial account numbers, additional information from con-
sumer reporting agencies, people you invite to use the application,
the operating system on the device, etc. The company may be able
to keep your information for an indefinite period of time, depending
on what the privacy policy states.
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Use any available password protection for your smart device - two-factor authentication, phone log on password - to ensure the protection of your data.
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