PASSWORD MANAGERS

» Do continue to change your passwords even * Don’t use Password Apps on public wifi.

when using a password manager. They are Always make sure you are connected
not failsafe’s. through a secure internet connection.

» Do use unique, hard-to-guess passwords that < Don’t store anything additional inside the
include a combination of letters, numbers, Password Manager you wouldn’t want
and symbols. leaked.

» Do ensure you don’t tell anyone the * Don’t use the same password across
password to your password manager. multiple accounts.

» Do watch out for “phishing” scams.
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Cybersecurity Starts Here’

Top 3 Password Managers

+ Keeper: Keeper is a password manager created by Keeper Security, Inc. that allows users to
store online login credentials, documents and images, and other sensitive information in an
encrypted digital web vault. Users can also store two-factor authentication codes.

» 1Password:1Password is a password manager developed by AgileBits Inc. It provides a place
for users to store various passwords, software licenses, and other sensitive information in a
virtual vault that is locked with a PBKDF2-guarded master password. By default, the user’s
encrypted vault is hosted on AgileBits’ servers for a monthly fee.

+ BitWarden: The platform offers a variety of client applications including a web interface, desktop
applications, browser extensions, mobile apps, and a command-line interface. Client
functionalities include 2FA login, passwordless login, biometric unlock, random password
generator, password strength testing tool, login/form/app autofill, syncing across unlimited
platforms and devices, storing unlimited number of items, sharing credentials, and storing variety
of information including credit cards.

Password Managers provide a safer alternative to leaving your passwords on your
computer unguarded or keeping them written down on a piece of paper at your desk.
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The best passwords are usually phrases, or random combined words, and it’s
recommended you check the strength at passwordmonster.com
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