DELETE BROWSER ARTIFACTS

Information such as browsing history, cache, and cookies are saved on your computer while
you surf the Web. They are used in various ways to improve your browsing experience.
These private data components, while resulting in conveniences such as faster load times
and auto-populated fields, can be used by nefarious actors. Whether it be the password for
your email account or your credit card number and address, much of the data left behind at
the end of your browsing session could be dangerous in the wrong hands. In order to protect
yourself, it is recommended you delete these artifacts on a regular basis.

Delete Google Chrome Browser Artifacts Clear browsing data

Ba Cioana]
Click the menu icon in the upper right corner.
Click “History” or hold Ctrl-H. T i
Click “History” again on the menu on the upper
left-hand side. st ety
Click “Clear Browsing Data” or hold Ctrl-Shift-
Delete. Cookies and other site data
Click the “Advanced” tab from the pop-up e
window.
Select the time range you desire. e
Select the boxes next to the history you wish to . Autofill form data -
remove and then select “Clear Data.”
Exit all browser windows and restart browser. o E

Browsing history

1,277 items (and more on synced devices

a

Cached images and files
639 MB

O Q

Delete Google Chrome Browser Artifacts
from Mobile Devices

Click the menu icon.

Click "Settings.”

Select “Privacy and Security.”

Select “Clear Browsing Data.”

Select the boxes you wish to remove and then
select “Clear Data.”

You've gone incognito

Google Chrome Incognito Mode

Chrome’s Incognito mode will not save a record of sites visited or downloaded.
Incognito is not available if you are using Window 10’s “Family Mode.”

Click the menu icon at the upper right of the screen.
Select “New Incognito Window.”

To use Incognito via the Chrome app on your iOS or Android device, follow the same steps
as above.

Like Microsoft Edge’s InPrivate Browser, Chrome’s Incognito mode will require you
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to constantly type in your password for logins.
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Safari Private Mode

Select “File” from the menu at the top of the screen.
Select “New Private Window” from the drop-down menu.

@ Safari Edit View History Bookmarks

[N

o © New Window 3N
New Private Window { 3N

W l [ & New Tab
Open File...
Open Location...

Delete Safari Browser Artifacts

Click the “Safari” menu icon in the upper left.

Click “Preferences.”

Click the “Advanced” tab.

Select the box at the bottom titled “Show Develop menu in menu bar.”

Click the “Develop” menu at the top of the screen, then click “Empty Caches.”

Now click on the “History” menu at the top and select “Clear History.” **This can also be
done from the “Safari” menu.**

Right click on the "Safari” icon in the App Tray and select “quit” to restart the browser.

Delete Safari Browser Artifacts from Mobile Devices

Open your iOS “Settings” application.

Scroll down and tap “Safari.”

Tap "Clear History and Website Data” in blue.
Exit all browser windows to restart the browser.

[ ] Advanced
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General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

Smart Search Field: Show full website address

Accessibility: Never use font sizes smaller than
Press Tab to highlight each item on a webpage
Option-Tab highlights each item.

Reading List: Save articles for offline reading automatically
Style sheet: None Selected
Default encoding: Western (ISO Latin 1)

Proxies: Change Settings...

Show Develop menu in menu bar ?

Safari automatically prevents cross-site tracking, and as a rule requests that sites
and third-party content providers don't track you. Additionally, the privacy mode
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stops sites from modifying any information stored on your iOS device and deletes
cookies when you close the associated tab.
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of the browser.

restart browser.

Data.” **

**This function can also be preformed by

Delete Firefox Browser Artifacts ® Clear Recent History
Click on the menu at the upper right corner Time range to clear: Last Hour

Select “History” from the drop-down menu. History
Select “Clear Recent History” then select all
boxes needing to be deleted.

Select “OK” then close all open pages and

Browsing & Download History Cookies
Active Logins Cache

Form & Search History

clicking on the menu icon on the top right. R
Se|ecting “Settings” then “Privacy & Site Preferences Offline Website Data
Security” and scrolling to “Cookies and Site cancel  (IEZED

< Settings
Language

Set as default browser
Privacy and security
Private browsing

Enhanced Tracking Protection
Oon

Site permissions

Delete browsing data

Delete browsing data on quit
Off

Notifications

Data collection

Firefox Private Mode

Select the menu button on
the top right.

Click “New Private Window.”
Alternatively, after opening
Firefox you can use the
shortcut “Ctrl-Shift-P.”

In the mobile version select
the “Mask” Icon in the upper
right corner.

~
9

Delete Firefox Browser Artifacts from Mobile
Devices

Select the menu icon on the lower right of the
screen.

Scroll to find “Settings” and select it.

Scroll to “Privacy and security” and select “delete
browsing data.”

Select each box needing to be cleared then select
“Delete browsing data.”

It is recommended that you select “Delete browsing

data on quit.” To limit caching and collected cookies.

*s Firefox

Search with Google or enter address

You're in a Private Window

Firefox clears your search and browsing history when you quit the app or close all Private Browsing
tabs and windows. While this doesn’'t make you anonymous to websites or your internet service
provider, it makes it easier to keep what you do online private from anyone else who uses this
computer.

Common myths about private browsing
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Delete Internet Explorer Browser Artifacts

Click the menu drop down from the upper right corner.

Click “Internet Options.”

Click on the “General” tab, locate “Browsing History.”

Click “Delete.”

Deselect “Preserve Favorites website data.”

Select the boxes next to the history needing to be cleared and select “Delete.’
Exit/quit all browser windows and re-open the browser.

r
Delete Browsing History

|| Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

V| Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster
viewing.

V| Cookies and website data
Files or databases stored on your computer by websites to save
preferences or improve website performance.

V| History
List of websites you have visited.

V! Download History
List of files you have downloaded.

V| Form data
Saved information that you have typed into forms.

[V passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited,

[V| Tracking Protection, ActiveX Filtering and Do Not Track
A list of websites excuded from filtering, data used by Tracking
Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Not Track requests.

About deleting browsing history [ Delete ] [ Cancel

Internet Explorer InPrivate Mode

Click the drop-down menu from the upper right corner. Select “Safety” then select “InPrivate
Browsing.”

In March of 2017, Microsoft announced that Microsoft Edge would replace Internet
Explorer as the default browser on its Windows 10 devices. As of February 2020, IE

version 10 is no longer supported by Microsoft. If you are still using IE, be sure to
upgrade to IE 11.
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Delete Microsoft Edge Browser e
Artifacts Clear browsing data
Click on the menu icon at the top right Time range

of the screen.

Select “History” then select the
“History” menu at the top.

Click on “Clear Browsing Data” and
select the boxes needing to be cleared.
It is recommended that the “Tracking
Prevention” be set to “Balanced.”

Last hour v

v/ Browsing history
v/ Download history
v/ Cookies and other site data
Delete Microsoft Edge Browser b

Artifacts from Mobile Devices V| Cached images and files

Select the menu from the middle of the

lower screen. This will clear your data across all your synced devices signed in to
Click on “History” then select the trash To clear browsing data from this device
icon located on the upper right of the only, turn off sync.

screen.

Select “Clear” then click “Advanced,” Cancel

and select all boxes needing to be
cleared.
Select "Clear.”

Microsoft Edge InPrivate Mode

Click the menu drop down from the upper right corner.
Select “New In Private Window.”

On the mobile application select the menu from the lower middle of the screen and scroll
down to find “New InPrivate Tab.”

[
<

InPrivate browsing

What InPrivate browsing does. ‘What InPrivate browsing doesn't do

Always use “Strict" tracking prevention when browsing InPrivate
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