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Browser Artifacts—Cookies, Cache & History 

Deleting Internet Explorer Web Browser Artifacts 

Information such as browsing history, cache, and cookies are saved on your computer while you surf the Web. They are used 

in various ways to improve your browsing experience. These private data components, while resulting in conveniences such 

as faster load times and auto-populated fields, can be used by nefarious actors. Whether it be the password for your email ac-

count or your credit card number and address, much of the data left behind at the end of your browsing session could be dan-

gerous in the wrong hands.  In order to protect yourself, we recommend you delete these artifacts on a regular basis. 

Make sure you are using the latest version of Internet Explorer (IE), 

IE 11.  

Click the Settings button on the top right.  

Click “Internet Options”. 

Under the “General” tab, locate the “Browsing History” section. 

Click “Delete”.  

You will see the window to the left.  (A useful keyboard shortcut to 

access this window is  “Ctrl-Shift-Delete”).  

Deselect “Preserve Favorites website data”.  

Select the boxes next to the history you want to remove and click 

“Delete”.  

Exit/quit all browser windows and re-open the browser. 

Note:  Internet Explorer is no longer supported on any mobile de-

vice. 

As of March 2017, Microsoft announced that Microsoft Edge would 

replace Internet Explorer as the default browser on its Windows 10 

devices. As of  February 2020, IE version 10 is no longer in support. 

If you are still using IE be sure to upgrade to IE 11.  
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Using Internet Explorer InPrivate Browser 

To activate “InPrivate”, click the Settings but-

ton on the top right.  

Click “Safety”. 

Click “InPrivate Browsing”.  

(Alternatively, after opening Internet Explorer you 

can use the shortcut “Ctrl-Shift-P”).  

136 



DELETE BROWSER 
ARTIFACTS SMART CARD 

UPDATED OCT 2020 

Edge is Microsoft’s new browser that 

comes with Windows 10. It is meant to 

eventually replace IE.  
 

Edge comes with an option called      

“InPrivate”, which is the browser’s pri-

vate mode that does not record your 

activities. 

To activate “InPrivate”, click the three 

dots in the browser’s upper right cor-

ner. 

Click “New InPrivate window”. 
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Be sure to delete the browser arti-

facts regularly.  

Click the three dots at the top right 

corner.  

Click “Settings” followed by the 

“Privacy & secu-

rity” tab.  

Select “Tracking 

prevention,” recommend se-

lecting the “Balanced” tracking 

selection.  

Then click “Choose what to 

clear” under “Clear Browser 

Data”. 

Select the boxes next to the his-

tory you want to remove and 

  Deleting Microsoft Edge Web Browser Artifacts 

Open the Edge browser. 

Tap the menu button on the top 

right. 

Tap to view history.  

Tap to clear all history.  

Choose the types of data to re-

move from your phone and tap 

“Clear”. 

Mobile Browser 
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 Deleting Firefox Web Browser Artifacts 

Click the menu button at the top right and click “Options”. 

Click “Privacy & Security” on the left.  

Then click “Clear Data”. 

Individual Cookies 

You can also remove individual cookies. 

From the “Privacy & Security” screen, 

click “Manage Data”. 

Select the site(s) you wish to clear data 

for. 

Then click “Remove Selected”. 

Tap the Menu icon on the top 

right.  

Tap “Settings”. Scroll down to 

“Clear Private Data” and tap it. 

Selected data to be cleared. Tap 

“Clear Data.” 

To manage how your data is 

shared and tracked, tap 

“Privacy” then tap “Tracking Pro-

tection” from the Settings menu. 

“Enabled In Private Browsing” 

will inform sites that you do not 

want your browsing behavior 

tracked, but honoring this is vol-

untary. 

Cookies can also be disabled 

from this screen. 

Mobile Browser 
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Using Firefox Private Browsing Mode 

To open a new Private Window, click the menu button on the 

top right. 

Click “New Private Window”. 

Alternatively, after opening Firefox you can use the shortcut 

“Ctrl-Shift-P”. 

Important: Private Browsing doesn't make you anony-
mous on the Internet. Your Internet service provider, em-
ployer, or the sites themselves can still track what pages 
you visit. Private Browsing also doesn't protect you 
from keyloggers or spyware that may be installed on your 
computer.   
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Delete Google Chrome Browser Artifacts 

Mobile Browser 

Tap the menu icon.  

Then tap “Settings”.  

Tap “Privacy”.  

Tap “Clear Browsing Data”. 

Select the boxes next to the 

history you want to remove 

and tap “Clear Data”. 

 

 

Individual Cookies 

Using Google Chrome Incognito Mode 

Chrome’s Incognito mode will not save a 

record of what you visited or downloaded.  

Be aware that Incognito is not available if 

you are using Window 10’s “Family Mode.” 

Click the          icon at the upper right.   Select 

“New Incognito Window”.  

You can also use Incognito via the Chrome 

app on your iOS or Android device. Follow 

the same steps as above with the app. 

Like Microsoft Edge’s InPrivate 

Browser, Chrome’s Incognito 

will require you to constantly 

type in your password for 

logins. So you may prefer to use 

the regular Google Chrome 

browser out of convenience. 

 

You can also remove individual cookies. 

Click the icon at the upper right corner. 

Click “Settings”.  

Click the “Advanced” button on the left hand side. 

Under the “Privacy & Security” section, click the “Site 

Settings”. 

Click “Cookies and site data”  and then “See all cookies 

and Data”. 

Click for the sites you wish to clear. 

Click the icon at the upper right 

corner.  

Click “History” or hold Ctrl-H.   

Click “History” again on the menu on 

the upper left hand side. 

Click “Clear Browsing Data”. You can 

also hold Ctrl-Shift-Delete. 

Click the “Advanced” tab in the pop-

up window.  

Select the Time range you desire.  

Select the boxes next to the history 

you want to remove and click “Clear 

Browsing Data”. 

Exit/quit all browser windows and      

re-open the browser. 
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Click the “Safari” menu on the top 

left. 

Click “Preferences”. 

Click the “Advanced” tab. 

Check the box at the bottom for 

“Show Develop menu in menu bar” 

and close the window. 

Click the “Develop” menu at the top 

and click “ Empty Caches”. 

Then click the “History” menu at 

the top and click “Clear History”. 

Right click on the Safari icon in 

your App tray and select “Quit”. 

Deleting Safari Browser Artifacts 

Mobile Browser 

Open your iOS Settings app. 

 

Scroll down and tap “Safari”.  

Tap the “Clear History and 

Website Data” link in blue. 

Exit/quit all browser  windows 

and re-open the browser. 
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To open a Private Window, click “File” 

on the top left. 

Click “New Private Window”. 

Deleting Safari Browser Artifacts 

Enabling Private Browsing limits Safari in three im-

portant ways: It prevents the browser from creating a 

history of the pages you visit, it stops AutoFill infor-

mation like website usernames and passwords from 

being remembered, and any tabs you open won't be 

stored in iCloud.  

Safari automatically prevents cross-site tracking, and 

requests that sites and third-party content providers 

don't track you as a rule. Additionally, the privacy 

mode stops sites from modifying any information 

stored on your iOS device, and deletes cookies when 

you close the associated tab.   
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Using a Private Tab in Opera Browser 

Opera’s Private Tab browsing  deletes 

browsing history, cache, cookies, and 

logins when you close the tab.  

Please note that if you deliberately save 

data, such as a bookmark or a file, it will 

still be visible after the tab is closed. 

You may prefer to use the regular Opera 

Browser window out of convenience. Be 

sure to delete browser artifacts regularly. 

To create a Private Tab, click the 

“Menu” button on the top left 

corner. 

Click “New Private Window”.  

Private browsing is also      

available on Opera Mini mobile 

browser as well. 

Deleting Opera Browser Artifacts 

Click the “Menu” button on the 

top left. 

Click “History”.  

Click “Clear Browsing Data”.  

Select the Time frame and the 

boxes next to the history you 

want to remove and click “Clear 

Browsing Data.” Selecting 

“Advanced” will provide the us-

er with more options to clear.  

Exit/quit all browser windows 

and re-open the browser. 

Mobile Browser 

Tap on the “Menu” button.   

Tap “History”.  

Tap “Clear All”.  

Tap “Yes” to confirm. 
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Ghostery is a German-owned freeware browser exten-

sion that allows you to choose what to block, on a tracker-

by-tracker or site-by-site basis, or a combination of the 

two.   

The tool also offers tracker profiles so you can learn about 

the companies collecting data on you as you browse the 

web. 

Ghostery looks at the HTML code on each web page you 

visit to see if there are “tags” or “trackers” placed by a 

company that works with the website. The tool can      

determine if the company is showing you ads, collecting 

data, or giving you added functionality on the page. 

The extension is available for Firefox, Chrome, Safari,  

Internet Explorer, Microsoft Edge, and Opera. It is also 

accessible via a mobile application for Android, iOS, and 

Firefox  for Android. 

Privacy and Security-Related Browser Tools 

Blur protects your passwords, payments, and privacy 

from cyber criminals.   

The US-based tool masks your  passwords, email address-

es, credit card numbers, and address information. It also 

has the ability to create strong passwords for new and 

existing accounts. 

Blur blocks hundreds of companies from collecting your 

data online and blocks tracking that doesn’t rely on cook-

ies.  

Free and Premium versions are available. Masked credit 

card is only available with the Premium version which 

costs $39/year (Basic), $14.99/month (Unlimited), or 

$99/year (Unlimited). This extension is available for 

Chrome, Firefox, Safari, Opera, Internet Explorer, Android, 

and iOS. 

AdBlock Plus is a German-based extension that blocks 

banner ads, pop-up ads, rollover ads, and more. It stops 

you from visiting known malware-hosting domains and 

disables third-party tracking cookies and scripts. It can 

even block video ads on Facebook and YouTube. 

This extension works for Android, Chrome, Firefox, Inter-

net Explorer, Opera, Safari, Microsoft Edge and Yandex. 

Disconnect is a smart filter that stops third-party sites 

from tracking you. The companies that are collecting your 

information are shown in real-time as pages load. You can 

even see how those sites may be linked to other sites that 

track information. 

Disconnect encrypts the data you exchange with common 

sites and helps to prevent visiting sites that have mal-

ware. 

The extension is available for Chrome, Firefox, Safari, and 

Opera.  
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