COINBASE

» Do ensure you have 2-step verification
enabled.

* Do keep your devices clean and updated.

» Do enable a screen lock and password to
gain access to your device.

» Do watch out for “phishing” scams.

» Do consider using a secure method of
keeping the 12 random word password to
gain accesss to your account.

* Don’t link your Coinbase account to the
iCloud or other cloud services. If a hacker
gains access to your Cloud, they could get
access to your Coinbase.

* Don’t make yourself a target. Don’t post your
crypto earnings to your favorite social media
sites.

» Don’t install and use browser plug-ins or
add-ons developed by unknown third parties.

settings under “Security.”

Homepage

Starting at the Home Page, select the Tribar at the top-left portion on the homepage. Here it will
direct you to your “Profile & Settings.” Once selected, you can scroll through the settings for your
Coinbase account. The ones to primarily focus on will be “Privacy” under “Account” and all the
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App Version: 11.36.4 (11360004), production

Coinbase is a secure online platform for buying, selling, transferring, and storing
cryptocurrency and NFT’s (Non-Fungible Tokens). Over 98 million people and

businesses use Coinbase and is the largest cryptocurrency exchange in the United
States by trading volume.
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COINBASE

exported, or request a correction to it.

Privacy

Once you select “Privacy,” under “Privacy options,” it is recommended that you turn off
sharing activity for ads performance. Under “Your Coinbase account,” navigate to “Data
controls.” Once there, you can request your data, the deletion of it, request that its

& Privacy

Privacy options
Control what you share on Coinbase. Learn more
Use your activity

Share activity for ads performance
reporting. Learn more

® Privacy v

Your Coinbase account

You have a number of rights over your personal data.
For more detailed information on these choices,
please read our full Privacy Policy and our Cookie
Policy.

Request Export

Request export of my data in a machine-readable
form.

Request data export

Request Correction

Request to correct, modify, or complete my data.

Request correction

Your Coinbase account Request Data
Request a copy of my personal data held by Coinbase.
Data controls ’
Request data
Privacy policy >
Request Deletion
Request deletion of some or all of my data.
Cookie policy > a
Request deletion
® Privacy v ® Privacy v

Additional Rights for California Residents

Learn more about the additional rights given to
California residents under the California Consumer
Privacy Act.

Learn more

Manage Cookies

Manage your cookie preferences.

Manage cookies

Privacy

You can also manage your
cookies and control “instant
sends,” which allows other
users to see that you use
Coinbase and send you crypto
instantly.

® Privacy v
Privacy options

Control what you share on Coinbase. Learn More

Instant sends
Allow other users to see that you use

Coinbase and send you crypto instantly
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COINBASE

Security

Under “Security,” Select “Pin / Face ID Settings,” and adjust the settings as needed. It is
recommended for the best security practices that you turn all of the options on.

Security .

& PIN / Face ID settings
Require PIN / Face ID O

Require to open app O
PIN / Face ID settings >
Lock my account > Require to send crypto O
Change security settings >

Use Face ID
Support >

Navigate to “Change Security Settings.” Once there, you can edit things such as your phone
numbers associated with the account, change your password, and enable “2-step verification”
using your phone number or an “Authenticator” or “Security Key.” You are also able to “Lock
your account,” which freezes all transactions if you think someone has unauthorized access to
that account.

@ Security v @ Security v

@ Security v
2-step verification
Phone numbers OTHER OPTIONS
Select your 2-step verification method ‘N Authenticator
tall an authenticator app on
n +X XXX XXX XX73 Your 2-step verification method is valid across all pr—— ‘
i
Keep your primary phone number up-to-dats your Coinbase accounts
Manage CURRENT

j Security key
Jse your security key dev

B Text messag

° Security ~ Very secure
Password
Require 2-step verification to send crypto:
Remember not to store your password in Tip: For better security, switchto an ° () When Coinbase recommends it Most
. . . authenticator app.
your email or cloud and don't share it © Any amount of cryptocurrency Very se8
with anyone
Change password 9 Security V.

See something unusual?
Lock your account if you think it's at risk.

A  Lockyouraccount N
Freeze all transaction
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