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USING TORTO
AL

Tor Browser is a free, open source web
browser that uses a volunteer network of
virtual tunnels and a layered encryp-
tion process to anonymize your IP
address. Note that Tor anonymizes
the origin of your traffic and encrypts
everything inside the Tor network;

. BROWSER
however, it cannot encrypt the data

after it comes out of Tor at the des- £0\ DOWNLOAD
tination. Tor can be installed accord- + e
ing to the instructions to the right.

Inatalahon Instruchons
Wirdcras » Mac OF X » Linux

1. Visit torproject.org, Download and

Install the Tor Browser Bundle to

your hard drive or a flash drive. 3 Docs

2. Launch the Tor Browser which can _

. FirefoxPortable

be found at the location you saved

the bundle to. Double-click “Start r

Tor Browset”.

3. Ensure your Tor Browser is

providing you with an anony-

mous IP address.

4. To use a new IP address,

click the drop down menu ith ) ) )
5 . Congratulations. This browser is configured to

the onion next to it and select use Tor.

“New Identity”. Please note Tmm——

that doing this will close all of

your currently opened tabs.

Tor 1s generally used when ¢
cation. It should not be used as a defa
visit social networking sites or enter ar
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— it is poorly regulated and leaves you
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TYPES OF MESSAGING SERVICES AVAILABLE ONLINE

Provider Data Retained

IP address, cookies, payment
details, username, password, and
actual emails. HMA asks for an
existing email address at signup
but this is optional.

Logs IP addresses

Optional additional email upon
sigh up for account recovery
purposes.

ProtonMail

Browser type, operating system,
IP address, credit card infor-
mation when purchasing prod-
uct. Retains email messages for
up to 18 months, encrypted or
non-encrypted.

Signal users must invite each
other using mobile number. The
service can encrypt messages but
not necessarily anonymize users.
The encryption is on the users
device rather than the company
servers

Wickr users must invite each
other using mobile number. The
service can encrypt messages but
not necessarily anonymize users.
The encryption is on the users
device rather than the company
servers

e No signup required.
Mailinator gnup req

There are many email and messaging options out there that can provide a means to send and receive messages anony-
mously or semi-anonymously. The right service for you will depend on the primary nature of your communications ,
the cost, and the information you are willing to provide.
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