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“Best Practices” 

 Smartphones and tablets are not impenetrable. Secure 

your smartphone with a password, and use apps such as 

“Find My iPhone” to locate lost or stolen devices. 

 All smartphones and tablets have cameras and micro-

phones that can be remotely activated. Caution should be 

used when device is near anything of personal im-

portance. 

 Bluetooth and wireless capable devices are convenient 

but easily exploitable by hackers. Use a VPN if possible 

and avoid public wireless networks. It is advisable to turn 

these services off if not immediately needed. 

 Prior to downloading apps on your device, read the devel-

opers permissions. Many apps require permission to ac-

cess  your camera, microphone, text messages, and con-

tacts. 

 Turn off location services until they are actually needed. 

Otherwise, your daily movements may be tracked by vari-

ous apps and vendors. Whether turned on or off, location 

services are always available to 911 and first responders. 

 

“Physical Security” 

Under “Settings” and “ Touch/Face ID & Passcode,” select “Add a Finger-

print” and “Turn Passcode On”. Be sure to use 

at least a 6 digit passcode.  Alpha-numeric 

passcodes are even better options.   

Note: iPhone 11 has taken off the feature  

“Touch ID” and replaced it with “Face ID”. Fol-

low directions to create a Face ID, and we rec-

ommend under “Use Face ID For”, the same 

settings as “Use Touch ID For” (left) 

Additionally, we recommend that you turn off 

“Siri” due to its listening capabilities and bugs 

associated with accessing your phone through 

Siri without a password.  

Finally, scroll further down in this section, and 

we recommend setting the functions under “Allow Access When Locked”, as seen here (above right), in order to limit access. 

“Find My iPhone” 
Next go to “Settings” and 

select your account at the 

top (highlighted in red to 

the right). From there, 

select “Find My,” then se-

lect  “Find My iPhone” and 

ensure it is turned “On”.  

This way if you lose your 

phone, you can access 

your account online and 

geo-locate where it is.   
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“Wireless Networks” 

Where possible, public WIFI networks should be avoided 

due to the vulnerabilities they present to your personal 

data. If public networks must be used, avoid logging into 

accounts that require passwords and always use a VPN 

client to encrypt on-line transactions. There are two ways 

to turn off WIFI: 1) Scroll up from the bottom of your 

phone and tap the icon on the control screen; or 2) In 

“Settings”, Select “WIFI”, and it turn off.  

“Location Services” 

“Bluetooth” 

Bluetooth is a wireless technology standard for exchanging 

data over short distances from fixed and mobile devices. 

When Bluetooth is enabled on your iPhone or tablet, hack-

ers can gain access to your device and obtain contacts, mes-

sages, calendars, photos, and notes without your 

knowledge. It is therefore recommended that you only use 

Bluetooth when necessary, like in your car, and that you 

turn it off after you are done using it each time.  

Whenever you take a photo, your phone records the location and saves that information inside the photo’s EXIF data. When 

you send that photo to someone else, they may be able to see where you took it, in some cases,  down to a specific street.  If 

you post a picture taken from your home, anyone who can view the EXIF data could figure out where you live and more.  It is 

important to remove the EXIF data, or better yet prevent your devices from including it in pictures.  Please refer to the 

“EXIF” Smartcard in this book for information on how to do this.  

To disable your location from being shared in “Message “and “Find my 

Friends”, open the “Settings” app and navigate to “Privacy” > “Location Ser-

vices.”  Then navigate to “Share My Location“ and tap on the toggle to disable 

“Share My Location.” 

Note: If you turn off “Location Services” in the “Privacy Setting “menu, you cannot 

use location services for things such as “Navigation” or “Find My iPhone” if lost or  

stolen. You can still wipe your phone, using the “Find My iPhone”, if “Location Ser-

vices” are off.  “Alternatively, you can leave “Location Services” on in “Privacy Set-

tings” but turn it off for installed apps you don’t want to have access. Just scroll 

down to find which apps use your location.  

Go back to “Location Services“ to disable your location from being saved with pho-

tos, and tap on “Camera“ to change this setting. Note: The “Location Services” toggle 

must be on to find the camera option.  Perform the same steps to disable location 

services for other apps listed 

in the “Location Services” 

setting.  Navigation and maps 

apps are examples of those 

that require “Location Ser-

vices. “  
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“Analytics Data and Ad Tracking” 

“Analytics” enables a feature that gives Apple permission to track your activities. “Ad Tracking” allows vendors to send ads to 

you, targeted to your interests.  Apple provides a setting to allow you to opt out of both of these features.  It is recommended 

that you turn off “Ad Tracking.” 

2) Select “Analytics” and Then 

turn off  “Share iPhone Analytics” 

1) Open up the “Settings” app and navigate 

to “Privacy” then to “Analytics” and 

“Advertising” 

3) Then go back and select 

“Advertising”  Turn ON “Limit Ad 

Tracking.”  

“Location-Based Apple Ads” 

“Apple Ads” allow Apple to serve you with ads, based on your location.  “Location-Based Ads” do not use your exact location 

and Apple does not give this information to advertisers.  Here’s how to disable “Apple Ads”: 

Open up  “Settings” > “Privacy” > “Location Services” > “System Services.” You’ll see a list 

of location-based selections that can be toggled off. 
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Safari’s “Do Not Track” 

Safari’s “Do Not Track” is a universal web tracking opt-out initiative that allows users to prevent advertisers from tracking 

your browsing habits. The Safari browser on iOS 13.0 allows users to opt-out to prevent advertisers from seeing users mo-

bile web browsing history.  To opt-out, open the “Settings” app, scroll down and select “Safari”.  There are several sections to 

look through and adjust the settings, but definitely turn off “Frequently Visited Sites” under the section titled “General”.  This 

prevents Safari from tracking sites you regularly visit.   Next, under the “Privacy & Security” section on the “Safari” page, turn 

on “Prevent Cross-Site Tracking” and “Fraudulent Website Warning.”  

It is also a best practice to clear 

the browser history periodically. 

To do so, continue to scroll down 

in the Safari settings, at the very 

bottom select “Advanced” > 

“Website Data”, then select 

“Remove All Website Data”   

“Passwords and AutoFill”  

Next, select the 

following settings 

to disable “Use 

Contact Info”, and 

“Credit Cards”   

Clear the AutoFill to 

protect passwords 

and credit card infor-

mation.  To do so, 

open “Settings” > 

“Safari” and click on 

“AutoFill” 
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COVID 19 Contact Tracing 

Apple and Google have partnered on offering a secure and private coronavirus contact tracing implementation on iOS and 

Android. Contact tracing is called “Exposure Notifications” on iPhone, and is default set to “Off”. You’ll have to download an 

app from your local health authority that will require your explicit permission to use anonymous Bluetooth data for it to 

work, upon rollout of the system in May 2020. Later in the year 2020, contact tracing software will allow it to work without a 

third-party health authority app.  
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In the meantime, you may be curious as to status of the “COVID 19 Exposure Logging” function on your iPhone. You can see 

whether yours is activated by going to “Settings” > “Privacy” > “Health” > “COVID-19 Exposure Logging”. When you see 

“Exposure Logging”, you will notice a toggle to the right that is probably “Off”. You can attempt to turn it “On”, and if you 

aren’t able to do so, then the tool is not yet active on your iPhone.   

Note:  The “COVID-19 Exposure Logging” toggle is disabled by default in iOS 14.1.  It does not connect any data without 

you installing and authorizing a local health authority app, which will be available soon. Apple and Google ’s exposure 

notification system will be completely opt-in. 

If you decide at any point that you want to disable the “COVID-19 Exposure Notifications Logging” tool on your iPhone, 

you can take the following steps. First, on iOS 13.5 and later, go to “Settings” on your iPhone. Next, swipe down and select 

“Privacy”, then choose “Health”, then “COVID-19 Exposure Logging” at the top. For now, you’ll need an authorized app 

before “Exposure Notifications” can be turned on, but when that happens you can tap the toggle to turn notifications “On” 

or “Off”. You can also delete the exposure logs manually at any time by going to the bottom of the “COVID-19 Exposure 

Logging” page and selecting “Delete Exposure Log”. (see above) 

If you have opted-in to the “COVID-19 Exposure Logging” system, you may be interested to know who is trying to access 

your exposure information.  To find out, select “Exposure Checks” on the “COVID-19 Exposure Logging” page. This is a 

record of all requests to check your “Exposure Log” from the past 14 days. 
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