PlayStation's two-factor authentication is an added layer of security to ensure only authorized individuals have access to the system , accounts, and privacy information.
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Do’s and Don’ts

¢ Do use caution when sharing Gameplay when messages, ¢ Don'’t forget to update your PS4 system to the latest ver-
video, audio, and personal data may be available to other sion of the system software.

users participating in your game experience. . .
s AR . ¢ Don’t use pictures of yourself for your profile photos. In-

¢ Do select “Friends Only” for all available settings options. stead, use avatars or photos of something else. Profile
Ensure family members take similar precautions with their photos are potentially viewable to other users and the
accounts. Their privacy and share settings can expose your public depending on your privacy settings.

ersonal data. . . :
P ¢ Don’tdiscard or transfer ownership of your PlayStation

¢ Do use parental controls to restrict access to questionable without using “Initialization”. Initialization sets your PS4
content and features for children using the PS4. back to factory mode and erases the system data.

¢ Do refer to privacy policies / user agreements of individual ¢ Don’t establish connections with individuals you do not
games and third party applications to see if they use the know and trust. Understand that not everyone is who they
PS4 camera, and to understand other privacy information. say they are.

PlayStation allows you to manage a host of settings in order to take ownership of your system security and privacy, and
determine what information other users can see. You must first access the “Settings” button from the “Dashboard Menu”,
highlighted below in red. From there, go to “Account Management”.
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Two-Factor Authentication: To enhance the security of your
PlayStation, we recommend you set up two-factor verification.
Follow the detailed steps below, along with the graphical depiction
of the steps on page two. From the “Account Management” screen,
select “Account Information”. Click on “Security”. Next go to “2-
Step Verification”. Select “Set Up Now”. Enter the phone number
you want to set up to your account. A code will be sent to your mo-

VERIFICATION

bile device. Verify your identity by entering the code sent to your e

mobile phone. This verifies you entered your phone number cor-
rectly. “Activate” the two-factor authentication. This adds an extra
step to your basic log-in procedure, but can significantly help pro-
tect your system from being compromised later.
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It is good to understand PlayStation’s privacy policies; however, users grant third party applications access to privacy information and these apps that have their own privacy policies

Account Management

@ sionout

@ Account Information
@ Privacy Settings e
@ Linkwith Other Services © valet
@ Activate as Your Primary PS4 z

@ Restore Licenses

Enter ©)Back

Set Up 2-Step Verification

PrOfect your ccount with an extra Layer of secusty.
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2-Step Verification Graphics

Account Information

@ Sign-inID (Email Address)
hange your e

© roofie
Change your publicly

&% Health / Privacy /

Privacy Settings

Next, let’s take a look at privacy settings. From the “Account Management” screen,
select “Privacy Settings” as seen on the right highlighted in red. The “Gaming | Me-
dia” subcategory allows you to determine which activities are viewable by others.
The “Friends | Connections” subcategory allows you to decide which status of indi-
viduals (e.g. friends, followers, etc) can view established connections. The
“Personal Info | Messaging” subcategory allows you to choose who can see your
real name and who can communicate with you. View the picture on the bottom

right to see the privacy setting subcategories.
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Set Up 2-Step Verification

% Enter

Back @158 Health / Privacy / Terms
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Security

Back B Health / Privacy / Terms

Verify Your Mobile Number

Check your mobile phone. A text message about your Sony
Entertainment Network account has been sent to this mobile

Enter the code from the message to verify your mobile phone.

Resend Code

® username

Sign Out

7Account Information
Privacy Settings

Link with Other Services
Activate as Your Primary PS4

Restore Licenses

®Enter  ©Back

Privacy Settings

Q Gaming | Media

If it has to do with games, music, and movies, you'll find your privacy settings here.

@ Friends | Connections
Control who can be and see your Friends, Followers, and other connections

@ Personal Info | Messaging

Choose who can see your real name and communicate with you
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Privacy Setting Recommendations

P ~Pra

. _ . Gaming | Media
We recommend that you set your privacy settings to “Friends

Only" for most sections, in order to prevent the general pub_ Ifit has to do with games, music, and movies, you'll find your privacy:settings here.

lic from seeing information pertaining to the user. See @ Activities

Friends Onfy

“Recommended Privacy Settings” on the privacy settings © Trophies : =

graphics for “Gaming | Media”, “Friends | Connections”, and @ Hidden Games

the “Personal Info | Messaging” subcategories. We recom- © Games

Friends Only

mend the primary user and family members be mindful of T

@ Music

Friends Only

who they become friends with and connect to on the system.

Friends Only

It is important to remember not everyone on your family and
friends “Friends List,” should be trusted. Parents, it is im- Friends | Connections
portant to know not all users have good intentions, and are

Control who can be and see your Friends, Followers, and other connections.
accurately portraying themselves online. For this reason, we i 4
recommend that you review your child’s “friends” periodical- el
ly. Other users on the system may utilize gaming systems to
connect with potential victims or use social engineering
against other users. If you do not know someone, we recom-

mend you not add them to your “Friends List”.

Friend Requests Anyone

Players Who Can Follow You Friends Only

List of Your Followers Friends Only

List of Players You Follow Friends Only

Team Invitations Friends Only

Players You May Know Close Friends of Close Friends

Personal Info | Messaging

Choose who can see your real name and communicate with you.

Activities

Real Name in Search Anyone

Real Name in Friends List

Close Friends of Close Friends

Real Name in Games

Mobile Availability Available

Close Friends

Messages Anyone

Tags Friends of Friends

After going through “Gaming |
Media”, the “Activities” box
shows different setting options
you can choose from for privacy.
We recommend that you select
the “Friends Only” option as

PlayStation provides a login feature that utilizes facial recognition technology. The photos and derived data are stored on the system but are not shared with third parties.

shown here in the example pic-
ture on the right, highlighted in
red.

Confum

Parental Controls

PlayStation allows you to manage numerous parental control settings with the ability to limit playing time, restrict user ac-
count creation, set maturity levels for games, and change systems passcodes. To get to “Parental Controls/Family Manage-
ment” settings, select the “Settings” tab on the front “Dashboard Menu” and scroll down to “Parental Controls”. The subcate-

gories are “PS4 System Restrictions” and “Family Management”.
Parental Controls/Family Management

@) PS4 SystemRestrictions

& FamilyManagement

Settings

.! User's Guide/Helpful Info

Data Handling/Health & Safety

@ Accessibility
Applicable Users oniThis PS4
'l‘ Account Management % B z

Parental Controls/Family Madagement

8 User2

,ﬂ Login Settings

@ Network
@ Notifications

B, Devices

X)Enter @785&
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Parental controls are a means to protect children from online predators and prevent children from accessing content that is not appropriate for their age levels.
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From the “PS4 System Restrictions” section, you can select “New User Creation and Guest Login” to restrict who can log into
the PlayStation and whether guests can access the system. From the “PS4 System Restrictions” section, you can click “Default
Parental Controls” for the purpose of setting age and maturity restrictions for your users. See the graphics below highlighted
in red for the pathways of these features within the settings. Parents are recommended to implement the various system re-
strictions and the age appropriate parental controls.

PS4 System Restﬂctiqng 7 _ PS4 System Restrictions

@ New User Creation and Guest Login Allowed New User Creationiand GuestiLogin red
If you select [Not Allowed], you can prevent people from creating new users or logging in as guests on ]
this PS4. Also, existing users who have never signed in to PlayStation Network will be unable to sign in Web Filter
to PlayStation Network
Default Parental Controls
Change the default parental controls fornew users who haven't joined PlayStation Network, and guests
who don't sign in'to/PlayStation Network.

Web Filter

Default Parental Controls

< — — = e Temporarily Disable PS4 System Restrictions
Temporarily Disable PS4 System Restrictions e

- i = = Change System Restriction Passcode
Change System Restriction Passcode N

Default ParentaliControls Age Level for Games

Change theldefault parentallcontrols for new!users who haven'tjoined PlayStation
Networkiand guests wholdonit'signlinito PlayStation Network.

5 - @@ @O Restrictiuse of.gamesibasedionithe following parental control level.
o Agellevel for Games Level 9: Age 17 or Older (Approximation)

Setthe control levelfor playingigames thathave parental control restrictions. The lower the level, the
tighter the control. =

o Age Levelfor BlUzray/Disc™/DVDs
o — =
@) Use of Playstation|VR

Level 9: Age 17 or. Older (Approximation)

Allowed

@ Use of Intemet Browser

Allowed

See below for the approximate user ages that match up to the parental control levels available in the user settings.

pels and parental control levels —

nd South

1

Passcode
The PlayStation Passcode is defaulted to “0000”. We recommend you change the system passcode to enhance the security of
your device. To change the passcode, go to the “PS4 System Restrictions” section, and select “Change System Restriction
Passcode” as illustrated in the bottom left graphic below, highlighted in red. Next, type in a new system restriction passcode.
Verify the passcode by entering it twice.

Change System Restriction Passcode
PS4 SyStem ReStrICtIOﬂS Enter a new System restnction passcode

@) New User Creation and GuestlLogin Allowed u

Enter the passcode agan

Web Filter

Temporarily Disable PS4 System Restrictions

(£)
@ Default Parental Controls
(£)
(£)

Change System Restriction Passcode
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Users should never discard systems or devices that still have personal information retained on the device. When possible, always return the device back to factory settings.
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Family Management

Go to the “Parental Controls/Family Management” section. On the PS4,
select “Family Management” (as seen on the right, highlighted in red) Parental Co n1r0|ﬂ|:a7m| ly Mana gement
and click “Set Up Now” (as seen below, highlighted in red). Within the O roi s, RN 7 F
“Family Management” area, parents can identify all the family members

that will use the PlayStation system, manage play time limits, and set @ Family Management
restrictions for children. A parent, guardian, or family manager can set

the parental controls. Applicable Users onihis|PS4

Set Up Your Family

By:setting up and managing your family, you can make your
family members' experiences on PlayStation safer.

« Manage your children’s play time using a PC or mobile device.

< Setrestrictions on network features and PS4 applications for:
children.

« Set spending limits for children.

« Adults whoare set as parents/guardians can set parental controls.

®Enter  ©Back

Set Up Now

Initialization
Next, we recommend you use the “Initialization” feature whenever you are
discarding or transferring the PlayStation system to another person. Initiali-
zation of your PS4 system restores system settings to default values. It deletes P R Ao
data saved on system storage and deletes all users and their data from the sys- Mobile App Connection Settings
tem. When you initialize the system software, all settings and information
saved on your PS4 system are deleted. This cannot be undone, so make sure
you do not delete any important data by mistake. Deleted data cannot be re-
stored. Initialization helps ensure the removal of your privacy information Date and Time
after you are done with the system. In order to “Initialize” the PS4, first go to Language
“Settings”, then “Initialization” as seen to the right, highlighted in red. Next,
select “Initialize PS4” as illustrated on the bottom left, highlighted in red. Fi-
nally, click “Full”, as depicted on the bottom right graphic, highlighted in red. & System

Selecting “Full” completely initializes the system. If the “Quick” feature is se- | ) Initialization

lected, the system will not be completely restored to a default system - some

Remote Play Connection Settings

Video Playback Settings

Power Save Settings

Back

data will still remain on the PS4. Be sure you are doing a “Full” initialization.

Initialization Initialize PS4

@ Clear Learning Dictionary Select how you want to initialize the PS4,
€ Restore Default Settings

@ Initialize PS4

x) Enter Back & = '-’ Phil Hornshaw 4
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Potential System Compromise:

Do you think your account may have been compromised or hacked? Have you noticed any of the following:

Unexpected charges from financial institutions tied to your PlayStation accounts.

Primary email and password have been changed without your authorization.

Other account behaviors you didn't perform or approve (like following, unfollowing, blocking, etc.).

Primary console changed to another device without your consent.

Receive a special character in a private message, immediately followed by the system crashing or frequent glitches.

If you said “Yes” to any of the above, you are recommended to take the following actions:

Change your password immediately and use strong/complex passwords.

Enable two-factor verification.

Notify the financial institutions about fraudulent purchases resulting from the hack.

Set your “Messages” privacy setting to “Private” and adjust other privacy settings as well.
Restrict who has access to create new accounts and logins.

*® & & & o o

Contact PlayStation Support or the Sony Customer Service line immediately.

If you need to report Spam/Fake Accounts/Harassment: Contact the PlayStation
Support Site at 1-800-345-7669 or the Sony Customer Service Line.

Also, you can report that your account has been hacked by going to https://
support.playstation.com.

If you have additional questions about responding to system compromise, contact
https://twitter.com/AskPlayStation/.

Important Message on PlayStation: you are responsible
for all activities on your PlayStation Network, so it’s very

important you do your best to ensure you are the only

. . person using it.
Contact US - PlayStation Customer Support Service | Contact PR | Jobs

Contact PlayStation customer support service for hardware, software and account management solutions.
Contact PR team for media inquiries. Contact HR for Job related queries.

The PlayStation System is an entertainment system that

PlayStation Support Site enables users to enjoy multiplayer online gaming, stream

live TV, provides a social and messaging network for

9 Q Contact Phone: 1-800-345-7669

(A

%
o I

friends to connect, allows for video streaming services
such as Netflix, Amazon Video, Hulu, YouTube, HBO Now,
NBA TV, and more. Each application has its own privacy

concerns and is susceptible to being breached or hacked.
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