ANDROID PRIVACY SETTINGS

Smartphones and tablets are not
impenetrable. Secure your smartphone
with a password or biometric lock and
utilize apps such as “Find My Device”
or “Prey Anti Theft” to locate lost or
stolen devices.

All smartphones and tablets have
cameras and microphones that can be
remotely activated. Consider your
device when you are in certain places
or having private conversations.
Bluetooth and wireless-capable devices
are convenient but easily exploitable by
hackers. Use a VPN if possible, and
always avoid public wireless networks.

Prior to downloading apps on your device,

read the developer’s permissions. Many
apps request permission to access your
camera, microphone, text messages, and
phone contacts.

Keep location services turned off until
they are needed. Otherwise, your daily

movements are likely being tracked. Don’t

worry, location services are always

available to 911 and first responders even

when turned off.

If you have a google account, you can use

your google credentials to login at

“maps.google.com/location history” to see

your device location history for the last

year or more.

*Note: Due to the existence of varying Android manufacturers, the instructions in this
Smartcard may vary slightly depending on the device being used.

System Update: The most important thing you can do to keep your information secure is to
ensure your device is updated. In order to make sure your Android is up to date with the latest
version, first go to “Settings,” then scroll to the bottom and select “Software Update.”
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Security and Privacy

Under the “Settings” tab, navigate down to your
“Security and privacy” section. Once there it will show
you the section as depicted on the left. If everything is
up to date, you will see the “Looks good” with a green
check mark as depicted next to it. If not there will be a
red “X.” It is recommended to always make sure that
your phone has the most up to date security sections.
Those sections include your “Lock screen,” “Account
security,” “Lost device protection,” “App security,” and
“Updates.” If any of these have the red “X,” the device
will walk you through how to rectify the security issue.
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ANDROID PRIVACY SETTINGS

Locate and control your phone remotely if it's lost or
you forget how to unlock it. To locate or unlock your
phone, go to the website below.

https://smartthingsfind.samsung.com

Allow this phone to be found [ @)
Remote unlock »
Send last location »
Retrieve calls and messages »
Offline finding -

needs.

Security and Privacy

Still under the “Security and Privacy” tab, Click on
the “Lost device protection” tab. Here you can go to
the website listed below to locate or unlock your
device. It is recommended you go through these
settings and choose what is best suited to your

“More security settings,

Permission manager,

Security and Privacy

If you continue to scroll down, you will reach the next sections “Biometrics,” “Auto Blocker,”
additional privacy controls,” and “More privacy
settings.” Starting with Biometrics, you can register with “Face Recognition” and “Fingerprints.” It
is recommended to have facial recognition on, as if someone gets your pin, then they wont be
able to bypass the facial recognition part.

<  Security and privacy Q

Biometrics

Auto Blocker
Keep your phone safe by blo
uspicious activity

More security settings

>ecure Folder, Secure Wi-Fi, and more

Privacy

Permissions used in last 24 hours

g ©

Camera Microphone Location

Permission manager
Allow or deny apps

to access features or data on you

Additional privacy controls

Control access to the camera, microphone, and

More privacy settings

< Biometrics

Face recognition
Regist

Fingerprints

< Auto Blocker

On [ @)

Auto Blocker keeps your phone safe by blocking
threats and other suspicious activity.

Blocks apps from unauthorized stores
Only apps from authorized stores can be installed.
Learn more

Turns on app security checks
Apps installed on your phone will be checked for
malicious activity. Learn more

Blocks commands by USB cable

Auto Blocker

For “Auto Blocker,” it is
recommended to have it
turned on. “Auto Blocker’'s”
function is to block threats
and suspicious activity from
apps and commands by
USB Cables.

Malicious chargers, computers, and other devices
won't be able to send commands to your phone
when connected using a USB cable.

Messaging app protection

Block software updates by USB
cable
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ANDROID PRIVACY SETTINGS

More Security Settings

Under “More security settings,” click on “Secure Folder” if you would like to set it up where your
apps on the device are password, pin, or biometric protected. *Note: If this is enabled, it may
limit some actions, like sharing photos. For “Secure wifi,” it is a built in VPN to your system, if
you are already using a VPN, it is recommended you leave this alone. For “Enhanced data

protection,” you can choose to enable this to protect your cloud data with end to end encryption.

Itis NOT RECOMMENDED to use the “Install unknown apps” feature as you could download

malicious software with it.

< More security settings

Secure Folder

Secure Wi-Fi

Enhanced data protection

Samsung Pass
Jse biometr authentication to verify your identity

Samsung Blockchain Keystore

Install unknown apps

< Enhanced data protection

©
O

v

O

Protect your cloud data with end-to-end encryption
so only your trusted devices can access it. That way,
even if Samsung Cloud gets hacked, no one but you
can access your data.

»

Encrypt backup data @ _

More Privacy Settings

Under “More privacy settings,” navigate
down to “Ads.” Here you can control your
“ad privacy” settings. You are also able
to “Reset advertising ID” and “Delete
advertising ID.” It is recommended that
you “Delete advertising ID,” so that apps
are no longer to gain information from the
ID.

Ad privacy

Customize info apps use to show you ads

Reset advertising ID
This generates a new advertising ID that apps can use

from now on

Delete advertising ID
Apps can no longer use this advertising ID to show you

personalized ads
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ANDROID PRIVACY SETTINGS

Mobile Hotspot, Bluetooth and Wifi

Mobile hotspot devices can be purchased and used for connecting to the Internet remotely, but
without connecting to public wifi, which is always discouraged. Most Android smartphones have
a “hotspot” feature that allows you to connect to the Internet (for instance on your laptop)
remotely. By turning on this feature, your phone uses its cellular data to create a “Wifi Hotspot.”
You can turn this option on and off under “Settings” > “Connections” > “Tethering and Mobile
HotSpot.” Bluetooth is a wireless technology for exchanging data over short distances from fixed
and mobile devices. When Bluetooth is enabled on your device, hackers could gain entry to
your device and obtain contacts, messages, calendars, photos, and notes, or install malware
without you even knowing. To disable Bluetooth, go to “Settings” > “Connections” > and then

turn off “Bluetooth.”

< Connections Q
) ! < Mobile Hotspot and Tethering
6 Connections Wi-Fi ©
Bluetooth e Mobile Hotspot
o Connected devices
) ‘ NFC and contactless payments L @] Bluetooth tethering
Ultra-wideband (UWB) ©

@ Modes and Routines

Airplane mode

m Sounds and vibration

SIM manager

o Notifications
. Data usage

Mobile Hotspot and Tethering

Note: We always recommend avoiding public Wifi networks because they are unsecure. If you
must use one, avoid logging into accounts that require passwords, and use a VPN client to
encrypt online transactions.

Location Services

Settings Q
Whenever you take a photo, data on your

location is saved inside of the photos (called J
EXIF data). When you send that photo to
someone or post it online, data on where you
took the photo may be available to those who 0 Security and privacy
know how to view it. If youpost a picture that etrics + Pern )
you took from your home, anyone that can view
it may be able to figure out where you live and Location
more. tion re
To disable your location from being shared,
select “Settings” and scroll down to “Location.” Safety and emergency
Disable your location services by switching the = Medical info + Wir

toggle to “off.”
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ANDROID PRIVACY SETTINGS

* O C
New tab
New incognito tab

Bookmarks

l History

Request desktop site O
Settings

Help & feedback

Internet Privacy Settings

%  chrome:history

History
Q

Today- Tussday Oztober 25, 2016

H https: f/veww.google. comfurl?sa=tarct=ja. .
B https:#vwww.google.com/url?sa=tarct=j&...
ﬂ hittps:eww.google.com/url?sa=taret=ja...
G hitps: i, gooqle com/search?g=matt

Vesterday - Monday, October 24, 2015

E htps:#www.google.com/url?sa=t&ret=j&...

PR htps W, 000d .com /Tl 75a=tarct=]g...

CLEAR BROWSING DATA.

< (o] a

Clear data from the

beginning of time

Browsing history
4,026 items {and more on synced devices)

Cookies and site data
This will sign you out of most websites

Browser history and cookies are tracked when browsing the web from your mobile devices.
To ensure privacy, open your browser (Chrome) and tap the three dots in the upper right-
hand corner. Tap “History” then “Clear Browsing Data” at the bottom (or top) of the screen.
On the next screen, select the applicable boxes (use the below screen shot as an example)
and tap the blue “Clear Data” button.

Clear data from the

past hour

past day

past week

last 4 weeks

Cached images and files
591 MB

Saved passwords

Autofill form data

CLEAR DATA

(% Youwon' be signed ot of your Goagle account. Your

P Googlh y o s
Sangle account may have ather farms of browsing
history at history. google.com

This clears synced data from all devices. Saved site
settings will not be deleted and may reflect your
browsing habits, Learn mare

beginning of time

_

You have the option
here to tap the drop-
down arrow and select a
date range of data to be
deleted. If you get in the
habit of clearing your
browser history, cookies,
and cache, then taking
this step will become
less important.

Settings Q

@ Digital Wellbeing and parental controls

@ Device care
8 Apps

e General management

0 Accessibility

Application Manager

< Apps

Choose default apps

Samsung app settings

our apps (97)

/\ Android Auto

e AR Doodle
@ AR Emoji

The applications you load access different capabilities on your device, regardless of
whether they are active or working in the background. You can see, and to some degree
control, what access each application has in the “Application Manager.”

Go to “Settings” > “Apps” then tap the app you
want to view. Then tap “Permissions.” This will
show you what permissions are granted when

you accept the user agreement to download the

app. In most instances these permissions can
be controlled individually.

< APP PERMISSIONS

B Contacts
& Microphone

Phone

\%3
BB Storage

@ Amazon Music
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