
IDENTITY THREATS SMART CARD 

UPDATED AUG 2020 

1 

 

 Recommend turning on Two Factor Authentication for all 
devices and accounts that allow such an option 

 Update your devices’ virus protection and your passwords 

 Clear cookies and browser history frequently 

 Update , Update , Update!!! Make sure to allow your device 
to update  to ensure you have the most up to date security 
measures 

 Make sure you backup all your devices.  

 Encrypt your emails 

 Never save credit or debit card information to devices, 
apps, or accounts for quick and easy checkout 

 Verify those emails; most official business emails will not 
ask for your PII or Password...check those links 

 Don’t accept friend requests from strangers  

 Consider using a VPN   

Top Data Breaches of  FY 20 That You Should Be Aware Of 

 Facebook - Sept 2019 & April 2020 

 T-Mobile - Nov 2019 & March 2020 

 Wawa — Dec 2019 

 Microsoft – Jan 2020 

 MGM - Feb 2020 

 Marriott - March 2020 

 Zoom - April 2020 

 National Cardiovascular Partners - April 2020 

 Nintendo - April 2020 

 Mathway - May 2020 

 Claire’s - June 2020 

 Twitter Bitcoin Attack - June 2020 

Things to Consider 

 Any PII Information 

 Your credit report 

 Your child’s credit report 

 Your social media accounts (recommend 
utilizing smartcards to lock accounts down ) 

In Cases of Identity Theft: 

 Notify your bank & credit  card companies  

 Change all passwords including on social 
media 

 Report ID Theft to www.FTC.gov 

 Let friends and family know in case the 
criminal now has access to your emails and 
social media accounts 

 File a Police report  

What to Lock Down Actions to Take in 2020 

 When buying a new car don’t leave all the paper work in the glove compartment or elsewhere in the car .  Criminals who 
break into cars can use that information to steal your identity, not just your car.  

 Consider posting travel (vacation)  photos and information after you return from your trip so criminals don’t know you 
are away and your house is empty. 

 If you are buying or selling something online and it seems too good to be true, chances are it is.  A simple Google search 
of the situation might end up saving you a lot of time and hard earned money. 

 Consider turning off your Wi-Fi as soon as you get into your car to leave your house. #habitscanbegood 

 Consider how many people have access to public Wi-Fi, then consider only using privately secured Wi-Fi. 

 Consider an open-phone policy with your children so you can access their phone anytime and without notice.  Remem-
ber: if you are “friends” with your kids online that’s only half the battle...it’s important to check on their accounts to see 
who and what they are talking about. #keepingourkidssafe  

 It’s always great to donate, but consider verifying the authenticity of a charity and/or website first.  Perhaps visiting an 
official website or calling the official number. 

 Gamers: consider who you are communicating and sharing information with and perhaps limit online gaming interac-
tions to only people you have met face to face.  

 Consider logging off of your email and social media accounts when you are not using them, especially on your computer. 
Doing so will limit the access and abilities of an intruder if they are able to hack in.  #protectyourdata 

**Two researchers have discovered four billion records on at least 1.2 billion people left open on an unsecured server impacting an esti-

mated hundreds of millions of people.  The data however, doesn't include sensitive information such as passwords, Social Security num-
bers, or credit card numbers. It does, nevertheless, contain profiles of hundreds of millions of people that do include home and cell 
phone numbers, associated social media profiles like Twitter, Facebook, and LinkedIn, work histories which appear to have been 
scraped from LinkedIn, almost 50 million unique phone numbers, and 622 million unique email addresses.  
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Actions for the Physical World 

 Be aware of your sur-
roundings 

 Use checks sparingly 

 Invest in a home safe 

 Shred documents, bills, 
and any mail 

 Do not give out your SSN 

 Be mindful of shoulder 
surfers (whether on your phone, computer, at an 
ATM, etc.) 

 Be mindful of credit card skimmers at ATMs and 
Gas pumps 

 Use a locked mailbox 

 Check financial statements frequently 

 Read medical statements 

 Use credit cards instead of debit cards 

 Be sure to sign the back of any credit or debit card 

Useful Resources and Links 

https://www.identityforce.com/blog  
 

https://www.commonsensemedia.org/privacy-
and-internet-safety  

 
https://www.ftc.gov/  

https://identity.utexas.edu/  

https://www.getsafeonline.org/  

https://staysafeonline.org/  

https://www.idtheftcenter.org/  

https://www.irs.gov/  

https://www.usa.gov/identity-theft  

https://www.consumer.gov/articles/1015-
avoiding-identity-theft  

https://www.transunion.com/fraud-victim-
resource/child-identity-theft  

Be sure to check out  https://haveibeenpwned.com/  to see if 

your  personal data, via your email address, has been compromised 

in any data breach. Not all data breaches are included on this web-

site but it’s a great start to owning your Identity. 
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