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ABSTRACT

The average duration of Active Shooter incidents in Institutions of Higher Education
within the United States is 12.5 minutes. In contrast, the average response time of campus
and local law enforcement to these incidents is 18 minutes. In the majority of Active
Shooter incidents affecting U.S. IHEs, the emergency response time greatly exceeds the
incident duration and affords law enforcement authorities no opportunity to interdict the
shooter or prevent further casualties. This stark contrast between response requirements
and response capability produces a considerable delta of dead, injured or potential
victims and provides the unfortunate motivation for this project. The primary focus of
this project is aimed at reducing the Rate of Kill of Active Shooters in U.S. IHEs. This
thesis contains 14 case studies that examine lethal Active Shooter incidents that occurred
in U.S. IHEs, as well as the Oslo and Utoya Island Active Shooter event that occurred in
Norway. Data analysis on each of these incidents revealed facility composition as a
critical vulnerability common to all of these incidents. Accordingly, the recommendations
included in this thesis suggest a practical implementation of facility upgrades capable of

mitigating the deadly effects of Active Shooters.
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LIST OF ACRONYMS AND ABBREVIATIONS

“5C’s” Contain, Control, Communicate, Call SWAT and Create an Immediate
Action Plan.1
AA Affected Area

AHCPR Agency of Health Care Policy and Research
ALERRT Advanced Law Enforcement Rapid Response Training
AP Affected Personnel

CPTED Crime Prevention through Environmental Design
DHS Department of Homeland Security

ERT Emergency Response Team

FBI Federal Bureau of Investigation

HOF High Occupancy Facilities

ICC Incident Command Center

ID Incident Duration

IHE Institution of Higher Education

IVR Initial Vulnerability Rating

NIMS National Incident Management System
NORSOF Norwegian Special Operations Forces

NTOA National Tactical Officer’s Association

PV Potential Victim

PVR Predicted Vulnerability Rating

RK Rate of Kill

RT Response Time

SIRAL Shooter Initiated Response and Automated Lockdown
SOAR Standard of Automated Response

1 Texas State University, Advanced Law Enforcement Rapid Response Training (ALERRT) Manual,
June 2007, 3.
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TA Target Area

TZ Threat Zone
VIM Victim Initiated Mitigation
VIRAL Victim Initiated Response and Automated Lockdown
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DEFINITIONS

“5C’s” Basic principles that dictate actions by the first
responders specifically related to an Active
Shooter incident. The “5 C’s” refer to the
principals of Contain, Control, Communicate,
Call SWAT and Come up with a plan.2

Active Shooter An individual actively engaged in Killing or
attempting to kill people in a confined populated
area typically using firearms.3

Affected Area (AA) Tertiary space defined by the Active Shooter’s
capability to cause harm outside of the Threat
Zone.4

Affected Personnel (AP) All personnel within the Affected Area.>

Conditional Threat Is the type of threat often seen in extortion cases.

It warns that a violent act will happen unless
certain demands or terms are met.6

Direct Threat Identifies a specific act against a specific target
and is delivered in a straightforward, clear, and
explicit manner.”

Emergency Response Team (ERT) Emergency Response personnel capable of
responding to the Active Shooter incident
consisting but not limited to, HOF Security,
Police, SWAT, Fire, Rescue, and other specially
designated response assets.

2 Texas State University, Advanced Law Enforcement Rapid Response Training (ALERRT) Manual, 3.
3 Department of Homeland Security, Active Shooter: How to Respond,” October 2008, 7.

4 Sean K. Hubbard and Charles E. Ergenbright, “Defeating the Active Shooter: Applying Technology
to Reduce the Capability of Armed Shooters in High Occupancy Facilities” (master’s thesis draft proposal,
Naval Postgraduate School, 2011), 5.
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Capability of Armed Shooters in High Occupancy Facilities,” 5.
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Perspective, Quantico, VA: FBI Academy, 7.
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High Level of Threat A threat that appears to pose an imminent and
serious danger to the safety of others.8

High Occupancy Facilities (HOF) A public or private facility containing 100 or
greater occupants or supporting a daily patron
throughput of 100 or greater.®

IHE Campus / Facility IHE grounds, parking lots, buildings (e.g.,
classroom buildings, dining halls, student unions,
research centers, dormitories, fraternity/sorority
houses, other university-sponsored  student
housing), and built venues (e.g., stadiums) that are
owned, leased, operated, or reserved by the IHE
for permanent or temporary use.10

IHE Employee Member of an IHE’s faculty, staff (e.g., mental
health  counselors,  building  maintenance
personnel, campus law enforcement, financial aid
counselors, medical personnel), or administration
(e.g., dean, president, provost, vice president), an
IHE contractor, or an individual employed by an
IHE contractor. 1!

IHE Event IHE sporting, ceremonial (e.g., graduation, award
dinners), entertainment, and educational activities
(e.g., student government meetings) sponsored or
sanctioned by the IHE or an association affiliated
with the IHE.12

8 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment
Perspective, 9.

9 Hubbard and Ergenbright, “Defeating the Active Shooter: Applying Technology to Reduce the
Capability of Armed Shooters in High Occupancy Facilities,” 5.

10 Diana A. Drysdale, William Modzeleski and Andre B. Simons, Campus Attacks: Targeted Violence
Affecting Institutions of Higher Education, U.S. Secret Service, U.S. Department of Homeland Security,
Office of Safe and Drug-Free Schools, U.S. Department of Education, and Federal Bureau of Investigation,
U.S. Department of Justice, Washington, DC, 2010, 16.

11 Drysdale, Modzeleski and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, 16.

12 prysdale, Modzeleski and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, 16.
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IHE Student

Incident Command Center (ICC)

Incident Duration (ID)

Indirect Threat

Institution of Higher Education (IHE)

Kill Ratio

Low Level of Threat

Medium Level of Threat

Individual enrolled in a college or university (e.g.,
undergraduate, graduate, full- and part-time). The
student may still be enrolled at the IHE even
though he or she is not registered for classes at the
time of the incident.13

A manned Communication and Control (C2)
Center.

Elapsed time from Active Shooter’s first shot
fired to threat mitigation.

Tends to be vague, unclear, and ambiguous. The
plan, the intended victim, the motivation, and
other aspects of the threat are masked or
equivocal.14

A postsecondary Title 1V degree or non-degree
granting institution®

The Kill Ratio (KR) has been defined in this
project as the Law Enforcement Response Time
(RT) compared to the Active Shooter Incident
Duration (ID).

A threat that poses a minimal risk to the victim
and public safety.16

A threat that could be carried out, although it may
not appear entirely realistic.1’

13 Drysdale, Modzeleski and Simons, Campus Attacks: Targeted Violence Affecting Institutions of

Higher Education, 16.

14 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment

Perspective, 7.

15 Drysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of

Higher Education, 5.

16 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment

Perspective, 8.

17 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment

Perspective, 9.
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Potential Victim (PV)

Rate of Kill (RT)

Response Time (RT)

Target Area (TA)

Targeted Violence

Threat Zone (TZ)

Veiled Threat

Personnel within the Target Area or Threat Zone
who have not been injured or killed.18

Rate at which victims are killed by an Active
Shooter during a given incident.

Elapsed time from Active Shooter’s first shot
fired to when first responders are capable of
mitigating the threat.

Primary space defined by the range of the Active
Shooter’s capability to injure or kill.19

Any incident of violence where a known or
knowable attacker selects a particular target prior
to their violent attack.20

Secondary space defined by the Active Shooter’s
capability to relocate in order to injure or kill.21

One that strongly implies but does not explicitly
threaten violence and clearly hints at a possible
violent act, but leaves it to the potential victim to
interpret the message and give a definite meaning
to the threat.22

18 Hubbard and Ergenbright, “Defeating the Active Shooter: Applying Technology to Reduce the
Capability of Armed Shooters in High Occupancy Facilities,” 5.

19 Hubbard and Ergenbright, “Defeating the Active Shooter: Applying Technology to Reduce the
Capability of Armed Shooters in High Occupancy Facilities,” 5.

20 United States Secret Service, United States Department of Education, The Final Report and
Findings of the Safe School Initiative: Implications for the Prevention of School Attacks in the United

States, May 2002, 4.

21 Hubbard and Ergenbright, “Defeating the Active Shooter: Applying Technology to Reduce the
Capability of Armed Shooters in High Occupancy Facilities,” 5.

22 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment

Perspective, 7.
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Victim Initiated Mitigation (V1M) A mechanism by which a victim or potential
victim can initiate a combination of immediate
mechanical lockdown responses accompanied
with a standardized emergency response resulting
in the containment and control of Target Areas
and Threat Zones, as well as activation of a
standardized Emergency Action Plan.23

Victim Personnel within the Target Area who have been
injured or killed.24

23 Hubbard and Ergenbright, “Defeating the Active Shooter: Applying Technology to Reduce the
Capability of Armed Shooters in High Occupancy Facilities,” 5.

24 Hubbard and Ergenbright, “Defeating the Active Shooter: Applying Technology to Reduce the
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l. INTRODUCTION

A. BACKGROUND

At 7:15 on a snowy April morning, a lone gunman entered West Ambler Johnston
Dormitory, proceeded to Room 4040, and killed two students. Two hours and 25 minutes
later, the same gunman, armed with two semi-automatic pistols entered Norris Hall and
fired 174 rounds killing 33 and seriously injuring 17 students and faculty members in a
terrifying 11-minute rampage spanning five classrooms. Although 14 campus security
officers are on duty at the time of the incident, and the local police department, consisting
of 56 officers, was located 0.7 miles from the incident, authorities were helpless to
interdict the shooter for the entire duration of the incident that lasted two hours and 36
minutes. As the gunman continues to hunt and fire upon new victims throughout the halls
and classrooms of Norris Hall, students and faculty had no means to stop the massacre.
This terrifying event only ended when the gunman finally turned one of his weapons on

himself and committed suicide.

Tragically, the above summary of events is not a fictional account. The gunman
described was Seung Hui Cho, the university depicted is Virginia Tech, and the 33 dead
and 17 injured students and faculty constitute the unfortunate reality of the deadliest
school shooting in American history. Equally as alarming as this account, is the fact that
this is not a singular instance but rather one instance in a series of preventable tragedies
of this magnitude. In fact, instances of targeted violence in American Institutions of
Higher Education (IHE’s) are a growing phenomenon.2> While this violent trend has
experienced a sharp increase in recent years, there has been no introduction of new
technology or tactics capable of mitigating the effects of an Active Shooter, such as Cho.
These effects are devastating and threaten every student in America. Although this issue
has received much greater attention from Law Enforcement and educational authorities,
the primary focus of Active Shooter mitigation in American IHEs has been on

improvements regarding preemptive mental health capabilities, alerting infrastructure and

25 Drysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, Table 3.
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procedures, and Law Enforcement force structure and tactics. The intent of this project is
not to take away from any of these valuable and necessary improvements to IHE
prevention and response security measures. Instead, the primary contention of this
research is that although these improvements may afford the IHE considerable gains in
general security and alerting efficiency, none of these improvements are likely to be
effective at mitigating the effects of an Active Shooter. Furthermore, this research
indicates that the only effective means of reducing the effects of an Active Shooter is
with implementation of a Victim Initiated Mitigation (VIM) system accompanied by a

prescribed set of automated and standardized responses.

B. SCALE OF THE PROBLEM

Since 1909, there have been 272 acts of targeted violence on 218 different college
and university campuses throughout the U.S. These incidents resulted in 279 deaths, 245
injuries, as well as millions of dollars in civil service expenditures.26 With over 6,500
postsecondary Title IV Institutions of Higher Education (IHES) in the United States; a
total of over 17.8 million students and 3.6 million staff, faculty, and visitors are at risk of
becoming potential Active Shooter victims.27 The average duration of an Active Shooter
incident in U.S. IHEs is 12.5 minutes. In contrast, the average response time of campus
and local law enforcement to each of these incidents was 18 minutes. 28 In the majority of
Active Shooter incidents affecting U.S. IHEs, the emergency Response Time greatly
exceeded the Incident Duration affording law enforcement authorities no opportunity to
interdict the shooter or prevent further deaths or injuries sustained by university students,
staff and faculty. This stark contrast between response requirements and response
capability produces a considerable amount of dead, injured or potential victims and

provides the unfortunate motivation for this project. The primary focus of this project is

26 pDrysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education.

27 Thomas D. Snyder, Sally A. Dillow, and Charlene M. Hoffman, “Digest of Education Statistics
2008,” (NCES 2009-020), Washington, DC: National Center for Education Statistics, Institute of
Education Sciences, U.S. Department of Education, March 2009, http://nces.ed.gov.

28 Drysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, Table 6.



aimed at reducing the Kill Ratio of Active Shooter incidents in U.S. IHEs. The Kill Ratio
(KR) has been defined in this project as the Law Enforcement Response Time (RT)

compared to the Active Shooter Incident Duration (ID).

C. SCOPE

The Active Shooter threat is a potential danger to all who occupy IHEs and HOFs
both domestically and internationally. In order to formulate any reasonable
recommendations based on commonalities identified through detailed analysis of factors
pertaining to Active Shooter incidents, the scope of this research must be focused. First,
the scope of research was restricted to Active Shooter incidents occurring in U.S. IHEs
only. IHEs were selected as the refined scope environment because the majority of
compiled data and the greatest number of single incident fatalities in reference to Active
Shooter incidents pertain to incidents that have occurred in educational institutions.
Additionally, this project’s research scope was confined to IHEs in order to incorporate
the full spectrum of variables for Active Shooter incidents and to collect data that is
representative and relevant to the widest variety of building types and institutions with
varied and complex facility blueprints, as well as different campus configurations. The
purpose for limiting the research scope of this project to only U.S. IHEs was to
standardize as many environmental variables as possible. This standardization is
accomplished within U.S. IHEs through fire code compliance, building code compliance,
and common language. In an effort to achieve the end state of this research, which is to
present a feasible solution capable of reducing the Rate of Kill of an Active Shooter
incident, the research scope was again refined to only lethal Active Shooter incidents in
IHEs. In an effort to separate instances that represent the Active Shooter problem from
accidental and common criminal shootings occurring in IHEs, the research scope was
again limited to Active Shooter incidents occurring in U.S. IHEs resulting in two or more
fatalities. This final narrowing of the research scope resulted in identification of 14 IHEs

that met the initial selection criteria.

Although this refined research scope is used to limit the conceptual scope of this

project to U.S. IHEs, the Active Shooter threat exists in environments other than strictly
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university campuses and IHEs to include any High Occupancy Facility. Therefore, the
application of the proposed Victim Initiated Mitigation (VIM) system may be highly
exportable and capable of achieving the same effects in a myriad of facilities and
environments. As a result, this project will routinely compare events and findings
associated with IHEs to High Occupancy Facilities (HOFs) in order to demonstrate the

exportability of this concept.

High Occupancy Facility (HOF) Relevance:

Active
Shooter

Scenario

Military
Installations

Chain Stores

Figure 1.  Active Shooter Relevance Chart, Depicting Relevance of the Active
Shooter Problem and Exportability of the Solution to All High Occupancy
Facilities

D. RESEARCH QUESTIONS

In consideration of the significance and scope of Active Shooter mitigation

requirements, we propose the following research question:



. Can a victim-initiated system accompanied by a prescribed set of
automated and standardized responses reduce the Rate of Kill of an Active
Shooter?

Current control measures for Active Shooters are not sufficient to reduce the Rate
of Kill, nor have they proved any more useful in improving the Response Time of local
Law Enforcement. With those two factors remaining relatively constant over time,
despite implementation of improved control measures at university campuses; the Active
Shooter Incident Duration has remained virtually unaffected. Therefore, if the Incident
Duration remains unaffected, and the Response Time remains greater than the incident
itself, it is reasonable to infer that the only current variables capable of affecting the Rate
of Kill are the motivations and capabilities of the Active Shooter. As a result, current
security measures must be augmented or reinforced in some new way in order to decrease
Response Time and Incident Duration of Active Shooter scenarios in order to provide an
appropriate level of security for students, faculty and staff in American colleges and
universities. This project proposes an augmentation to the current Active Shooter
response Standard Operating Procedures involving facility upgrades sufficient to meet the

changing security requirements of U.S. IHEs.
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1. METHODOLOGY

This project will examine historical examples of Active Shooter scenarios in
Institutions of Higher Education (IHEs) in order to identify common variables and
contributing factors that either increased or decreased the Rate of Kill in each of the
selected case studies. To conduct this comparison, historical case studies representing the
full spectrum of variables and contributing factors were selected. Once selected, all case
studies were examined individually, as well as compared to each other in order to

determine variable similarity and relative effect on the Rate of Kill.

A. CASE STUDY SELECTION

Case study selection was a four-phase process. First, the scope of research was
refined to Active Shooter incidents occurring in U.S. IHEs resulting in two or more
fatalities. The second phase of case study selection consisted of variable identification.
As the result of an exhaustive literature review of Active Shooter incidents occurring in
U.S. IHEs, no list of common variables or credible comparison with relevance to
affecting the Rate of Kill for lethal Active Shooter incidents occurring in IHEs was found.
Therefore, we identified and selected variables that directly contributed to fatalities in all
of the case studies within the refined research scope. The third phase of case study
selection included data entry and application of utility theory in order to assign lethality
ratings to each of the selected case studies. In the fourth phase of case study selection all
case studies meeting the parameters outlined in our refined research scope were
compared and ranked from least lethal to most lethal. As a result, case studies were
selected based on the relative “lethality” of each incident. The question driving this
comparative research is, “what makes one Active Shooter incident more lethal than
another?” In an effort to answer this question, the initial list of 11 Lethality Comparison
Variables listed in Table 2 were determined by extracting influential variables from the
Report of the Review Panel presented to Governor Kaine of the Commonwealth of
Virginia in August of 2007 regarding the Mass Shootings at Virginia Tech. Additionally,

through the application of Utility Theory, weighted or ordinal values were also assigned



to these variables based initially on the authors’ professional experiences gained through
a combined 31 years of military service, 14 years of Army Special Forces tactical
experience, and conduct of numerous Threat Vulnerability Assessments on Forward
Operating Bases, foreign military installations, and U.S. embassies. These variables were
then validated at the 2011 ALERRT Active Shooter Conference in San Marcos, Texas.
These variables are listed in order of their relative effect on the lethality of each incident
(11 = Highest, 1 = Lowest). Based on the lethality comparison and resulting “Lethality
Rating,” Virginia Tech was selected as our baseline case study.

Initial Lethality Comparison Variables

Variable Ordinal Value
Number of Persons Killed 11
Number of Persons Injured 10
Number of Shots Fired 9
Active Shooting Duration (Min) 8
Number of Rooms Affected 7
Number of Buildings Affected 6
Number of Shooters Affected 5
Incident Duration (Min) 4
Response Time (Min) 3
Alert Time (Min) 2
Emergency Response Team Notification (Min) | 1

Table 1.  Lethality VVariable Comparison Table Used to Select IHEs to be Utilized As
Case Studies
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Figure 2.  Lethality Rating Chart Depicting Relative Incident Lethality Utilizing
Utility Theory to Compare All Selected IHEs Meeting the Perimeters of
the Refined Research Scope.

B. CASE STUDY COMPARISON

The selected case studies were compared in a three-phased analysis utilizing
Utility Theory in order to identify the relative vulnerability of each case study. First, a
comprehensive list of variables that contribute to the vulnerability of IHEs to Active
Shooter incidents was developed, weighted and validated in the same manner as the
lethality variables. Second, these variables were assessed through the application of
Utility Theory to all selected case studies in order to gain an accurate perspective and
assign an Initial Vulnerability Rating of each IHE prior to the incident. Finally, these
variables were again assessed in each case study through the application of Utility Theory
in order to reflect potential vulnerability incorporating the proposed facility upgrades and
automated response included in the recommended Victim Initiated Mitigation system and
assign a Predicted Vulnerability Rating. The variable categories for this comparison were

divided into categories and include:



Vulnerability Variable Comparison

Variable Ordinal Value | Variable Ordinal Value

Communicated Threat TBD Number of Persons Killed TBD

Physically Aggressive Acts TBD Number of Persons Injured | TBD

Alarming Behavior TBD Number of Shots Fired TBD

Mental Illness/DSM TBD Active Shooting Duration TBD

Diagnosis/Medications (Min)

Drug Abuse TBD Number of Rooms Affected | TBD

Number of Shooters TBD Number of Buildings TBD
Affected

Shooter Demographics TBD Number of Shooters TBD
Affected

Campus Demographics TBD Incident Duration (Min) TBD

Campus Police Emergency Response TBD Response Time (Min) TBD

Capability

Local Law Enforcement Emergency TBD Alert Time (Min) TBD

Response Capability

University Violent Crime Rates TBD Emergency Response Team | TBD
Notification (Min)

Local Violent Crime Rates TBD

University Security Level TBD

Table 2. Vulnerability Comparison Table Depicting the Categories of Comparison for
Assignment of Vulnerability Ratings to Case Studies

The goal for this comparative research is to identify variables that directly affect
the Rate of Kill of Active Shooter incidents and to highlight a feasible solution capable of
enhancing or reducing those variables. Additionally, the IHEs and HOFs included as case
studies for this project will be used to represent the full spectrum of data needed to
accurately analyze the proposed hypotheses of this project and make meaningful
recommendations. In order to accomplish this, the unfortunate stories of each of these
incidents need to be told and analyzed. In the process, hard questions will be asked and
uncomfortable realities may be revealed. However, the intent of this project and the
research that supports it is only to prevent or reduce similar future incidents and is
collected and presented with somber remembrance of the victims of each incident. In no
way do we intend to defame, discredit, or assign blame to anyone involved in these

incidents.

C. LITERATURE REVIEW SUMMARY

A wide separation of thought exists concerning mitigation of the Active Shooter.
The principle proponents of thought relating to Active Shooter mitigation include Law
10




Enforcement agencies and organizations, the FBI, the Department of Homeland Security,
the U.S. Secret Service and finally, the Department of Education and the Department of
Justice. Each agency has its own methodology for mitigating Active Shooters in IHES
and HOFs and, as a result, three primary positions emerge.

1. Prevention/Preemption and Mental Health Intervention

The U.S. governmental proponents of prevention/preemption and mental health
focused intervention for Active Shooter mitigation are the U.S. Department of Education,
U.S. Department of Justice, U.S. Secret Service, and the Federal Bureau of Investigation.
The U.S. Department of Education’s support of a preventative and preemptive strategy
with strong emphasis on mental health intervention as the most effective means of
mitigating Active Shooters in IHEs is clearly stated in the Action Guide for Emergency
Management at Institutions of Higher Education.2® The recommendations made by the
Department of Education in this Action Guide are further supported by the National
Institute for Mental Health, U.S. Department of Health and Human Services, U.S.
Department of Defense, U.S. Department of Veterans Affairs, U.S. Department of
Justice, and the American Red Cross in their report on Evidence-Based Early
Psychological Intervention for Victims/Survivors of Mass Violence.30 Accordingly, in
response to the increasing threat of targeted violence in schools, the DOE designed their
Emergency Action Plan in accordance with FEMA’s four phases of emergency
management; of which, phases one and two consist of prevention and preemption

methods and mental health focused intervention.3!

The U.S. Department of Education also worked closely with the U.S. Secret
Service in order to establish a practical approach to Active Shooter mitigation in IHES
and this effort resulted in the Safe Schools Initiative. The preventative and preemptive
focused threat mitigation objectives and recommendations of the Safe Schools Initiative

29 U.S. Department of Education, Office of Safe and Drug-Free Schools, Action Guide for Emergency
Management at Institutions of Higher Education.

30 National Institute of Mental Health, Mental Health and Mass Violence: Evidence-Based Early
Psychological Intervention for Victims/Survivors of Mass Violence. A Workshop to Reach Consensus on
Best Practices, 8.

31 FEMA’s State and Local Guide SLG 101: Guide for All-Hazards Emergency Operations Planning.
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are clearly articulated in the USSS publication entitled The Final Report and Findings of
the Safe School Initiative: Implications for the prevention of School Attacks in the United
States.32 The basis for the USSS preemptive Active Shooter mitigation strategy is
focused on disrupting the Individual Violence Process before intense feelings manifest
into ideas of justified violence and violent action.33 Both the USSS and the DOE posit
that disruption of this process for potential Active Shooters in U.S. IHEs can be
accomplished by identifying pre-attack behaviors and communications that could be
detectable for future attacks. Much of the USSS literature regarding Active Shooter
mitigation identifies incident prevention as the primary means by which the effects of an
Active Shooter can be mitigated or avoided. This level of prevention is sought through
profiling, detailed threat assessments and preparation aimed at reducing the response time
of law enforcement.34 This methodology is in keeping with the US Secret Service ability

to protect dignitaries, but is very resource intensive.

The USSS developed three assessment approaches as methods of identifying these
behaviors and disrupting the Individual Violence Process for potential Active Shooters in
IHEs. These assessment approaches, consisting of profiling, guided professional
judgment, and automated decision making, are clearly defined and analyzed for
effectiveness and feasibility by the USSS and the DOE in the publication entitled
Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches.35> Although preemptive measures, such as the ones
outlined in the USSS’ three assessment approaches have many potential benefits, the
DOE, DOJ, as well as many other education and mental health organizations denounced
some of these practices in their published action guide entitled Early Warning, Timely

32 United States Secret Service, United States Department of Education, The Final Report and
Findings of the Safe School Initiative: Implications for the Prevention of School Attacks in the United
States, ii.

33 Mayhugh, “Active Shooters: Behavior, Conditions, and Situations.”

34 Drysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, 19-22.

35 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches.”
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Response: A Guide to Safe Schools.36 Further criticism of these practices regarding
Active Shooter profile reliability is addressed by the USSS, DOE, and FBI in their
collaborative publication entitled Campus Attacks: Targeted Violence Affecting
Institutions of Higher Education.

Despite the many advantages afforded by a properly implemented and resourced
prevention/preemption strategy and effective early intervention of Active Shooters
through IHE mental health augmentations, many limitations also restrict this
methodology. Some of the resource limitations encountered with implementation of a
mental health focused preventative and preemptive strategy in IHEs are outlined by the
Suicide Prevention Resource Center in their publication entitled, Promoting Mental
Health and Preventing Suicide in College and University Settings.37 Further limitations
to such practices regarding civil liberties and Privacy Act considerations for students,
staff and faculty members of IHEs is detailed by the Family Policy Compliance Office, a
sub-committee of the DOE, in their guide entitled Balancing Student Privacy and School
Safety: A Guide to the Family Education Rights and Privacy Act for Colleges and
Universities.38 As a result of these obstacles, and the lack of empirical research related to
risk factors regarding targeted school violence, the USSS and DOE admit that a
preventative and preemptive strategy supported by effective mental health capabilities
will be difficult to implement or sustain as an effective means of early intervention of
Active Shooters in IHEs.

The U.S. Department of Justice (DOJ) focuses its research in the mental health
sector and maintain that the ability to identify or rehabilitate potential active shooters is
the optimal method for mitigating or preventing the effects of an Active Shooter.3° The
DOJ, Federal Bureau of Investigation (FBI), Critical Incident Response Group (CIRG),

36 Dwyer, Osher, and Warger, Early Warning, Timely Response: A Guide to Safe Schools, 7.

37 Suicide Prevention Resource Center, Promoting Mental Health and Preventing Suicide in College
and University Settings, 20.

38 U.S. Department of Education, Family Policy Compliance Office, “Balancing Student Privacy and
School Safety: A Guide to the Family Education Rights and Privacy Act for Colleges and Universities.”

39 Michael O. Leavit, Alberto R. Gonzales, and Margaret Spellings, “Report to the President: On
Issues Raised by the Virginia Tech Tragedy,” Department of Human Services, Department of Education,
Department of Justice (June 2007): 10-16.
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and the National Center for the Analysis of Violent Crime (NCAVC) also present a threat
assessment model in their collaborative publication entitled The School Shooter: A Threat
Assessment Perspective.40 However, this recommendation is subject to criticism as well
regarding the discrepancy between the total number of incident of targeted violence on
U.S. IHEs and the low occurrence of issued threats prior to the incident. This criticism
was addressed by the DOE, DHS, FBI, and Secret Service in their collaborative review
entitled Campus Attacks: Targeted Violence Affecting Institutions of Higher Education.4!
The DOJ and FBI also further elaborate on the shortages and limitations of a mental
health focused method of Active Shooter prevention/preemption that make many of the

recommendations included in the preceding documents impractical.42

2. Tactical Intervention

The state and federal organizations and associations who assert that a tactical
response is the most effective means of Active Shooter mitigation in IHEs include local
Law Enforcement agencies, as well as police tactical organizations, such as the National
Tactical Officer’s Association (NTOA) and the North American S.W.A.T. Training
Association (NASTA), and Active Shooter response training organizations, such as
Advanced Law Enforcement Rapid Response Training (ALERRT). The argument for
tactical intervention of Active Shooters in IHEs as the most effective form of mitigation
is centered on the ability to impose the “5 C’s”: Contain, Control, Communicate, Call
SWAT and Create an immediate action plan.43 This strategy is focused on maximizing
the effectiveness of Law Enforcement and campus police in order to quickly interdict the
active shooter. The need for this measure of tactical response was identified during the
University of Texas Tower shooting in 1966 and Law Enforcement agencies have

continually evolved and improved their tactics and Standard Operating Procedures to

40 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment
Perspective, iii—7.

41 Drysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, 10.

42 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment
Perspective, 6-26.

43 Texas State University, Advanced Law Enforcement Rapid Response Training (ALERRT) Manual,
3.
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meet the emerging Active Shooter threat ever since. Current tactical response standards
and recommendations regarding tactical intervention of Active Shooters in IHEs were
published by the International Association of Chiefs of Police and the Bureau of Justice
Assistance, and the U.S. Department of Justice in their guide entitled Guide for

Preventing and Responding to School Violence.44

However, disproportional preparation and preparedness for the Active Shooter
threat versus other persistent threats in IHEs preclude this strategy from effectively
reducing the Rate of Kill in Active Shooter scenarios. This discrepancy is highlighted in
LTC(R) Dave Grossman’s critique of IHE preparedness for Active Shooter threats as
compared to fire prevention and mitigation measures currently implemented in IHEs in
his article entitled School Shooting Contingency Plans & Considerations.4> As a result,
no current policy, alerting procedure, or active control measure has been able to assist
Law Enforcement in the mitigation of the Active Shooter threat. Accordingly, the DOE
places no emphasis on Law Enforcement tactical response and integration with campus
police or SROs as part of a crisis response plan their publication entitled Creating Safe
and Drug-Free Schools: An Action Guide.48 Additionally, no current national standard
exists for the hiring criteria or training requirements for campus law enforcement
officers.47 Further limitations of this strategy are also identified by the U.S. Department
of Homeland Security and the Federal Emergency Management Agency in their guideline

for the National Incident Management System.48

3. Research Void: Victim Initiated Mitigation

As a result of this comprehensive literature review, which considers the principle
positions of every relevant U.S. authority regarding Active Shooter mitigation in IHEs,

prevention/preemption and tactical intervention emerged as the two primary arguments

44 Kramen, Massey, and Timm, Guide for Preventing and Responding to School Violence, 24.
45 Grossman, “School Shooting Contingency Plans & Considerations.”

46 U.S. Department of Education, U.S. Department of Justice, “Creating Safe and Drug Free Schools:
An Action Guide,” September 1996, http://www.ed.gov.

47 Bromley, “Policing Our Campuses: A National Review of Statutes,” 7.

48 Department of Homeland Security, National Incident Management System, 24.
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for effective mitigation. However, the research void regarding Active Shooter mitigation
in IHEs and HOFs identified by this project is the lack of a victim initiated means of
Active Shooter mitigation. Although the U.S. Department of Homeland Security
identifies the potential victim as the most influential factor for mitigation or defeat of an
active shooter, they also call attention to the fact that victims and Potential Victims are
the least prepared or capable first responders and only recommend victim action as a last
resort.49 DHS further outlines their recommendations for actions to be taken in the event
of an active shooter incident in order to facilitate survivability in their guide entitled
Active Shooter: How to Respond.®0 When compared to other persistent threats in U.S.
IHEs, such as fire, although a similar argument could be made regarding the inability for
victims and Potential Victims to respond as most are not qualified fire fighters, when
President Truman convened the President’s Conference on Fire Prevention; victim
initiated response measures were identified as critical components to an effective threat
mitigation plan.51 The level of effectiveness experienced in IHEs regarding fire
prevention and mitigation that reduced fire casualties from 10,000 annually in IHES and
HOFs prior to 1946 to zero after 1958 was articulated by DHS and the U.S. Fire
Administration National Fire Data Center in their publication entitled School Fires.52
After considering this dramatic effect, the lack of a victim initiated means for mitigating
the current threat of Active Shooters in IHEs is apparent and provides the focus for the
recommendations made in this thesis. The remainder of this thesis will present arguments
against the prevention/preemption and tactical focused means of mitigation, expound on
the methodological void identified by the literature review, and argue for a victim-
initiated system coupled with standardized and automated responses as the most effective

means of reducing the Rate of Kill in Active Shooter scenarios.

49 Department of Homeland Security, Active Shooter: How to Respond, 9.
50 Department of Homeland Security, Active Shooter: How to Respond, 7.
51 Fleming, The President’s Conference on Fire Prevention Action Program.

52 U.S. Department of Homeland Security, U.S. Fire Administration National Fire Data Center,
“School Fires.”

16



4, Project Justification

In recognition of evolving threats, such as Active Shooters in U.S. IHEs and
HOFs, the President of the United States, Barack Obama is recorded in the U.S. National
Security Strategy as stating,

At home, the United States is pursuing a strategy capable of meeting the
full range of threats and hazards to our communities.” “We are investing
in operational capabilities and equipment, and improving the reliability
and interoperability of communications systems for first responders.”
“That is why we are pursuing initiatives to protect and reduce
vulnerabilities in critical infrastructure, at our borders, ports, and airports,
and to enhance overall air, maritime, transportation, and space and cyber
security.>3

Secretary of Defense Robert Gates also presented his initial guidance for meeting
the challenges of difficult problems to national security, such as the Active Shooter threat

in the National Defense Strategy stating,

However, as the spreading web of globalization presents new
opportunities and challenges, the importance of planning to protect the
homeland against previously unexpected threats increases. Meeting these
challenges also creates a tension between the need for security and the
requirements of openness in commerce and civil liberties. On the one
hand, the flow of goods, services, people, technology and information
grows every year, and with it the openness of American society. On the
other hand, terrorists and others wishing us harm seek to exploit that
openness. >4

Chairman, Joint Chiefs of Staff, Major General Mullen confirmed these concerns
articulated by the President and Secretary of Defense and addressed them in the National
Military Strategy by stating, “there are no more vital interests than the security of the

American people, our territory, and our way of life.”>5

53 President of the United States, Barack Obama, National Security Strategy, May 2010, 17.
54 Secretary of Defense, Robert Gates, National Defense Strategy, June 2008, 6.

55 Chairman, Joint Chiefs of Staff, M. G. Mullen, The National Military Strategy of the United States
of America, Redefining America’s Military Leadership, February 2011, 5.
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In recognition of these threats, Secretary of Defense Robert Gates delineated his
guidance for military preparedness in order to protect the U.S. national security against
threats, such as Active Shooters in the Quadrennial Defense Review as he stated,

The experiences of the past several years have deepened the realization

that state- and non-state adversaries alike may seek to attack military and

civilian targets within the United States. Protecting the nation and its

people from such threats requires close synchronization between civilian
and military efforts.56

In an effort to further define the Department of Defense’s strategy for mitigating
the threat of domestic terrorism and Active Shooter incidents, U.S. Northern Command
and North American Aerospace Defense Commander Admiral James Winnefeld stated in
the NORTHCOM Posture Statement that,

To help prevent acts of terrorism, we are working to improve information

sharing to better position ourselves to preemptively detect and protect

against these threats, particularly in regard to our military bases and other
infrastructure. We are fully implementing the relevant recommendations

of the Department of Defense Independent Review Related to Fort Hood,

and have made progress over the last year in our ability to rapidly

disseminate threat information to DOD installations when required. In the

wake of a terrorist event, we are prepared to support civil authorities, as

directed, to assist in mitigating the consequences.>’

Although we agree with the general intent of these statements and believe that
strategic emphasis is well placed on evolving and dynamic threats of domestic terrorism
and Active Shooters in U.S. IHEs and HOFs, we also have found no clear plan articulated
in any of the five primary U.S. national security documents which prescribes an
operational standard with capacity to accomplish the desired level of security and
readiness. It is our hope that the recommendations included in this thesis which are based
on our case study analysis of the most lethal Active Shooter incidents which have taken
place on U.S. IHEs will present a clear plan capable of mitigating the effects of Active

Shooters in support of U.S. national security priorities.

56 secretary of Defense, Robert Gates, Quadrennial Defense Review Report, February 2010, 18.

57 Admiral James A. Winnefeld, Jr., U.S. Navy , Commander, U.S. Northern Command and North
American Aerospace Defense Command, Testimony Before the House Armed Services Committee, March
30, 2011, 4.
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1. HYPOTHESES

In order to answer the research question, we have explored and tested the

following hypotheses.

A. HYPOTHESIS 1: PREVENTION/PREEMPTION OF THE ACTIVE
SHOOTER ALONE IS INSUFFICIENT TO REDUCE THE RATE OF KILL

The Department of Education, Department of Justice, the U.S. Secret Service and
the Federal Bureau of Investigation posit that a prevention/preemption strategy is the
most effective means of reducing the Rate of Kill of an Active Shooter incident.
However, a pure prevention/preemption strategy consisting of mental health screening
and care coupled with increased efforts to identify and mitigate an Active Shooter prior to
the incident is subject to a multitude of factors and considerations that preclude it from
being an effective means of mitigation. A prevention and preemption strategy capable of
effectively accomplishing these tasks is impractical for an already overburdened and
underfunded aspect of student health. Although homicide is the second leading cause of
death for U.S. college students and campus-counseling centers report sharp increases in
serious psychological needs, most of the mental health services required to address these
needs are referred to off-campus care providers and are limited to the extent of student
insurance coverage.>8 Additionally, most university counseling centers do not have a full-
time crisis management response system in place or qualified psychiatric coverage
capable of implementing an effective prevention program for campus violence.>® As a
result, in order to effectively mitigate potential effects of Active Shooters in U.S. IHES
through a mental health focused prevention/preemption strategy, the necessary
enhancements to existing capabilities would require an unrealistic commitment of time

and money.

58 Suicide Prevention Resource Center, Promoting Mental Health and Preventing Suicide in College
and University Settings, Newton, MA: Education Development Center, Inc., 2004, 14.

59 suicide Prevention Resource Center, Promoting Mental Health and Preventing Suicide in College
and University Settings, 20.

19



In addition to the exorbitant costs and extreme resourcing an effective mental
health focused prevention/preemption strategy would require, mental health professionals
and organizations are also not predisposed to prevent acts of mass violence, such as
Active Shooter incidents. Instead, the primary focus for mental health organizations is on
repairing psychological trauma in a post-incident environment. According to the National
Institute for Mental Health, “early intervention is defined as any form of psychological
intervention delivered within the first four weeks following incidents of mass violence or
disasters.”60 Although optimal early mental health assessments and interventions are
conducted within a hierarchy of needs, these provisions are provided in a post-incident
environment. Accordingly, the hierarchal requirements of survival, safety, security, and
physical health would only be afforded to survivors and would have no preventative
value for Potential Victims in a pre-incident environment.61 As per the Guidance for
Timing of Early Intervention for incidents of Mass Violence, the pre-incident phase
published by the National Institute for Mental Health includes no mental health screening
or active control measures capable of effectively mitigating the potential effects of an
Active Shooter. In fact, the only mental health screening mentioned by the U.S.
Department of Health and Human Services, U.S. Department of Defense, U.S.
Department of Veterans Affairs, U.S. Department of Justice, and the American Red Cross
in their report on Evidence-Based Early Psychological Intervention for Victims/Survivors
of Mass Violence is for survivors in a post-incident environment. 62 According to the
literature review of this report and only examining the 47 cases receiving an “A” grade
according to the Agency of Health Care Policy and Research’s (AHCPR) Levels of
Evidence and excluding the 16 cases in which the mental health response exceeded one

year, the average response time to the incidents of acute stress included in this study was

60 National Institute of Mental Health, Mental Health and Mass Violence: Evidence-Based Early
Psychological Intervention for Victims/Survivors of Mass Violence. A Workshop to Reach Consensus on
Best Practices, (NIH Publication No. 02-5138), Washington, DC: U.S. Government Printing Office, 2002,
1.

61 National Institute of Mental Health, Mental Health and Mass Violence: Evidence-Based Early
Psychological Intervention for Victims/Survivors of Mass Violence. A Workshop to Reach Consensus on
Best Practices, 2.

62 National Institute of Mental Health, Mental Health and Mass Violence: Evidence-Based Early
Psychological Intervention for Victims/Survivors of Mass Violence. A Workshop to Reach Consensus on
Best Practices, 8.
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63 days post trauma.®3 Although the psychological assistance rendered in each of these
instances is invaluable to those who receive it, it is imprudent to expect these capabilities

to protect potential victims in a pre-incident environment.

The U.S. Department of Education designed their Emergency Action Plan in
accordance with FEMA’s four phases of emergency management: Prevention-Mitigation,
Preparedness, Response, and Recovery.%4 Within the Prevention-Mitigation phase of the
Department of Education’s Emergency Management Plan, counseling and mental health
services are prescribed only for identification and training of appropriate staff to provide
developmentally and culturally appropriate mental health services to the university
population. Additionally, training for mental health staff members on specific
interventions and basic training of university professors and staff members on available
resources, common reactions to trauma, and early warning signs of potentially dangerous
individuals are key components of this plan. Although the Department of Education also
places particular emphasis on development of support structure and partnership
agreements, as well as template letters for alerting students, parents, families, staff, and
the community to emergencies; none of these capabilities offer a practical or standardized
capacity for effectively preventing Active Shooter incidents in U.S. IHEs.65

In a collaborative effort to establish a practical approach to mitigating the effects
of Active Shooters in U.S. IHEs, the U.S. Department of Education and the U.S. Secret
Service produced the Safe Schools Initiative. This initiative made recommendations
based on a comprehensive examination of the thinking, planning, and other behaviors of
students who had committed school shootings.6¢ These prevention and preemption efforts

focused on disrupting the Individual Violence Process. This process consists of an

63 National Institute of Mental Health, Mental Health and Mass Violence: Evidence-Based Early
Psychological Intervention for Victims/Survivors of Mass Violence. A Workshop to Reach Consensus on
Best Practices, Table 1.

64 FEMA’s State and Local Guide SLG 101: Guide for All-Hazards Emergency Operations Planning,
September 1996.

65 U.S. Department of Education, Office of Safe and Drug-Free Schools, Action Guide for Emergency
Management at Institutions of Higher Education, Washington, DC, 2009, Table 2.

66 United States Secret Service, United States Department of Education, The Final Report and
Findings of the Safe School Initiative: Implications for the Prevention of School Attacks in the United
States, ii.

21



individual’s progression from a negative situation to intense feelings including anger,
hostility, retaliation and vengeance. If not identified and mitigated at the level of intense
feelings, the individual violence process will continue to escalate to ideas of justified
violence and the impossibility of a peaceful resolution and will lead to planning of an
attack and finally culminate with violent action.6” This progression of the Individual
Violence Process is common among workplace and school shooters, as well as criminal
and ideological terrorists. The Department of Education and the Secret Service sought to
disrupt this process for potential Active Shooters in U.S. IHEs by identifying pre-attack

behaviors and communications that could be detectable for future attacks.

Three assessment approaches emerged from the Secret Service perspective as
potential methods of disrupting the Individual Violence Process and identifying potential
Active Shooters prior to the incident. These assessment approaches consist of profiling,
guided professional judgment, and automated decision making. First, profiling is defined
by the Secret Service to include, “a range of identification techniques or assessment
strategies that are used in both law enforcement and non-law enforcement settings.”68
The Secret Service’s use of prospective profiling begins with a specific person and
utilizes compiled characteristics of previous school shooters in order to predict future
likelihood that the person in question will become an Active Shooter. Two principle
sources were utilized by the Secret Service to construct the prospective profile template
of an Active Shooter: The School Shooter Profile developed by the FBI and the
Classroom Avenger developed by McGee and DeBernardo. Through a combination of
commonalities in both of these profiles, the Secret Service developed their own Profile of
an Active Shooter and is able to compare potential perpetrators to the profile in order to

identify those who exceed the threshold for concern.6®

67 samuel Mayhugh, “Active Shooters: Behavior, Conditions, and Situations,” Active Shooter
Awareness Virtual Roundtable, Washington, DC, September 27, 2011.

68 Marisa Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment,
Threat Assessment, and Other Approaches,” Psychology in the Schools 38, no. 2 (2001): 161.

69 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches,” 162.
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However, prospective profiling for potential Active Shooters is not yet specific
enough to identify a student who is at risk for becoming an Active Shooter. Additionally,
profiling of this nature carries a significant risk of false positives and the potential
negative effects of falsely identifying students as potential Active Shooters is an
intolerable risk for most IHEs. Additionally, both the U.S. Department of Education and
the U.S. Department of Justice, in conjunction with many other nationally accredited
education and mental health organizations, denounced practices of stereotyping students
in their published action guide entitled Early Warning, Timely Response: A Guide to Safe
Schools.”0 Furthermore, the accuracy of a school shooter profile is questionable and, as a
result, will inevitably exclude students who do not fit the profile but still pose a
significant risk of becoming an Active Shooter. Likewise, an inaccurate profile will also
falsely identify students as potential Active Shooters who, in reality, pose no significant
threat.’l The challenges of creating an accurate profile are immense with 30% of
offenders listed as unaffiliated or indirectly affiliated with the IHE, an accurate profile
would also have to transcend the IHE boundaries and include threats from beyond the
student and employee population.”2 For these reasons, the use of prospective profiling in
schools has received harsh criticism from parents, students, school administrators and
even the Secretary of Education. These criticisms are centered largely around fears that
profiling students in this manner has the potential to limit civil liberties and increase bias
against minority groups based on criteria of race, appearance, religion, sexual orientation,
and other contributing demographic factors.”3 As a result, many IHEs will be extremely
reluctant to adopt practices of prospective profiling on their campuses and the probability
of these practices being standardized among all U.S. IHEs is extremely low.

70 K. Dwyer, D. Osher, and C. Warger, Early Warning, Timely Response: A Guide to Safe Schools
(Washington, DC: U.S. Department of Education, 1998), 7.

1 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches,” 162-163.

72 Drysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, 15.

73 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches,” 162-163.
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The second assessment approach presented by the Secret Service as a potential
means of disrupting the Individual Violence Process for potential Active Shooters is
labeled Guided Professional Judgment. The practice of guided professional judgment
begins when a trained and licensed mental health professional interviews a client. During
the course of this interview, the counselor is able to evaluate their client’s potential for
violent behavior through a comparison of base rates of violence within the individual’s
population and relevant risk factors presented by the client. This process is aided through
the use of checklists which assist the counselor in the collection and analysis of
appropriate information. This approach is also known as structured clinical assessment.’4
Although these procedures are effective mental health practices, two obvious obstacles
preclude guided professional judgment from effectively mitigating the effects of potential
Active Shooters in U.S. IHEs. First, in order for this practice to be an effective means of
Active Shooter prevention/preemption, these interviews would have to screen every
member of the IHE population. As U.S. colleges and Universities are already struggling
to meet current demand for routine student mental health, it is improbable that any IHE
would devote the necessary staff, facilities and resources required to accomplish this
task.”® Second, according to the Family Policy Compliance Office, a sub-committee of
the Department of Education, mandating all students to capitulate to interviews of this
nature would not only violate their civil liberties, it would also not be conducive to
preserving a learning environment.”® These obstacles, combined with the limited
availability of empirical research related to risk factors regarding targeted school violence
make it highly improbable that the practice of guided professional judgment will emerge

as an effective means of Active Shooter prevention.??

74 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches,” 164.

75 Suicide Prevention Resource Center, Promoting Mental Health and Preventing Suicide in College
and University Settings, 20.

76 U.S. Department of Education, Family Policy Compliance Office, “Balancing Student Privacy and
School Safety: A Guide to the Family Education Rights and Privacy Act for Colleges and Universities,”
April 5, 2012, http://www.ed.gov/policy/gen/guid/fpco/brochures/postsec.pdf.

77 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches,” 165.
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The third assessment approach presented by the Secret Service as a potential
means of disrupting the Individual Violence Process for potential Active Shooters is
known as Automated Decision Making. This process involves computer systems
consisting of artificial intelligence informed by expert knowledge on a particular situation
in order to render a solution or decision. As applied to the Active Shooter problem, the
automated decision making process utilizes various methods and structures to compare
compiled knowledge of targeted violence in U.S. IHEs against facts presented by the case
at hand.”8 However, as with the other possible forms of mental health focused
prevention/preemption strategies, this too has significant obstacles to overcome if it is to
become an effective means of Active Shooter prevention. First, like guided professional
judgment, the practice of automated decision making would also have to be applied to the
entirety of the IHE population as a screening mechanism if it were to be considered an
effective means of Active Shooter prevention. Accordingly, this too would require an
exorbitant amount of time, resources, and staff in order to compile relevant facts on every
member of the IHE population. Furthermore, neither appropriate actuarial equations, nor
agreement on the risk factors for evaluating risk regarding targeted violence have been
finalized.” For these reasons automated decision making, while it may prove to be a
valuable resource for future prevention of Active Shooters in U.S. IHEs, offers no value

to the current threat.

In recognition of the fact that none of the preceding methods offered by the Secret
Service and the Department of Education represent a plausible Active Shooter prevention
strategy, the Secret Service offers the Threat Assessment Approach as their most effective
preventative measure. The Threat Assessment Approach is comprised of operational
activities that combine an investigative process and information-gathering strategies with
target-violence relevant questions that are designed to identify, assess, and manage
individuals with potential for becoming an Active Shooter. These questions seek to

ascertain motivation, communication, unusual interests, attack-related behaviors, mental

78 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches,” 166.

79 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches,” 167.
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condition, level of cognitive sophistication, recent losses, consistency, potential for harm,
and contributing environmental problems.80 The threat assessment process involves three
principle steps: identifying individuals with intent to attack, assessing an individual’s
potential for violent action, and management of communicated threats. In the Safe
Schools Initiative, the Secret Service suggested two principle areas in which to focus
threat assessment efforts: developing detection and evaluation capabilities for
information related to targeted school violence, and incorporating threat assessment
findings when formulating strategies to prevent Active Shooters in IHEs.81 As identified
in the Safe Schools Initiative, the Threat Assessment Approach has many valuable aspects
for prevention of Active Shooters in IHEs. However, this method still possesses little

potential for reducing the Rate of Kill for Active Shooter incidents.

Conceding that profiling is ineffective, guided professional judgment is currently
inappropriate, and automated decision making is not yet supported by the necessary
empirical research; the Secret Service offers the Threat Assessment Approach as a good
initial step toward preempting Active Shooters in U.S. IHEs.82 However, this approach
also has significant obstacles and limitations. First, in order for a threat to be assessed,
one has to be rendered and indentified. Therefore, this method ignores all Active
Shooters who do not first communicate a threat in some form. Second, this method
requires that a threat be properly identified and reported to the appropriate authorities. In
order to be accomplished in U.S. IHEs, this method of Active Shooter prevention would
operate on the premise that every student, faculty, and staff member is a sensor for
detecting credible threats. The U.S. Department of Defense recently adopted a similar
strategy claiming that, “every soldier was a sensor,” and, as a result, experienced an

influx of inaccurate and useless information that only further obligated limited resources

80 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches,” 169.

81 United States Secret Service, United States Department of Education, The Final Report and
Findings of the Safe School Initiative: Implications for the Prevention of School Attacks in the United
States, 5, 11.

82 Reddy, “Evaluating Risk for Targeted Violence in Schools: Comparing Risk Assessment, Threat
Assessment, and Other Approaches,” 169.
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and yielded negative returns.83 The principle problem experienced by the Department of
Defense in adopting this policy was the inability to standardize or effectively qualify
incoming information. Similarly, U.S. IHEs should expect the same difficulties when
attempting to implement the Threat Assessment Approach for Active Shooter prevention.
Additionally, as identified with every other form of mental health focused Active Shooter
prevention/preemption measures, staffing, resourcing and time requirements for effective

implementation of these strategies are unrealistic for IHEs.84

The U.S. Department of Justice (DOJ), Federal Bureau of Investigation (FBI),
Critical Incident Response Group (CIRG), and the National Center for the Analysis of
Violent Crime (NCAVC) also presented a threat assessment model in their collaborative
publication entitled The School Shooter: A Threat Assessment Perspective. In this report,
Attorney General Janet Reno identified youth violence as the greatest single criminal
problem in the U.S. and declared that the threat assessment and intervention
recommendations included in the findings of this report represented a vital foundation for
preemptive measures against the Active Shooter problem. FBI director Louis Freeh
explained that the Threat Assessment Perspective provided a practical resource for
prevention of targeted violence in U.S. IHEs. This study was based on findings of the
NCAVC’s 1998 review of school shootings from a behavioral perspective in order to
identify influential dynamics. Conceding that prediction of school shootings is almost
impossible, the DOJ and FBI pursued the threat assessment approach, which informs
judgment based on threat credibility and available resources, intent, and motivation of the
threatener. Operating on the common agreement that most people do not switch instantly
from non-violent to violent behavior, the DOJ and FBI identified signposts along the

evolutionary path of violence as part of their Threat Assessment Perspective.8>

83 Headquarters, Department of the Army, Field Manual No. 3-21.75 (21-75), Washington, DC,
January 28, 2008, 9-1.

84 suicide Prevention Resource Center, Promoting Mental Health and Preventing Suicide in College
and University Settings, 20.

85 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment
Perspective, iii—7.
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One of the most significant signposts along this path to violence is a threat. As
such, the Threat Assessment Perspective delineates the types of threats as direct threats,
indirect threats, veiled threats, and conditional threats. The Threat Assessment
Perspective also recommends considering specific and plausible details, emotional
content, and precipitating stressors in order to effectively assess the threat as either a low,
medium or high-level threat. In response to these threats, the DOJ and FBI recommend
that a qualified school psychologist or counselor utilize a Four-Pronged Assessment
Model consisting of: personality of the student, family dynamics, school dynamics, and
social dynamics in order to properly assess threat level and credibility. Additionally, the
DOJ and FBI recommend informing students and parents of school policies, designation
of a threat assessment coordinator, and formation of a multidisciplinary team as
guidelines for establishing and implementing an effective threat management system.
However, all of these recommendations are contingent on the presence of a threat that
precedes the incident of targeted violence. According to the DOE, DHS, FBI, and Secret
Service collaborative review entitled Campus Attacks; of the 272 incidents of targeted
violence occurring on U.S. IHEs from 1900 to 2008, threats, such as this only occurred in
13% of the total incidents. Additionally, the Four Pronged Assessment can only be
utilized if the identity of the threatener is known prior to the incident and affords no
measure of mitigation to the anonymous threat. This is a troubling reality considering the
NCAVC’s assessment that most threats are made anonymously. Furthermore, most of
these recommendations, as well as the entire Four Pronged Assessment are based on the
assumption that the perpetrator will be a student.86 However, contemporary examples and
case studies included in this report confirm that the student population is only one portion
of the total IHE population and attacks of targeted violence are only carried out by
students 60% of the time.87 Lastly, as with all of the preceding mental health focused
methods of Active Shooter prevention/preemption, shortages of qualified school

psychologists and counselors make many of these recommendations impractical.

86 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment
Perspective, 6-26.

87 Drysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, 10.
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Although the DOJ and FBI articulate valuable contributions to the effort of Active
Shooter prevention in IHEs, these recommendations are incomplete and, if utilized

autonomously, would do very little to mitigate the effects of Active Shooters in IHEs.88

With these considerations in mind, while observing the principle mission of IHEs
as places of learning, any effective form of Active Shooter Mitigation must also preserve
the educational environment and facilitate safe learning. The preceding arguments have
effectively summarized the official recommendations put forth by the Department of
Education, Department of Justice, U.S. Secret Service, Federal Bureau of Investigation,
Critical Incident Response Group, and the National Center for the Analysis of Violent
Crime. However, none of these organizations can guarantee with any considerable
fidelity that their recommendations will be able to effetely prevent or preempt an Active
Shooter attack. This unfortunate conclusion has been confirmed throughout the United
States on countless IHE campuses. However, perhaps no example illustrates the realities
of our first hypothesis better than the Virginia Tech shooting. Despite a considerable
mental health history, repeated incidents of threatening behavior which were known to
both VT campus police and faculty, as well as involuntary committal to a mental health
hospital; no form or combination of the fore mentioned prevention and preemption
methods were effective in preventing the VT shooter from caring out the deadliest mass

shooting in U.S. history.

Therefore, if prevention is not absolute, then any form of Active Shooter
mitigation that is not capable of effectively implementing or supporting a tactical
response is therefore irresponsible. Prevention/preemption measures will remain
incapable of reducing the Rate of Kill for Active Shooter incidents because they lack the
capability to meet effective crisis response criteria. These methods do not contain,
control, or alert SWAT and nearby law enforcement personnel in response to an attack.
Furthermore, they provide little capability to communicate with an Active Shooter and
foster little innovation or adjustment to current SOPs and interagency cooperation.

Although the U.S. Secret Service experiences great success with prevention and

88 Department of Justice, Federal Bureau of Investigation, The School Shooter: A Threat Assessment
Perspective, 6-26.
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preemption tactics utilized to protect dignitaries, these methods are much too resource
intensive to be a realistic solution to every IHE or HOF; and therefore, additional
resources and emphasis must be placed on responsive methods of mitigation for Active
Shooter incidents.

B. HYPOTHESIS 2: LAW ENFORCEMENT INTERDICTION OF THE
ACTIVE SHOOTER IS INSUFFICIENT TO REDUCE THE RK

Local and Federal Law Enforcement agencies, as well as police tactical
organizations, such as the National Tactical Officer’s Association (NTOA) and the North
American SW.A.T. Training Association (NASTA) maintain that a tactical response is
the most effective means of Active Shooter mitigation. Additionally, Active Shooter
response training organizations, such as Advanced Law Enforcement Rapid Response
Training (ALERRT) present a two-pronged approach to Active Shooter response
advocating victim initiative and defensive actions coupled with aggressive Law
Enforcement response. Since the University of Texas Tower shooting in 1966, Law
Enforcement agencies have evolved and improved tactics and police organization to meet
the emerging Active Shooter threat. While Law Enforcement and campus police officers
are clearly better trained, equipped, and organized to meet this threat on today’s IHE
campuses, certain operational realities preclude this form of Active Shooter response
from mitigating the effects or reducing the Rate of Kill for these incidents with any
degree of acceptable reliability. The first operational reality of Active Shooter scenarios
is that when seconds count, the police are only minutes away. Law Enforcement
capability to reduce the Rate of Kill in Active Shooter scenarios is limited by the
separation of time and space between threat and First Responders at the outset of the
incident. In every Active Shooter incident, each step of tactical response (alert, dispatch,
response, neutralization) requires time. However, the unfortunate reality of Active
Shooter scenarios is that increased Response Time and Incident Duration yields an
increased Rate of Kill. Law enforcement response is delayed by the time required for
Potential Victims to recognize the threat and call 911 and further delayed by time

required for 911 dispatches to alert responding units. Although police response in most
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locations is very quick, it is not immediate in any location and, as long as the average
Response Time to an Active Shooter scenario is greater than the average Incident

Duration, this solution will remain as ineffective as it is impractical.

The second operational reality that precludes Law Enforcement tactical response
from mitigating the effects of Active Shooters in IHEs is complacency. Complacency
among federal departments, IHE administrators, and police agencies results in weak
policies, as well as ill trained and equipped First Responders. Most IHEs are not willing
to devote the necessary resources toward preventing a perceived low percentage threat,
such as Active Shooter scenarios. However, according to the U.S. Secret Service, in 1998
alone, 35 students were murdered and a quarter of a million more were seriously injured
in acts of school violence.8® Meanwhile, not a single U.S. student has died in a school
fire since the 1958 fire which consumed Our Lady of the Angels grade school on the
West Side of Chicago, killing 92 children and three nuns.%0 However, in response to the
threat of fire in U.S. schools, well-crafted policies, alerting procedures, active control
measures, and response standards have effectively mitigated this threat. On the other
hand, although the International Association of Chiefs of Police and the Bureau of Justice
Assistance confirm that Law Enforcement reaction is a critical component of a well-
coordinated response to crisis situations, such as Active Shooter incidents, no clear
policy, alerting procedure, or active control measure has been able to assist Law
Enforcement in the mitigation of this threat. Accordingly, Law Enforcement tactical
response and integration with campus police or SROs was not mentioned at all in the
DOE publication entitled Creating Safe and Drug-Free Schools: An Action Guide and no
clear or concise plan capable of achieving the “5 C’s” (Contain, Control, Communicate,

Call SW.AT., Create immediate action plan) is articulated in the Guide for Preventing

89 Dave Grossman, “School Shooting Contingency Plans & Considerations,” Killology Research
Group: A Warrior Science Research Group Partner, 2000,
http://www.killology.com/school_notes_plans.htm.

90 Rex Huppke, “Our Lady of the Angels: The Fire That Changed Everything,” Chicago Tribune,
Chicagoland, November 29, 2008, http://www.chicagotribune.com/news/local/chi-our-lady-of-the-angels-
fire-students-killed,0,6650568.story.
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and Responding to School Violence.9! Additionally, no current national standard exists
for the hiring criteria or training requirements for campus law enforcement officers.%2
While Law Enforcement response is indeed a critical component to an effective Active
Shooter mitigation strategy, these discrepancies highlight that any response plan that
relies solely on a tactical response is insufficient to reduce the Rate of Kill in Active

Shooter scenarios.

Law Enforcement Responsibilities:

Guide for Preventing and Responding to School Violence:

1. Respond to all reports of criminal activities in the school. Rapid response teams
should be formed to help insure immediate intervention in all emergency
situations.

2. Exercise appropriate rules of engagement when immediate intervention is needed,

keeping in mind the safety of victims, bystanders, and first responders.

3. Establish and adhere to direction from the Incident Command System.

4, Establish appropriate security and response perimeters. Provide traffic control
assistance to enable emergency services to get through to the school.

5. Develop lines of communication with affected schools’ administrations and
district emergency operation centers or command posts.

6. Protect relevant evidence from contamination. Follow approved collection
procedures to facilitate effective prosecution of perpetrators.

7. Help parents and/or guardians find their children.

8. Be prepared to assist with many unforeseeable duties.

Table 3.  Law Enforcement Responsibilities for Response to Crisis Situations As
Described by the “Guide for Preventing and Responding to School Violence,”
Written by the International Association of Chiefs of Police and the Bureau of
Justice Assistance.93

Law Enforcement and Campus Police are the only agencies capable of imposing
security in an Active Shooter Scenario and; therefore, no Active Shooter scene should be
considered secure until one of these organizations has declared it as such. However, in a

pure Law Enforcement interdiction strategy, containment of the environment (e.g., TA,

91 Alissa Kramen, Kelly Massey, and Howard Timm, Guide for Preventing and Responding to School
Violence (Alexandria, VA: International Association of Chiefs of Police), 24.

92 Max L. Bromley, “Policing Our Campuses: A National Review of Statutes,” American Journal of
Police 15, no. 3 (1996): 7.

93 Alissa, Massey, and Timm, Guide for Preventing and Responding to School Violence, 24.
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TZ, and AA) takes too long, and in some cases, could take hours. This reality was
confirmed in the summer of 1999 at Columbine High School and, as a result, police
tactics began to evolve. Previous practices of containing the scene, alerting S.W.A.T. and
waiting for a properly trained and equipped Emergency Response Team are no longer
hailed as valid tactics. Current policies regarding First Responder and Law Enforcement
response to Active Shooter incidents advocate immediate response through formation of
small contact teams and “direct-to-threat” movement techniques.®4 Accordingly,
containment of the incident becomes a secondary priority to threat mitigation and the
initial First Responders to the incident will focus their efforts on responding to the threat.
However, as additional Law Enforcement and campus police personnel arrive,
containment can be achieved through the establishment of an inner and outer security
perimeter and will deny avenues of escape and access to other possible victims, hostages,
weapons, or resources for the shooter. These perimeters should also be established in
such a manner as to limit information regarding the actions of first responders within the
inner perimeter to bystanders located outside of the outer perimeter. Although
containment is an integral component of Active Shooter response, it does not have to be
achieved prior to threat mitigation. For this reason, current Law Enforcement and campus
police policies emphasize threat mitigation as a higher priority to incident containment.9
However, containment as described here, would require large numbers of Law
Enforcement and campus security personnel, as well as synchronized modes of
communication in order to effectively contain an Active Shooter scenario on most IHESs.
Unfortunately, the time, resources, and manpower required to accomplish this task on
most IHEs makes this aspect of Active Shooter tactical response unattainable in many

instances.

In response to Active Shooter scenarios, Law Enforcement and campus police
tactics require that First Responders control both themselves and the situation. This level

of control is accomplished through the evacuation of innocent personnel from both the

94 Texas State University, Advanced Law Enforcement Rapid Response Training (ALERRT) Manual,
6.

95 Texas State University, Advanced Law Enforcement Rapid Response Training (ALERRT) Manual,
12.
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inner perimeter and outer perimeter when possible. Additionally, evacuation of injured
personnel to medical treatment facilities and potential witnesses to qualified interrogators
also assists in establishing situational control. Again, post-Columbine Law Enforcement
Active Shooter response tactics regard threat mitigation as the paramount tactical
objective and control can thereby be affected through threat mitigation as well.% While
this is true, average Law Enforcement and campus police response times to Active
Shooter incidents afford a significant delta of uncontrolled time and space; and, until the
incident is properly contained, the Active Shooter will maintain control of the

environment.

The ability to communicate at a tactical level through organically assigned
communications assets represents a considerable advantage afforded to Law Enforcement
personnel with regards to Active Shooter response. Effective communication is indeed
the key to any successful tactical operation. However, in complex crisis environments,
such as Active Shooter incidents, effective communication involves much more that
merely inter-departmental communication. Instead, effective communication should be
established with all First Responders, witnesses, and suspects in order to improve
situational awareness and coordinate tactical maneuvers.97 Unfortunately, non-
standardized communication protocols limit interagency coordination at the tactical level
and adversely affect Law Enforcement response.9 Furthermore, Law Enforcement
agencies have no standardized means of initiating or maintaining communication with the
shooter or suspects. Additionally, when First Responders are able to initiate
communication with the shooter or suspects, many are not properly trained for the
situation, as field negotiation is not a standardized module of instruction in most basic

police academies. Effective communication is without question an integral component to

96 Texas State University, Advanced Law Enforcement Rapid Response Training (ALERRT) Manual,
12.

97 Texas State University, Advanced Law Enforcement Rapid Response Training (ALERRT) Manual,
12.

98 Department of Homeland Security, National Incident Management System, (FEMA Publications
Warehouse; Pub. P-501, Catalog Number 08336-1), December 2008, 24.
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any Law Enforcement response capable of mitigating the effects of an Active Shooter.
However, many limiting factors and environmental constraints negate the effectiveness of

Law Enforcement and campus police capability to communicate.

One such environmental constraint on communication is manifested in the
alerting procedures pertaining to Active Shooter scenarios. Activation of the emergency
response is incumbent on the Potential Victims and is dependent on non-standardized
communication. This initial and crucial step of the tactical response to Active Shooters is
facilitated through the 911-dispatch center with calls from landline and cellular phones.
Although dispatching procedures are standardized after the emergency call is received by
the 911-dispatch center, non-standardization of how these calls are initiated has the
potential to delay response. For instance, if an emergency call is received from a cell
phone, that call is automatically routed to the 911-dispatch center which is closest to the
cell phone tower from where the call was received. However, as was the case during the
Virginia Tech response, this is not always the closest 911-dispatch center to the crime
and, as a result; these emergency calls can easily be routed to the incorrect police
department. This discrepancy can have serious implications when it results in a delayed

Law Enforcement response to the incident.

Once First Responders have been dispatched to the emergency, further
notifications and reports are the responsibility of the first responder and can be
accomplished through organically assigned communication assets. In response to
barricade or Hostage Rescue situations, First Responders also utilize these assets to call
S.W.A.T. Although current police tactics no longer require First Responders to wait for a
qualified S.W.A.T. team to respond to Active Shooter incidents, in Hostage Rescue or
barricade situations these specialized teams of tactical police officers and negotiators are
much more qualified to respond to these dynamic situations. For these reasons, S.W.A.T
teams are dispatched to Active Shooter incidents, however; First Responders must remain

prepared to take action if the situation deteriorates prior to the arrival of SW.A.T.99

99 Texas State University, Advanced Law Enforcement Rapid Response Training (ALERRT) Manual,
12.
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An effective tactical response to an Active Shooter incident is also dependent on
the ability for Law Enforcement personnel and First Responders to create an Immediate
Action Plan. Immediate action plans are typically implemented in Hostage Rescue and
barricade situations and should be formulated as soon as practically possible. These plans
should consider provisions for an Arrest Team, Recovery and Security Team, less than
lethal options, sexual assault and countdown scenarios, as well as Active Shooter
situations.190 However, immediate action plans are also an integral component to First
Responder and initial Law Enforcement response to all Active Shooter scenarios, not just
Hostage Rescue and barricade situations. While, these plans are not formalized, good
tactical plans that are communicated among the responding officers will greatly increase
the effectiveness of the response and help to reduce the Rate of Kill. However, the ability
for responding officers to formulate and communicate these plans is limited by time
constraints and availability of information. As with every component of a tactical
response to an Active Shooter incident, environmental factors and situational limitations
make Active Shooter response one of the most difficult and disadvantageous situations
Law Enforcement and campus police officers can encounter. This reality has been
evidenced in all 14 of the included case studies and was extremely evident during our

analysis of the University of Texas Tower shooting.

While containment SOPs give Law Enforcement officers, campus police and First
Responders some advantage, the time elapsed from incident initiation to first response
greatly reduces tactical surprise and thus, the disadvantages of this form of mitigation far
outweigh any organizational advantage. The unfortunate realities presented by the
dynamic and disadvantageous environment of an Active Shooter scenario also limit Law
Enforcement capabilities to control the scene, communicate effectively, or create an
immediate action plan. This assertion was demonstrated extensively during the
University of Texas Tower shooting as ill-equipped and unprepared Law Enforcement
and First Responders responded to a barricaded shooter who tormented a helpless crowd

of UT students, staff, and faculty, as well as Guadalupe St. patrons from atop the UT

100 Texas State University, Advanced Law Enforcement Rapid Response Training (ALERRT) Manual,
12.
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Tower for a terrifying 1 % hours. The UT Tower shooting was the first incident that
alerted the country to the fact that Law Enforcement personnel and campus police are
expected to respond to situations that many are not trained, equipped, or prepared for.
Unfortunately, this lack of preparation and assets results in loss of life. In response to the
UT Tower shooting, Law Enforcement agencies throughout the U.S. amended their
tactics, improved training and established specially trained response units, which later
became known as S.W.A.T., in order to better mitigate the effects of attacks like the one
experienced on the UT campus. Although SW.A.T is an extremely valuable and
necessary asset to any police department, this capability still does not return any

immediate advantages to victims or potential victims in these scenarios.

As the Active Shooter threat evolved from UT to Columbine, and Virginia Tech;
Law Enforcement agencies recognized an emerging need to change tactics from
S.W.A.T. centric methods of interdiction to response methods that were more capable of
providing timely interdiction through the use of small contact teams of responding police
officers. Although many quality-training facilities,, such as ALERRT are available to
teach these Active Shooter response tactics to Law Enforcement and campus police
organizations, not every department has received this training or maintains proficiency in
it. Additionally, current alerting procedures and dispatch policies allow for a considerable
Incident Duration. The Incident Duration must be interrupted in some way at the outset
of the shooting in order to allow First Responders the time required to react effectively to
the Target Areas and Threat Zones. A comprehensive literature review of current policies
and relevant cases reveals that current IHE alerting systems reliant upon a 911
notification are not adequate to reduce Response Time or to impose any of the “5 C’s” in
order to mitigate the effects of an Active Shooter or to decrease the Incident Duration.

C. HYPOTHESIS 3: A VICTIM INITIATED MITIGATION SYSTEM WILL
SUFFICIENTLY SYNCHRONIZE IMMEDIATE CONTROL MEASURES
WITH A PRESCRIBED SET OF AUTOMATED AND STANDARDIZED
RESPONSES IN ORDER TO REDUCE THE RK

Although many federal security, education, and mental health departments have

contributed recommendations for Active Shooter mitigation in IHEs, the U.S.
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Department of Homeland Security emerges as the largest proponent for victim actions. In
a collaborative effort entitled Active Shooter: How to Respond; DHS, along with NTOA
and the Fairfax County Police Department, identified preparedness and response of
Potential Victims as the most effective means to reduce the Rate of Kill in Active Shooter
scenarios.101 In similar fashion, the threat of fire in IHEs and HOFs, has been effectively
mitigated through the utilization of a victim initiated system commonly referred to as the
fire alarm. In response to an increasing threat of fire losses in the U.S. resulting in over
10,000 annual deaths by 1946, President Harry S. Truman convened The President’s
Conference on Fire Prevention Action Program in 1947. As a result, fire alarms
accompanied with complementary response policies and procedures required to
effectively support a victim-initiated alert were introduced.192 This fundamental change
of victim responsibility and action has drastically reduced Response Time and Incident
Duration of fires in IHEs and, as a result, has reduced current fire casualties in these
facilities to Zero103, Likewise, a Victim Initiated Mitigation (VIM) system utilized in
IHEs and HOFs incorporating automated control measures and complementary response
protocols also represents the only realistic means of reducing Response Time and Incident

Duration for Active Shooter scenarios.

A Victim Initiated Mitigation system capable of mitigating the effects of an
Active Shooter in IHEs would have to impose the 5C’s in an immediate or timely
manner. Similar to fire response active control measures initiated by the fire alarm, such
as sprinkler systems, fire extinguishers and fire evacuation plans; effective Active
Shooter mitigation in IHEs also requires a victim initiated response coupled with active
control measures. This methodology represents a fundamental shift in current Active
Shooter response and victim responsibilities; however, a victim initiated response is the

only means of imposing the 5C’s in a practical manner. First, a VIM system can

101 pepartment of Homeland Security, Active Shooter: How to Respond.

102 philip Fleming, The President’s Conference on Fire Prevention Action Program, Departmental
Auditorium (Washington, DC: May 1947), 7.

103 U.S. Department of Homeland Security, U.S. Fire Administration National Fire Data Center,
“School Fires,” Topical Fire Research Series 8, no. 1 (August 2007),
www.usfa.dhs.gov/statistics/reports/pubs/tfrs.shtm.
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immediately notify Law Enforcement while simultaneously containing the threat utilizing
facility lockdown and mass alert protocols. The Active Shooter threat can be contained
immediately with an automated lock down of the Threat Zone and can be further
contained through the selective lock down of other adjacent IHE facilities. Second, the
Victim Initiated Response and Automated Lockdown (VIRAL) will also limit the Active
Shooter’s control by denying his freedom of movement and limiting all movement within
the IHE facility to egress only. A VIRAL activation will also increase Law Enforcement
and First Responder control during Active Shooter scenarios by permitting complete
access to all areas of the facility through special access protocols. Third, communication
is greatly increased with establishment of an immediate dialogue between the Incident
Command Center and the Target Area. Additionally, all students and faculty can also be
alerted and given initial guidance via prepared messages delivered through numerous
networked and personally owned communication devices. Furthermore, campus police,
local Law Enforcement, Fire, Rescue and S.W.A.T. resources can be simultaneously
called by the ICC. Additionally, improved situational awareness provided by a VIM
system supporting two-way communication between the ICC and the Threat Area, as
well as real time video of the Threat Room will greatly assist in the creation of an
Immediate Action Plan. In an unpredictable and disadvantageous environment, such as an
Active Shooter scenario, these automated actions will improve situational awareness and
impose control within IHE facilities, and afford First Responders the capability to
significantly reduce the Rate of Kill. Furthermore, by coupling victim actions with
automated control measures and Law Enforcement response, the facade of current IHE

safety can be replaced with Victim Initiated Mitigation.
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IV. CASE STUDIES

A. VIRGINIA TECH (BLACKSBURG, VA)

On April 16, 2007, Seung Hui Cho committed the deadliest mass shooting in
American history as he murdered 32 and injured 17 students and faculty in two related
incidents on the Virginia Polytechnic Institute and State University (Virginia Tech)
campus.104 This case study will examine Cho’s mental health history, the contributing
factors leading up to this tragedy and the security control measures in place at Virginia
Tech prior to the shooting. Additionally, this case study will analyze both the West
Ambler Johnston residence hall double homicide and the Norris lecture hall mass murder
including a detailed timeline of events and Emergency Rescue Team (ERT) response.
Finally, security and control measure upgrades made on the Virginia Tech campus since
the attack will be described and analyzed for their capacity to prevent or mitigate this

type of event in the future.

1. Virginia Tech Prior to the Incident

In order to place the events of April 16, 2007 in the proper context, the setting and
security posture of the university must first be accurately depicted. Although the fact
remains that Virginia Tech was the scene of the worst school shooting in U.S. history, the
organic control measures and security posture were not substandard or dissimilar to the
majority of U.S. colleges and universities nationwide. Therefore, by describing the
physical security, emergency alerting system, emergency response plan and emergency
assets available at the time of the incident, conclusions can be drawn to assist in

mitigating the effects of future Active Shooter attacks.

Virginia Tech is a beautiful campus consisting of 131 major buildings dispersed
over 2,600 acres, positioned at the foothills of the Blue Ridge Mountains in Blacksburg,

VA.105 The university is an open campus with 16 roadways permitting unrestricted

104 virginia Tech Review Panel, Mass Shootings at Virginia Tech, Report of the Review Panel
Presented to Governor Kaine, Commonwealth of Virginia, August 2007, 5.

105 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 11.
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ingress and egress of students, staff, faculty and guests. Persistent construction required
to support the university’s projected growth is accompanied by the unfortunate side effect
of associated consistent construction noise. On April 16, 2007 Virginia Tech hosted a
total estimated campus population of 34,503 consisting of 26,370 students (9,000 of
which live in dorms), 7,133 university employees, and 1,000 visitors, contractors, and

transient workers.106

Figure 3. Aerial View #1 of the Virginia Tech Campus highlighting Harper Hall
(Cho’s Dormitory), Norris Hall (Scene of the Mass Shooting) and West
Ambler Johnston Hall (Scene of the Double Homicide).

106 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 11.
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Figure 4.  Aerial View #2 of the Virginia Tech Campus highlighting Harper Hall
(Cho’s Dormitory), Norris Hall (Scene of the Mass Shooting) and West
Ambler Johnston Hall (Scene of the Double Homicide).

The Virginia Tech Police Department (VTPD) is an accredited Police Force. The
officers assigned to the VTPD meet all Virginia state requirements and are credentialed
as accredited Peace Officers. The VTPD also maintains an Emergency Rescue Team
(ERT) capability.197 The mission of the VTPD is:

The Virginia Tech Police Department strives to enhance the safety and quality of
life for students, faculty, staff and visitors through effective law enforcement and
proactive crime prevention in partnership with the university community. The VTPD
Chief on April 16 was Chief Wendell Flinchum, a native of Blacksburg who spent his
entire career with the VTPD beginning in 1983. Chief Flinchum was selected as the
VTPD Chief of Police over 90 candidates in December of 2006.108 Chief Flinchum
commanded a well-respected Police Department consisting of a Patrol Division,

107 The Jeanne Clery Disclosure of Campus Security Policy and Campus Crime Act, Annual Report of
2007, 1-6.

108 shawna Morrison, “Tech Police Chief Studying up on His Job,” Roanoke Times, December 21,
2006, http://www.roanoke.com/news/nrv/cram/feature/wb/wb/xp-96761.
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Investigative Unit, Emergency Response Team (ERT), K-9 program, administrative
Division, and Communications unit. Additionally, the VTPD fosters positive
relationships with the student population through the implementation of programs, such
as the Adopt-A-Hall Program which links VTPD to students and RAs in Residence Halls,
and the Student Police Academy offered twice per year which provides with an inside
look of the VTPD and their Standard Operating Procedures.109

On April 16, 2007, the VTPD consisted of 35 officers. Normal operating
procedures included a day shift that began at 0700 and consisted of five officers on patrol
with an additional nine officers who work office hours of 0800-1700 totaling 14 officers
on duty during a typical weekday. Even though the VTPD is an accredited police
department, it is still understaffed and incapable of responding to major events in an
autonomous manner. For this reason, the VTPD entered into a mutual aid agreement with
the Blacksburg Police Department (BPD). This partnership requires joint training and
coordination for immediate emergency response assistance. This training and
coordination provides the additional support required for the VTPD to fulfill its purpose

as stated in the university’s Emergency Response Plan.110

109 The Jeanne Clery Disclosure of Campus Security Policy and Campus Crime Act, 1-6.
110 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 13.
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The Virginia Tech Police has two phone numbers. Oue is for Police, Fire and Rescue emerzency
calls. The other phone line is for non-emergency calls.

Emergency - 911 (from any campus felephons)

Mon-emergency — 231-6411 Crome Hotline - 232.TIPS (B477)
Police: Rescue:
Dial 911 Dial 911

¢ ive the location of the incident.
+  Describe what 15 happening or what

*  (ive the nature of the Inpuy or tllness.
# (zive the location where first aid iz

vou have obsarved. neaded.
+  (ive a description of the suspect. +  Answer any questions the dispatcher
¢ ive the suspects means of transpor- may have.

tation and direction of gavel.
+ Stay on the phone and answer any
quesiions the dispatcher maw have.
#  Stay onthe phone unti] the dispatehar
tells vou to hanz up.
Crime Hotline:

*  Stay on the phone until the dispatcher
tells vou to hang up.
Fire:
Dial 911

» (ive the location of the fire or fire

alarm.
Dial 23I-TIPS #  Answer any questions the dispatcher
¢+ Follow the call prompts. mav have.

#  Canbeleft anonymeonsly » FEutthe buldmg.

Emergency Calls
In case of an emergency don’t hesitate to use the emergency 911-phone mumber, however, don't mususe or iz up
thiz Ime to report keys in vahicle or mmer maintenance rapair request.

Figure 5.  Virginia Tech Emergency Reporting Guidance as of 2007

In addition to the VTPD, organic university security control measures include
controlled access to residence halls that require a student or staff keycard for entrance
between 2200 and 1000 hours. Furthermore, these keycards only grant individual access
for assigned dormitories and mailbox areas. With the exception of staff offices, many
buildings on campus are considered public spaces and open 24 hours daily along with
most classrooms on campus that have no locks. Additionally, there are no guards or
cameras over-watching the entrances or hallways of most Virginia Tech campus
buildings. Although loudspeaker systems are present in some buildings, they were not
centrally networked and required someone to speak into an intercom in each building. In
light of the horrific events that occurred on this campus on April 16, 2007, the preceding
security posture seems extremely lackadaisical and insufficient. However, this level of
security is not uncommon and, is in fact, quite typical of most university campuses that
are surrounded by low crime areas. This typical security posture is justified and
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appropriate when compared to the basic mission of Institutions of Higher Education that
is to provide a peaceful and open campus setting that encourages freedom of movement

and expression.111

Virginia Tech’s existing emergency alerting system was in the process of being
updated in the spring of 2007. At that time, the university’s system had the capability to
send emergency messages to all students, staff and faculty via a broadcast email system.
Virginia Tech also utilizes the university’s home webpage for posting emergency
messages. This site has a high volume capacity and even as the events of April 16, 2007
unfolded, the site was able to sustain over 148,000 hits per hour. Emergency messages,
usually weather related, are posted on this webpage in a box directly on the primary
screen so that users will see the message as soon as they are on the site.112 Virginia Tech
also maintains contact with local radio and television stations in the surrounding area and
has the capability to send emergency messages to these stations that can be played
immediately. This capability affords the Virginia Tech administration the ability to send
an emergency message via multiple media platforms and inform not only the university
population, but the local area population as well. In the spring of 2007, Virginia Tech was
also in the process of installing a Unified Campus Alerting System. This multimedia
messaging system is capable of sending parallel emergency messages to registered
computers, cell phones, PDAs, and telephones.113 Registered users of this system can
include students, staff, faculty, and parents. All students are strongly encouraged to
register with this system, but are not required to do so. Transmission of emergency
messages utilizing this system to the entire university population on all multimedia
devices can be completed in less than one minute. Drawbacks to this system are cost and
available bandwidth to accommodate the surge of messages.114 Equally important as

having an efficient and expeditious means to deliver emergency messages is the plan for

111 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 14.
112 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 14.
113 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 14.
114 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 16.
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message delivery, content, and timing. In the case of Virginia Tech on April 16, the
Virginia Tech Policy Group and the Virginia Tech Police Chief had the authority to send

an emergency message to the university population.115

2. The Events of April 16, 2007
a. West Ambler Johnston Hall

In the early hours of April 16, Seung Hui Cho departed his dormitory
(Harper Hall) and walked to West Ambler Johnston (WAJ) Hall. After gaining access to
the dormitory, Cho made his way to room 4040, which was Emily Hilscher’s room. Miss
Hilscher had just returned with her boyfriend who was a student at Radford University.
Although Cho had a previous history of stalking other female students on the Virginia
Tech campus, there was no previous recorded connection between Cho and Emily

Hilscher prior to her murder.116

At approximately 0715, Cho shoots Emily Hilscher. In response to the loud
noises, Resident Advisor, Ryan Clark, who lived in the adjacent room, went to Emily
Hilscher’s room in order to investigate. Police reports filed as part of the crime scene
investigation indicate that Ryan Clark confronted Cho and was shot as well. The loud
noises resulting from Cho’s fatal gun shots, killing Emily Hilscher and Ryan Clark and
the sounds of their bodies falling to the floor, were initially misinterpreted by other
students in the dormitory as someonefalling out of a loft bed. As a result, a student
residing in a nearby room called the VTPD and a police officer and EMS team was
dispatched to the dormitory. Upon arriving to room 4040 at 0742, the police officer
identified the wounds sustained by Emily Hilscher and Ryan Clark as gunshot wounds
and immediately called for additional police assistance and the EMS team began to
render initial medical treatment. Miss  Hilscher was transported to

115 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 16.
116 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 78.
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Montgomery Regional Hospital and then to Carilion Roanoke Memorial Hospital where
she died. Ryan Clark was transported to Montgomery Regional Hospital where he was

pronounced dead on arrival.117

Figure 6.  Front Entrance of West Ambler Johnston

Meanwhile, Cho exited the building unnoticed and arrived at his dormitory
(Harper Hall) at 0717 where he changed clothes and checked his email at 0725. He then
proceeded to delete all of his emails, wipe out his university account, as well as remove
and dispose of his cell phone and computer hard drive. Between 0725 and 0900, an
individual fitting Cho’s description was seen by the duck pond.118 At 0901, Cho mailed a
package containing his seven page written manifesto along with a video recording of
himself interpreting the manifesto and photos of himself with an assortment of guns to
NBC News in New York. Cho also mailed a letter to the English Department at this

time.119 After Cho mailed his items, his exact course to Norris Hall is unknown.120

Upon notification of the double homicide, VTPD Chief Wendell Flinchum called

for additional resources from the Blacksburg Police Department (BPD) and crime scene

117 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 78.
118 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 78.

119 Hui Cho Seung, (Deceased), Virginia Polytechnic Institute Mass Murder Domestic Police
Cooperation 00:RH (Case ID# 62D-RH-NEW), Federal Bureau of Investigation Official Report, April 18,
2007, 2.

120 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 86.
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investigators were sent to WAJ Hall. After investigators arrived, students were
interviewed and the dormitory was locked down.121 As a result of the initial crime scene
investigation, Emily Hilscher’s boyfriend was quickly identified as a “person of interest”
by the VTPD and BPD. At the conclusion of the crime scene investigation, no other
pieces of evidence or leads identified Cho as the shooter. Acting on their initial lead, law
enforcement officers reached a premature conclusion and focused their efforts on the
boyfriend.122 Although this conclusion was false and diverted investigative efforts, an
unanticipated but beneficial result was the alert and posture of the VTPD and BPD ERTSs

in order to make anticipated arrests.123

Once informed of the double homicide in WAJ Hall by Chief Flinchum, President
Steger immediately convened the Emergency Policy Group in order to decide on
appropriate content and timing of a notification to the university community. The Policy
Group delivered a carefully worded alert notification message more than two hours after
the WAJ double homicide.124 Just before 0930, the Virginia Tech University population
received the following emergency notification:

A shooting incident occurred at West Ambler Johnston earlier this

morning. Police are on the scene and are investigating. The university

community is urged to be cautious and are asked to contact Virginia Tech

Police if you observe anything suspicious or with information on the case.

Contact Virginia Tech Police at 231-6411. Stay tuned to the www.vt.edu.
We will post as soon as we have more information.125

b. Norris Hall

In response to the double homicide at WAJ Hall, many more police
officers than normal were on the Virginia Tech Campus. Additionally, both the VTPD
and the BPD ERTs were assembled, pre-positioned at the BPD headquarters and postured

to make arrests resulting from the initial crime scene investigation currently underway at

121 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 78.
122 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 79.
123 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 80.
124 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 82.
125 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 82.
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WAJ Hall. Meanwhile, Cho left the post office at approximately 0901 and proceeded to
Norris Hall wearing a backpack which he used to conceal his two pistols, nearly 400
rounds of ammunition (most of which was preloaded into magazines), a knife, heavy
chains, and a hammer. Cho also wore a lightweight coat this morning in order to conceal
his tactical shooting vest. Once at Norris Hall, Cho chained all three main exterior doors

in order to delay response and to trap potential victims.126

Figure 7. One of the Main Entrances of Norris Hall

The chains were noticed by some students prior to the shooting, but were
not reported. In one instance, a female student on her way into Norris Hall noticed the
entrance doors chained shut and crawled through a window in order to get to her
destination inside the building. Another group of students attempting to leave the
building also noticed the chains but did not report them to any staff or faculty members.
The complacent nature of the student populace and frequent construction on campus
explains why, in both instances, the students dismissed the chains as part of a campus

construction project and carried on with their daily activities.127 After Cho chained the

126 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 89.
127 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 90.
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exterior doors, he roamed the halls of the second floor peering into classrooms. Without
saying a word, Cho entered the Advanced Hydrology engineering class of Professor G.
V. Loganathan, located in room 206, where he killed the instructor and continued
shooting at the 13 students present for class in room 206 that fateful morning. Of the 13
students, nine were killed, two were injured, and two were unharmed. Cho carried out his
actions in complete silence without saying a word. He gave no indication of rationale or
motive during the entire incident that lasted 11 minutes from approximately 0940 to
0951. As Cho began his massacre, in room 206, Jocelyne Couture-Nowak who was the
French teacher in the adjacent room (room 211) asked student, Colin Goddard, to call 9-
1-1. Goddard’s call was initially routed to the BPD and was received at 0941 and was
then rerouted to the VTPD and received at 0942. Students throughout Norris hall, most of
which are unfamiliar with the sound of live gunfire, were initially confused by the loud
noises. Some professors even demanded that class continue as planned until fleeing

students followed by Cho revealed the true seriousness of the situation.128

After leaving room 206 Cho walked across the hall to room 207, a German
class taught by Christopher Bishop. Cho shot professor Bishop and several students has
he entered the room. Once inside, he moved up and down the aisles of the classroom
shooting other students as he came to them. Before Cho left room 207, he had killed
Professor Bishop and four additional students, as well as wounded another six. Cho then
moved to Professor Nowak’s class in room 211. Despite efforts to barricade the door with
furniture, Cho pushed his way into the classroom and, without saying a word, proceeded
to open fire on the classroom. Goddard, the student who had called 9-1-1, was among the
first to be shot. As he fell to the floor, another student named Emily Hass retrieved his
cell phone and, although she was slightly wounded twice in the head by bullets, remained

on the line with the 9-1-1 dispatch for the remainder of the shooting.129

Students in room 205 barricaded the door with their bodies and feet.
Despite Cho’s efforts to force his way into the room, he was unsuccessful and his

haphazard shots fired through the door into the classroom did not result in any injuries.

128 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 91.
129 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 91.
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As Cho returned to the German class in room 207, the remaining able-bodied students,
some uninjured and some injured, barricaded the door with their bodies as well. Although
Cho was able to open the door slightly and fire shots into the classroom, the shots fired
were not effective and Cho eventually ceased at his attempt to re-enter and no further
injuries were sustained in room 207. After being denied entry into room 207, he moved
back to room 211 where he walked up and down each aisle shooting students again.
Although Goddard was shot two more times by Cho, he continued to play dead.
Ultimately, Cho killed the professor and eleven students and injured another six in room
211.130

While on his way to room 204, an engineering class taught by Professor
Liviu Librescu, a janitor saw Cho reloading his pistols in the hallway and fled. Cho then
continued his movement to room 204. As Cho arrived to the classroom, Professor
Lebrescu braced his body against the door and told the students to exit through the
window. Ten of the 16 students present in the class were able to escape by leaping the 19
feet from the second floor class window to the ground below. Professor Librescu was
fatally shot through the door by Cho, and once in the classroom, Cho proceeded to kill

one student and seriously injured three others.131

130 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 91.
131 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 91.
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Figure 8.  Norris Hall Classroom Windows on the Side of Professor Librescu’s
Classroom

The classrooms in Norris hall are mostly square and furnished with
lightweight furniture. None of the classroom doors were lockable from the inside and
there was no available messaging system by which professors could initiate or receive an
alert. This design afforded the students and faculty in Norris Hall no reliable ability to
effectively barricade classrooms or call for help. Ten minutes passed from the receipt of
the first 9-1-1 call to the end of the incident when Cho finally committed suicide. Within
that timeframe, Cho fired 174 rounds from two semiautomatic pistols (9mm Glock and
.22 cal Walther) for which he had 19 total high capacity magazines. He fired most of his
shots from point blank range and killed 30 students and faculty members and injured

another 17 before finally shooting himself in the head at approximately 0951.132

3. Analysis

Virginia Tech’s existing emergency alerting system was in the process of being
updated in the spring of 2007. At that time, the university’s system had the capability to
send emergency messages to all students, staff and faculty via a broadcast email system.
While this feature greatly expedites the flow of information in an emergency situation,

132 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 92.
53



there are significant, inherent shortfalls with this aspect of the emergency alerting system.
First, unless you are actively monitoring your email account at the time the alert is sent,
then there will be a significant delay between message sent and message received.
Second, the authority and capability to send such a message rested with the University
Associate Vice President for University Relations. Although this individual has the
capability to send this message from anywhere via internet connectivity, the emergency
must first be verified before an alert can be sent. Additionally, the Virginia Tech email
system had 36,000 registered email addresses as of April 16, 2007. With a message
distribution rate of 10,000 messages per minute, the process of sending an emergency
message alone takes 3.6 minutes.133 Considering the steps required in order to send an
emergency message and the constraints of the available network for broadcast email
alerts; even by assigning a minimal and unrealistic time of one minute to each of the steps
required in the emergency messaging process, the total time from incident occurrence to
emergency message receipt would be 12.6 minutes.134 As the average Active Shooter
Incident is 12.5 minutes, on average, a system, such as this would not be able to even

alert the university population prior to the culmination of the incident.135

Emergency 911 1% Responders Emergency University
Situation Call Respond Verified Administration
Notified

<~

Emergency Emergency Emergency University Associate

Message Message Message Vice President for

Received <}: Sent <}: Crafted <:: University Relations
Notified

Figure 9.  Virginia Tech Abbreviated Emergency Alerting Procedure

Virginia Tech also utilizes the university’s home webpage for posting emergency
messages. This site has a high volume capacity and even as the events of April 16, 2007

133 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 92.

134 Drysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, Table 3.

135 Drysdale, Modzeleski, and Simons, Campus Attacks: Targeted Violence Affecting Institutions of
Higher Education, Table 6.

54



unfolded, the site was able to sustain over 148,000 hits per hour. Emergency messages,
usually weather related, are posted on this webpage in a box directly on the primary
screen so that users will see the message as soon as they are on the site.136 While this
asset provides many great features and capabilities for delivering emergency messages, it
too has significant shortfalls. First, as with the broadcast email, users must be either
actively monitoring the web page or navigate to it in order to receive the emergency
message. Second, this web page is typically used for less time sensitive emergencies,
such as weather alerts, as well as standard student and staff notices. As a result, a high

level of information saturation encourages webpage users to ignore alerts.

Virginia Tech also maintains contact with local radio and television stations in the
surrounding area and has the capability to send emergency messages to these stations that
can be played immediately. This capability affords the Virginia Tech administration the
ability to send an emergency message via multiple media platforms and inform not only
the university population, but the local area population as well. However, as with the
previous two capabilities, this one too has significant shortfalls. First, this process
requires university officials to present validation codes for each radio or television station
in order to prevent false reports. As a result, the process for transmitting an emergency
message in this manner takes approximately 20 minutes.137 This time added to the
existing time required to validate an emergency through the university’s own abbreviated
validation process would take a minimum of 29 minutes. This too is well in excess of the
12,5 minutes of duration for the average Active Shooter scenario. Additionally,
emergency messages delivered in this manner have the potential to attract more curious

bystanders or concerned citizens to the situation and further complicate the problem.

Although text messages delivered via cell phones would probably provide a more
expedient means by which to alert the university population, this feature was not yet
installed as part of the Virginia Tech emergency alerting system on April 16, 2007.
Instead, the university had a broadcast phone-mail system in place that is capable of

sending a phone message to all registered phone numbers. However, this system required

136 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 14.
137 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 14.
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voluntary registration so messages are only sent to those phones that are registered. An
emergency message was delivered to registered users on April 16. As the Associate Vice
President for University Relations stated in the Report to the Review Panel presented to
Governor Kaine, this method of emergency notification requires 11 separate actions and
is not a useful approach to time critical alerts. In addition to the previously listed
emergency notification capabilities, additional sporadic assets, such as loudspeaker
systems, bullhorns and human relay utilizing Resident Advisors and floor wardens round
out the Virginia Tech capabilities that were in place at the time of the Active Shooter

incident on April 16.138

Equally important as having an efficient and expeditious means to deliver
emergency messages is the plan for message delivery, content, and timing. In the case of
Virginia Tech on April 16, the Virginia Tech Policy Group and the Virginia Tech Police
Chief had the authority to send an emergency message to the university population.
Virginia Tech policy at the time of the incident directed the Police Chief to consult with
the Virginia Tech Policy Group, consisting of the university president and senior
university officials, prior to sending any messages. Although the chief had the authority
to send a message, he did not possess the means to do so. In fact, only two individuals on
the university staff possessed the authority and the means to send an emergency message
to the university population: the Associate Vice President for University Relations and
the Director of News and Information. Furthermore, Virginia Tech had no preset
messages for different types of emergencies prepared in advance. Each message sent
through the Virginia Tech emergency alert system was individually crafted at the time of
the incident.139 The university Policy Group also issued five additional messages to the
community that, while they assisted in informing the university population after the
incident was over, had no effect on reducing the rate of kill. The five messages are
outlined in Table 6.

138 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 15.
139 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 15.
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Messages issued by the Virginia Tech University Policy Group to the Community in
Response to the Norris Hall Shooting

Time Message

“A gunman is loose on campus. Stay in buildings until further notice. Stay away from all

0950 . v
windows.
“Virginia Tech has cancelled all classes. Those on campus are asked to remain where they are,
1015 lock their doors, and stay away from windows. Persons off campus are asked not to come to
campus.”

“In addition to an earlier shooting today in West Ambler Johnston, there has been a multiple
shooting with multiple victims in Norris Hall. Police and EMS are on the scene. Police have one
1050 shooter in custody and as part of routine police procedure; they continue to search for a second
shooter. ““All people in university buildings are required to stay inside until further notice. All
entrances to campus are closed.”

“Faculty and staff located on the Burruss Hall side of the drill field are asked to leave their
1130 office and go home immediately. Faculty and staff located on the War Memorial/Eggleston Hall
side of the drill field are asked to leave their offices and go home at 12:30 p.m.”

“Virginia Tech has closed today Monday, April 16, 2007. On Tuesday, April 17, classes will be
cancelled. The university will remain open for administrative operations. There will be an
additional university statement presented today at noon.

“All students, faculty and staff are required to stay where they are until police execute a planned
1215 evacuation. A phased closing will be in effect today; further information will be forthcoming as
soon as police secure the campus.

“Tomorrow there will be a university convocation/ ceremony at noon at Cassell Coliseum. The
Inn at Virginia Tech has been designated as the site for parents to gather and obtain
information.”

Table 4.  These Messages Were Issued to the Virginia Tech Community in Response to
the Norris Hall Shooting by the Virginia Tech University Policy Group
(From )

These messages were all issued too late to be of any security value and, as a
result, did not affect the Rate of Kill for this instance at all. While these messages
arguably had a moderate value for facilitating the exit plan for personnel currently on the
campus, the university has received harsh criticism for the untimely nature and the vague

content of these messages.140

According to university records, 148 students were registered for class convening
at 0905 in Norris Hall on April 16. At least 31 students did not go to class that day which
means that at least 100 or possibly as many as 120 students (counting those who
happened to be in the building but were not registered for 0905 classes) were in Norris
Hall at the time of the shooting. Additionally, other university administrative staff

members were present in Norris Hall at this time as well, but none of them were injured

140 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 97.
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or killed. Of the students and faculty present, 30 were killed, 17 were injured by gunfire,
6 were injured by jumping from windows, and 4 sustained injuries from other causes.
Room 211 suffered the highest casualty count at 12 followed by room 206 with 10, 207
with 5, 204 with 2, and 225 with 1. These casualties are further depicted in Tables 4 and
5.141 When analyzing these totals, the most significant conclusion relative to Active
Shooter mitigation is generated when these casualties are compared in the order in which
they occurred. Cho began killing victims in room 206, he then moved to 207, then 211,
then 205, then back to 207 and back to 211 before killing himself. Room 206 had a 77%
kill ratio of persons present versus persons killed. Room 207 had a 38% kill ratio, room
211 had a 67% Kill ratio, and room 205 had zero persons killed. As Cho returned to room
207, he found the door barricaded and was unable to re-enter or to inflict further injuries.
Throughout this incident, in every instance where potential victims took action, whether
it was jumping out of windows, barricading doors, calling police, or playing dead, the
Rate of Kill was decreased.142 Although this example provides strong evidence in support
of victim response in incidents, such as this, lack of a standardized response and
immediate control measures still affords victims and potential victims little advantage
during Active Shooter scenarios. The Virginia Tech shooting demonstrated that victims
and potential victims are the only immediate responders to an Active Shooter and lends
great support to our third hypothesis which maintains that a Victim Initiated Mitigation
system that is able to sufficiently synchronize immediate control measures with a
prescribed set of automated responses would have been capable of reducing the Rate of

Kill in this instance.

Due to the delayed release of the initial message issued by the Policy Group,
some students and faculty were already in their 0905 class. If the Policy Group could
have released the message earlier, more members of the university population could have

been alerted prior to class.143 In addition to the untimely emergency notification, the

141 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 100.

142 pete Blair, “Response to Active Shooter Events,” Lecture: Advanced Law Enforcement Rapid
Response Training (ALERRT) Active Shooter Conference, San Marcos Texas, November 15, 2011.

143 BJair, “Response to Active Shooter Events.”
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Virginia Tech university administration received harsh criticism for not locking down the
campus in response to the murders at WAJ Hall. However, upon further analysis of the
feasibility of locking down a campus as large as Virginia Tech with a total population of
35,000 people, this task proves not only to be unfeasible, but impossible with the current
university infrastructure and security.144 With a population of 35,000 people and a
university composition of 131 major buildings, the process of locking this institution
down could be likened to locking down a small city. In defense of the university
administration’s decision not to lock the campus down in response to the WAJ double
homicide, if a murder were to occur in a small city of similar dimensions, the entire city
is not typically locked down.145 However, in response to this argument, it can easily be
argued that universities have more control over their population and facilities than
municipal leadership and law enforcement have over the population and facilities in their
city. Additionally, parental expectations of university security are higher than reasonable
expectations of security within a given city.146 As the findings of the Report of the
Review Panel presented to Governor Kaine indicate, parents, students, staff, and faculty
all have an expectation that the university will be locked down in some manner in

response to an incident, such as the one that occurred on April 16.

The preceding list of poorly managed and inadequate alert systems coupled with
an extremely cumbersome and inefficient chain of command is indicative of a poor
Emergency Response Plan. The plan in place on April 16, 2007 was two years old and
included no specific instructions for a school shooting incident.147 Instead, the plan
broadly divides all emergencies into categories (0, I, 11, or 11l). The events of April 16
constitute the highest level of emergency as outlined in this plan. A level 111 emergency
requires the designation of an Emergency Response Coordinator (ECR), and
establishment of an Emergency Operations Center (EOC), as well as Satellite Operations

Centers to assist the ERC. Virginia Tech’s Emergency Response plan also goes on to

144 BJair, “Response to Active Shooter Events.”
145 Blair, “Response to Active Shooter Events.”
146 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 83.
147 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 83.
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identify two key decision groups: the Policy Group and the Emergency Response
Resources Group.148 While this plan goes into great detail with regards to the
establishment of positions and descriptions of the authorities and responsibilities of those
positions, it does not provide a clear tactical response to an emergency situation, such as

the one experienced on April 16.

Norris Hall Student Census for April 16, 2007 0905 Classes

Total Students Accounted For: Used 'l_l"!'indm
o
Killed ar Mot Physi- | Did Not | Status Students Escape
Room | Total Students | Later cally In- Attemd Mot Imjured** by Mot
Ho. on Class Roll Died Injured Jured Class | Verified | Total Gunshot | Injured* | Injured®
200 14 1] 0 0 14 0 14 0
204 23 1 bl i ] 23 3 i 2
205 14 1] 1 8 3 2 14 0
206 14 ] 2 2 1 0 14 2
207 15 4 T 1 3 0 15 i}
21 22 11 i 0 4 1 22 i
308 ar 1] 1 20 1 15 ar 0
Labs bl 1] 0 bl 1] 0 bl 0
Totals 148 23 26 45 EL 20 144 17 & 4
* Included In “Total Shudenis Accountad For®
** CIass was canceled that day

Table 5.  Results from a Norris Hall Student Cerﬁl?Js for April 16, 2007 0905 Classes
From ")

Norris Hall Faculty Census for April 16, 2007

Total Total Faculty Accounted For
Faculty Killed or Mot Physi- Dhid Mot At- Status Not
Room # Scheduled | Later Died Injured cally Injured | tend Class Verified Total

200 1 1] 0 0 1 1
204 1 1 0 0
208 1 1] o 1
208 1 1 o 0
207 1 1 0 0
211 1 1 o 0
g 1 0 0 i
228hallway 1 1 o 0

Totals 8 3 ] 2 1 8

* Class was canceled that day

Table 6.  Results from the Norris Hall Faculty Census for April 16, 2007 (From **')

148 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 17.
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Key Security Recommendations as Prescribed by the Virginia Tech Review Panel

Recommendation Number Virginia Tech Review Panel Recommendation

VIII-1 Campus police everywhere should train with local police departments
on response to active shooters and other emergencies.
VIII-2 Dispatchers should be cautious when giving advice or instructions by

phone to people in a shooting or facing other threats without knowing
the situation.

VIII-3 Police should escort survivors out of buildings, where circumstances
and manpower permit.

VIlI-4 Schools should check the hardware on exterior doors to ensure that
they are not subject to being chained shut

VIII-5 Take bomb threats seriously. Students and staff should report them

immediately, even if most do turn out to be false alarms.

Table 7. Key Security Recommendations as Prescribed by the Virginia Tech Review
Panel in Regards to the Mass Shooting at Norris Hall

In the Report to the Virginia Tech Review Panel ordered by Governor Kaine,
several key findings were identified as a result of an in depth review of the Virginia Tech
emergency response to the mass shooting carried out by Seung Hui Cho on April 16. The
first of which was that there was no provision for a school shooting anywhere in the
entire plan.149 This oversight was the largest contributing factor to the disjointed and
ineffective emergency response experienced on April 16. This also accounts for the lack
of student awareness, and training for staff, and faculty regarding Active Shooter
scenarios. Additionally, the VTPD was not placed high enough in the decision making
hierarchy.150 This greatly contributed to the delay in alerting the university population to
the emergency situation. Also contributing to this delay, was the cumbersome emergency
response policy that requires that a Policy Group be convened in order to decide whether
to send a message to the university population and to compose its contents. Furthermore,
lack of basic security control measures on all buildings and an efficient means of
emergency notification also greatly compounded the events of April 16.151 While it may

seem obvious in the wake of Cho’s massacre at Virginia Tech, the Virginia Tech Review

149 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 17.
150 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 17.
151 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 18.
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Panel felt obligated to state in their report to the Governor that, “Parents and students can

and do consider security a factor in making a choice of where to go to school.”152

Key Security Recommendations as Prescribed by the Virginia Tech Review Panel

Recommendation Number Virginia Tech Review Panel Recommendation

-1 Universities should do a risk analysis (threat assessment) and then choose
a level of security appropriate for their campus.

-2 Virginia Tech should update and enhance its Emergency Response Plan
and bring it into compliance with federal and state guidelines.

-3 Virginia Tech and other institutions of higher learning should have a

threat assessment team that includes representatives from law
enforcement, human resources, student and academic affairs, legal
counsel, and mental health functions.

-4 Students, faculty, and staff should be trained annually about responding to
various emergencies and about the notification systems that will be used.

-5 Universities and colleges must comply with the Clery Act, which requires
timely public warnings of imminent danger.

11-6 Campus emergency communications systems must have multiple means of
sharing information.

-7 In an emergency, immediate messages must be sent to the campus

community that provide clear information on the nature of the emergency
and actions to be taken.

11-8 Campus police, as well as administration officials should have the
authority and capability to send an emergency message.

11-9 The head of campus police should be a member of a threat assessment
team, as well as the emergency response team for the university.

11-10 Campus police must report directly to the senior operations officer
responsible for emergency decision making.

1-11 Campus police must train for active shooters

Table 8.  Key Recommendations Describing Security Enhancement Suggestions As
Prescribed by the Virginia Tech Review Panel Report to Governor Kainel53

Police response to the Norris Hall shooting was an insignificant factor in reducing
the Rate of Kill of the incident. Within 3 minutes of the 9-1-1 call being received by the
dispatch the first two officers were on scene followed immediately by three other
officers. This incredible response time was a result of the increased security posture and
pre-positioning of many officers at WAJ in conjunction with the earlier double homicide.
Although in this instance, these circumstances provided for a prompt response; had the
WAJ double homicide not occurred, the response time and composition of the responding
officers would have been significantly different. After experiencing extreme difficulty

bypassing the chained doors, two teams composed of a mixture of patrol and SWAT

152 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 18.
153 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 18.
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officers proceeded to the sounds of gunfire. As they arrived to the second floor, the
shooting stopped as Cho committed suicide.154 Despite the responding officer’s best
efforts, they were not able to reduce the Rate of Kill in Norris Hall during the eleven
minute Incident Duration because they were not equipped with the necessary tools
required to defeat the chained doors, nor did they have an expedient access to building
floor plans required to identify an alternate entry point. Furthermore, the events of April
16 unfolded so rapidly that police were not able to designate an Incident Commander or

establish an Emergency Operations Center in order to coordinate the tactical response.155

The feasibility of a complete campus lock down of the Virginia Tech campus is
questionable at best. When escaped convict William Morva escaped from a nearby
detention facility in August of 2006, and was believed to be on the Virginia Tech
campus, the university administration decided to close the university. This resulted in
numerous large scale problems. First, a massive traffic jam ensued and university and
surrounding roadways were congested for over an hour and a half. Additionally, many
people stood for long periods of time at bus stops. In an Active Shooter scenario, this
situation makes the university population very vulnerable while in their cars on congested
and gridlocked roadways or congregated at bus stops for long periods of time. Second,
the process of locking a building down involves locking exterior and interior doors.
However, Virginia Tech classrooms are not equipped with interior door locks for
classroom doors. Therefore, at the time of the incident, if the university administration
had decided to lock the campus down, only the exterior doors leading into each building
would have been able to be locked. In the particular instance of the April 16 shooting,
this solution would have proven to be inconsequential unless the lockdown was initiated
immediately after the WAJ double homicide. Furthermore, no efficient means of
communicating between buildings existed on the Virginia Tech campus at the time of the
shooting providing no way to coordinate a timely lock down of the campus. In fact, the
only reasonable asset available to the campus at the time capable of locking all buildings
down was the VTPD. However, the 14 of 41 total VTPD officers which are on duty at

154 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 18.
155 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 95.
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any given time would not likely have the entire campus locked down in less than two
hours after initiation of an Active Shooter scenario.1®¢6 Additionally, Virginia Tech is
constructed, much like most universities, as a porous campus. Even if every building on
the campus were to be locked, it is completely infeasible to expect that the entirety of
Virginia Tech’s 2,600 acres could be locked down. A more feasible option would have
been to quickly disseminate a message canceling classes in response to the WAJ double
homicide. This action would have greatly reduced the number of students on campus at
the time of the second shooting. Even given the limitations of the messaging system in
place at Virginia Tech on April 16, if an alert was sent out canceling classes in a timely
manner after the WAJ shooting, a large portion of the university population would have

received the message prior to departing for class.

As a result, it was the finding of the Report of the Review Panel presented to
Governor Kaine that, had a timely alert been issued canceling classes after the WAJ
shooting or a campus lock down been initiated, that the number of casualties resulting
from the incident could have been reduced. However, the panel also concluded that none
of these measures taken in response to the WAJ double homicide would have likely

averted the subsequent mass shooting altogether.157

Key Security Recommendations as Prescribed by the Virginia Tech Review Panel

Recommendation Number Virginia Tech Review Panel Recommendation

VII-1 In the preliminary stages of an investigation, the police should resist
focusing on a single theory and communicating that to decision
makers.

VI1I-2 All key facts should be included in an alerting message, and it
should be disseminated as quickly as possible, with explicit
information.

VI1I-3 Recipients of emergency messages should be urged to inform others.

VII-4 Universities should have multiple communication systems, including
some not dependent on high technology.

VII-5 Plans for canceling classes or closing the campus should be
included in the university’s emergency operations plan.

Table9.  Key Recommendations Describing Security Enhancement Suggestions As
Prescribed by the Virginia Tech Review Panel Report to Governor Kainel58

156 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 83.
157 Virginia Tech Review Panel, Mass Shootings at Virginia Tech, 87.
158 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 83.
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After review of the incident details of the Virginia Tech massacre, it is apparent
that student and faculty survivability was enhanced solely by their own actions. While it
can be argued that the law enforcement response contributed to Cho’s decision to end the
massacre at 11 minutes vice a longer duration, the evidence and firsthand accounts are
irrefutable in portraying that the only factor that reduced the Rate of Kill during the
Norris Hall mass shooting were actions taken by potential victims. All students who
jumped out of windows in order to avoid the shooter survived. Barricading classroom
doors clearly saved lives and reduced the rate of kill. Unfortunately, this action did not
always deny the shooter entry into the classroom, but on average, Cho’s freedom of
movement was greatly reduced and lives were saved through the brave actions of some
victims. Several students also pretended to be dead as Cho passed by them and survived

as a result.159

4. Conclusion

In the wake of the horrible events that unfolded on the Virginia Tech campus on
the morning of April 16, we are left with more questions than answers. The motivating
factors which encouraged a disturbed student to indiscriminately kill 32 and injure 17 of
his classmates and faculty members died with Cho. Although the VTPD and BPD
responded quickly to Norris Hall, 11 minutes still remained from Cho’s first shot to his
last. Unfortunately, these 11 minutes and the carnage that ensued during this timeframe
validate our second hypothesis by demonstrating that Law Enforcement response to the
Active Shooter is insufficient to reduce the Rate of Kill. Law Enforcement capability to
reduce the Rate of Kill in Active Shooter scenarios will always be limited by the
separation of time and space between the threat and First Responders at the outset of the
incident. Cho’s attack on the Virginia Tech campus illustrates this claim.

With certainty, the increased presence of police at WAJ Hall, in response to the
previous double homicide, contributed to a more timely response to the Norris Hall mass
shooting. However, what is not certain is how the police response would have been
affected if large numbers of officers were not already on campus. Given the initial

159 virginia Tech Review Panel, Mass Shootings at Virginia Tech, 94.
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response time of 27 minutes to WAJ Hall, it is reasonable to assume that a significantly
longer response time would have been experienced had the Norris Hall massacre been
Cho’s initial attack. Additionally, the events of April 16 occurred so rapidly that the
VTPD was unable to establish an EOC. As a result, the confusing scenario was further
complicated with difficulties of communication. While establishment of an EOC would
have improved communications, it remains unknown if the resulting improved
communications could have reduced the Rate of Kill by communicating accurate
information to hospitals and local treatment facilities. Additionally, although Virginia
Tech had alerting procedures and resources in place, the fact remains that 2 hours and 11
minutes passed from when the WAJ Hall double homicide occurred to when the Virginia
Tech administration issued its first message informing the students, staff, and faculty of
the events. Had this first warning been published prior to the beginning of 0905 classes
and contained clearer guidance for either closing the campus or operating under
heightened alert; perhaps Cho could have been interdicted prior to the shooting or less
students would have been present in Norris Hall at the time of the shooting. Indeed, the
answers to all of these questions will remain speculative in nature. However, what is
known as a result of the Virginia Tech mass shooting is that although the control
measures and alerting procedures Virginia Tech had in place prior to the shooting
sounded very impressive; in reality, none of them did anything to mitigate Cho’s attack.
Instead, vigilance toward a solution capable of reducing the Rate of Kill of actions, such

as the ones that occurred on April 16 is required.

As stated earlier, DHS reports that the average Active Shooter incident duration is
12.5 minutes, while the average First Responder response time is 18 minutes. Cho’s
rampage in Norris Hall lasted 11 minutes; in that time he managed to fire 174 rounds, kill
30 and injure 17 people before finally killing himself. This means that on average 16
shots were fired, three people were killed and two people were injured every minute.
Although the average duration of an Active Shooter incident is 12.5 minutes, a sub-12.5
minute response standard to this type of emergency cannot be the vanguard of any
reasonable response. Every minute counts. In the two minutes that it took for Colin

Goddard’s phone call to be transferred to the correct dispatch center, 32 shots were fired,
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six people died, and four people were injured. In the five minutes it took for first
responders to arrive to Norris Hall, 80 shots were fired, 15 people were Killed and 10

people were injured. Every minute truly counts.

Of course, the most preferred method of mitigating attacks, such as this is to
prevent them from happening at all. However, Cho’s extensive and troubling mental
health history prior to his attack validates our first hypothesis demonstrating that
prevention and preemption of the Active Shooter alone is insufficient to reduce the rate
of kill. The Virginia Tech mass shooting incident was conducted by a disturbed young
man who, by all rights, did not receive adequate mental health care despite the efforts of
his family and the Virginia Tech faculty members who made a concerted effort to ensure
that he was cared for. Unfortunately, a mental health focused prevention and preemption
strategy capable of effectively mitigating the Active Shooter threat is impractical for an
already overburdened and underfunded aspect of student health. Instead, these aspects of
mental health seem to be more applicable in a post-traumatic incident role. The events of
April 16 forever changed the Cho family along with the families of the 32 victims killed
that day. Deep emotional scares are felt not only by the additional 17 victims who were
injured by Cho, but by the Virginia Tech community and the local Blacksburg
community as well. Life will truly never be the same for the Virginia Tech and
Blacksburg community. While this case study admittedly includes questions without
answers, it is done with great solidarity and respect to the victims. Our hope is that
through the process of examining the horrific events, such as the one that occurred on the
Virginia Tech campus on April 16, 2007, we will be able to offer suggestions for how to

effectively mitigate these events in the future.

B. UNIVERSITY OF TEXAS (AUSTIN, TX)

On August 1, 1966, a 25 year old architectural engineering student and former
Marine named Charles Joseph Whitman opened fire from atop the University of Texas
tower. Whitman’s attack resulted in the death of 13 people and wounding of 31 others
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and ended when a responding police officer shot and killed Whitman.160 Whitman,
frustrated and agitated by a deteriorating personal life, pending courts martial, addiction
to amphetamines, and a struggling academic career, began his massacre in the early
morning hours of August 1 as he stabbed his own mother in the heart and shot her in the
head in her apartment at 1212 Guadalupe St. Whitman then returned to his home at 906
Jewell Street where he stabbed his wife Kathy to death as she slept.161 After stopping at a
rental company to rent a dolly, a bank to cash some checks, and a few stores to purchase
additional firearms and ammunition, Whitman arrived to the University of Texas campus
armed with a Remington Model 700 bolt action riffle with a Leupold M8-4X scope, a
modified Sears 12 gauge semi-automatic shotgun, a Remington 35 caliber model 141
pump rifle, a U.S. Carbine 30 caliber M-1 rifle, a Smith and Wesson 357 Magnum 4.5
inch barrel revolver, a 9MM Luger semi-automatic pistol, and a 6.35 MM caliber semi-
automatic pistol, and appropriate accompanying ammunition.162 When Whitman arrived
to the UT main administrative building shortly after 11:30 a.m., he met security guard
Jack Rodman and presented an identification card that identified him as a research
assistant for the school and explained that he had a delivery to make. Officer Rodman
issued Whitman a parking pass and granted him access to the building. Whitman rode the

elevator to the 27th floor of the tower that is located one floor beneath the clock face.163

After Whitman traversed the long flight of stairs leading to the rooms within the
observation deck area, he was confronted by Edna Townsley who was the receptionist on
duty and had observed the large trunk with which Whitman was struggling. Ms.
Townsley asked for Whitman’s University work identification. Unable to provide the
appropriate identification, Whitman knocked her unconscious with the butt of his rifle

160 Raymond W. Kelly, New York City Police Department; Active Shooter Recommendations and
Analysis for Risk Mitigation, 2010.

161 «Casting Off Shadow of UT Tower Shooting,” Austin American Statesman, May 14, 2011.

162 |_jgon, Austin Police Department, Charles Whitman Police Report, Supplementary Offence Report,
Offence Reported: Murder, Date Reported: 8-1-66, (Offence NO. M-968150, APD 1-1-64-11), Offence
Reported: Murder, Date Reported: 8-1-66.

163 Jesse Hicks, “What Charlie Saw,” April 2006, deekmagzine.com.
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and dragged her body behind a couch; she later died from her injuries.164 Shortly after
Whitman had concealed the body of Ms. Townsley, a young couple who had been
sightseeing on the deck (Cheryl Botts and Don Walden) returned to the receptionist area
and encountered Whitman, who was holding a rifle in each hand and was standing behind
a puddle of Ms. Townsley’s blood. Botts later stated that she believed the large red stain
on the floor to be varnish, and that she thought Whitman was preparing to shoot pigeons
from the observation deck. Whitman and the young couple exchanged greetings and
pleasantries as Botts and Walden passed the reception area and entered the elevators.

Once they were gone, Whitman barricaded the stairway.165

Shortly after Whitman had barricaded the stairway, two families (the Gabours and
Lamports) who were ascending the staircase encountered the barricade. Michael Gabour
was looking through the barricade when Whitman shot him with his sawed-off shotgun,
hitting him in the left neck and shoulder region. Whitman then fired the shotgun two
more times through grates on the stairway into both families as they attempted to retreat
down the stairs.166 Whitman fired his first shots from the tower’s outer deck at
approximately 11:48 a.m. After a brief period of disorientation and confusion, the first
emergency call to the Austin Police Department was made by a history professor after he
saw several students shot in the South Mall gathering center. Prior to this call, many
others had dismissed the multiple reports of Whitman’s rifle because they were
unfamiliar with the sound of gunfire. However, panic ensued and the situation was fully
understood shortly thereafter.167 All active police officers in Austin were ordered to the
campus. Other off-duty officers, Travis County Sheriff’s deputies, and Texas Department

of Public Safety troopers also converged on the area to assist.168

164 Gary M. Lavergne, Sniper in the Tower: The Charles Whitman Murders (College Station, TX,
University of North Texas Press, February 1997), 128-129.

165 Cheryl Botts, “State of Texas, County of Travis, Sworn Affidavit,” Offense Number M-968-150,
August 4, 1966, http://en.citizendium.org/wiki/File:Cheryl_Botts_0001.jpg.

166 Botts, “State of Texas, County of Travis, Sworn Affidavit,” 132.
167 Botts, “State of Texas, County of Travis, Sworn Affidavit,” 148.
168 Botts, “State of Texas, County of Travis, Sworn Affidavit,” 152.
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Authorities, assisted by armed civilians, were able to return fire on Whitman’s
position approximately 20 minutes after he began his indiscriminant killing from the
tower. Whitman used the waterspouts on each side of the tower as gun ports, affording
him covered firing positions.169 Police lieutenant Marion Lee circled the tower from a
small airplane and radioed a confirmation that there was only a single sniper on the
observation deck. Lt Lee also attempted to shoot Whitman from the circling plane, but
turbulence disrupted opportunities for a clear shot. After receiving effective fire from
Whitman, pilot Jim Boutwell continued to circle the tower from a safe distance until the

end of the incident.170

Whitman’s choice of victims was indiscriminate but mostly concentrated on
Guadalupe Street which is a major commercial district bordering the western campus
boundary. In an effort to evacuate casualties amid Whitman’s rampage, an armored
vehicle and ambulances from local funeral homes were utilized. As a result of the large
number of casualties and the uncertainty surrounding the amount of potential casualties,
the Brackenridge Hospital administrator declared an emergency, and all available

medical staff reported to the hospital in order to reinforce personnel currently on-duty.171

Austin Police Department (APD) Officers Ramiro Martinez, Houston McCoy and
Jerry Day, assisted by an armed civilian named Allen Crum, were the first to reach the
tower’s observation deck. These first responders breeched the south door an entered the
observation deck at 1:24 p.m. Martinez and McCoy proceeded in a northerly direction
along the east deck while Day and Crum proceeded in a westerly direction along the
south deck. Several feet before reaching the southwest corner, Crum accidentally
discharged a shot from his borrowed rifle. Simultaneously, Martinez moved from behind
the corner into the northeast area and fired all six rounds from his .38 police revolver at
Whitman. While Martinez was firing, McCoy fired two fatal shots of 00-buckshot from
his 12-gauge shotgun into the head, neck, and left side of Whitman, who was sitting in

169 |_avergne, Sniper in the Tower: The Charles Whitman Murders, 172.

170 Denise Gamino, “Austin Facility Names Hero of UT Rampage,” The Austin American-Statesman,
August 11, 2008.

171 «16 Killed in UT Shooting Rampage,” Texas Landmarks and Legacies MMXII, no. 213 (August 1,
1966), http://howdyyall.com/Texas/TodaysNews/index.cfm?Getltem=305.
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the northwest corner approximately 50 feet away. Houston McCoy appeared before the
Travis County Grand Jury on August 5, 1966 and received a justifiable homicide verdict
for the death of Whitman.172

On August 1, 1966, the University of Texas at Austin endured a horrifying
shooting spree which lasted approximately 1 hour and 34 minutes and was carried out by
a deranged student who, through his actions, transformed a historical Texas landmark
into a sniper’s vantage point. Unfortunately, Whitman’s troubled personal life consisting
of a pending courts martial, addiction to amphetamines, and poor academic performance
was not addressed by mental health professionals and these stressors finally culminated
with violent action. Whitman’s attack provides another validating example for our first
hypothesis that states that prevention and preemption measures alone are insufficient to
reduce the Rate of Kill for Active Shooter incidents. This attack differed from the
Virginia Tech attack in that although Whitman was experiencing difficulties with many
aspects of his personal and professional life, he had not been identified as a risk to
himself or others prior to the attack as Cho was. Furthermore, no evidence was given in
any police report or other review of the UT Tower shooting that indicated Whitman had
received any form of mental health care or screening prior to the attack. If he had, it
would have occurred as part of his entry requirements into the Marine Corps and these
reports were not shared with the University. As a result, the UT Tower shooting
demonstrates that a mental health focused prevention and preemption focused strategy is
not capable of effectively mitigating Active Shooter attacks.

Ultimately, Whitman’s rampage was ended through the brave actions of three
police officers and one armed civilian. However, although the courage and resolve of
these three individuals cannot be questioned, the fact remains that this was not a
standardized response. As such, had these three individuals not been present that fateful
day, it is illogical to assume that other individuals would react in the same manner.
Furthermore, this unorganized and disadvantageous response to Whitman’s attack

required a lot of time to organize and execute. In the 1 hour and 34 minutes that elapsed

172 perry Flippin, “UT Tower Heroes to be Honored,” SA Standard Times, August 6, 2007.
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from Whitman’s first shot to his demise atop the UT tower, many lives were lost or
changed forever. This unfortunate aspect of the UT Tower shooting provides a validating
example of our second hypothesis as it demonstrates that Law Enforcement interdiction
of the Active Shooter was insufficient to reduce the Rate of Kill during this incident.
Similar to the Virginia Tech shooting, law enforcement capability to reduce the Rate of
Kill during the UT Tower shooting was limited by the separation of time and space
between the threat and First Responders. In the case of the UT Tower shooting,
overcoming these limitations took 1 hour and 34 minutes. The administrators and
authorities of the UT campus and surrounding business district of Austin found
themselves unprepared, ill-equipped, and inadequately trained to respond to an event,
such as this. They were not alone. In fact, as a result of the UT tower shooting, coupled
with a nationwide escalation of violence, police departments around the country began a
critical introspective review of their training and capabilities. In fact, it is largely argued
among the Law Enforcement community that the UT tower shooting provided the

catalyst for the formation of SWAT teams.173

As demonstrated by the UT tower shooting, Whitman had full access and freedom
of movement while victims below remained helpless with no viable means of mitigation.
No alert or security measures were in place that were capable of providing notifications
of the event or protection to the UT students, staff and faculty or Guadalupe St patrons.
Whitman’s rampage was only halted through the brave, but unorganized and ill-
advantaged assault of three police officers and one armed civilian. Similar to the Virginia
Tech shooting, actions taken by potential victims clearly saved lives and reduced the Rate
of Kill during the UT Tower shooting. However, with no advantages afforded to them,
this response was haphazard and delayed. In the absence of an adequate plan, equipment,
or control measures; the first responders to the UT tower shooting were afforded no
advantages and were forced to rely only on creativity and courage in order to stop the
killing. As Law Enforcement and civil authorities in 1966 recognized the need to adapt

tactics and equipment in response to this tragedy, authorities of our present time are

173 Robert Snow, Swat Teams: Explosive Face-offs with America (Cambridge, MA: Perseus Books,
November 1999), 6.
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charged with the responsibility to take a critical look at available assets and determine if
the current security needs are meet in High Occupancy Facilities in light of Active
Shooter incidents since the UT tower shooting. This case study provides a good
validating example of our third hypothesis confirming that a victim initiated response
capable of sufficiently synchronizing immediate control measures with a prescribed set of
automated and standardized responses is an effectively way to reduce the Rate of Kill for
incidents, such as this. The UT Tower shooting demonstrates that a Victim Initiated
Mitigation system incorporating automated control measures and complementary
response protocols represents the only realistic means of reducing Response Time and

Incident Duration for Active Shooter scenarios.
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Charles J. Whitman’s Possessions at time of Death

Trunk Contents

Channel Master 14 Transistor AM-FM Radio
(portable) brown case

Robinson Reminder (note book, no writing)

White 3.5 gallon plastic water jug (full water)

Red 3.5 gallon plastic gas jug (full gas)

Sales slip from Davis Hardware for August 1, 1966
4 "'C" cell flashlight battery

Several lengths of cotton and nylon ropes (different
lengths)

One plastic compass ("Wonda-scope™)

One paper mate ball point (black)

Hatchet

(Nesco) Machete with green scabbard

(Hercules) hammer

Green ammunition box with gun cleaning
equipment

Alarm Clock , "Gene" brand

Cigarette lighter

Canteen with water

Rifle Scabbard, green, "Sears"

Hunting knife (Camallus) with brown scabbard and
whit stone

Large pocket knife (Wooden handle) lock blade
Pipe wrench (10")

Pair eye glasses, brown frame and brown case
Box of kitchen matches

12 Assorted cans of food and two cans Sego, jar
honey

One can charcoal starter

White and green 6-volt flashlight

One set ear plugs

Two rolls tape (white adhesive)

Approximately one foot long solid steel bar
Army green rubber duffle bag

Green extension cord

Lengths of clothes line wire and yellow electrical
wire

Bread- sweet rolls

Gray gloves

Deer bag (same bag)

6MM Remington, (full 20 box) shells — ammunition
Large knife (Randall) with bone handle name of
“CHARLES J. WHITMAN” on blade with brown
scabbard with whit stone

Printed on
Trunk

L/CPL. CHARLES J. WHITMAN

USMC - 1871634

Marine Bks.

Navy 115, Box 32-A

FPO, NY, N.Y.

To: Mrs C.A. WHITMAN, Jr.

P.O. Box 1065

Lake Worth, FLA. USA

(Insured Tag #10372 - May 17, 1961 - N.Y. N.Y.)

Ammunition

35 Remington (full box) shells

35 Remington (full box) shells-"Peters"
35 Remington (full box) shells

357 Mag (Peters 50 rounds) full box
357 Mag Western (full box)

357 Mag Western (7 shells)

30 Caliber "Peters" (2 full boxes)

Box Western 25 caliber auto. (approx. 40)
Box Remington 9mm Luger (full box)
Box 35 Western two shells

Weapons Found
Around the
Body of Charles
Whitman

Remington Model 700 - 6MM, Bolt action #149037, with Leupold four power - M8-4X scope, cheek stock

(serial #61384) and leather strap.

Sears 12 gauge 2.75 chamber automatic shotgun, barrel and stock, both sawed off

Remington 35 caliber model 141 pump #1859 rifle

U.S. Carbine 30 caliber M-1 Universal #69799 with Webb sling.
357 Mag Smith and Weston 4.5 barrel, chrome, Model 19 #K391583

9MM Luger #2010

6.35 MM Caliber Automatic pistol - Galesi-brescia #366869

Items Belonging
to Whitman,
Tagged and
Placed in CID.

1-15 round clip 30 cal carbine loaded with hollow points
1-30 round clip, 30 cal carbine loaded with hollow points
1-30 round cilp 30 cal carbine loaded with lead nose bullets
2- clips 9mm Luger loaded, one clip had X cut on bullet

1-clip 25 cal. loaded
1- pair light brown leather gloves

1-Cartridge belt with 22 round of 6 mm ammunition

1- Shoulder holster for 357 Magnum with ammunition holder with 11 rounds of ammunition

1- pair Kirby 7x35 Field Glasses

1- knapsack and web belt and canteen holder, also one US compas with canvas case and B-D snake bite kit

in canvas cask on belt

Items Found in

4- 30 rd clips for 30 cal carbine

1- Small package of toilet paper

1- Mirach can opener

1- Soap dish with some pills and other items

Gillette razor

18-round 12 ga Winchester #4 buckshot shells
4-35 Remington shells

44 rounds 6mm shells

Knapsack 1- Queen #19 pocket knife 6 rounds 357 Magnum
1- Pair of sunglasses 7 round 30 cal carbine ammunition
1- Foot powder 5 hulls 6 mm
Table 10.  Contents and Possessions of Charles J. Whitman as reported by Officer Ligon

at time of Death
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C. CALIFORNIA STATE UNIVERSITY (FULLERTON, CA)

On July 12, 1976, a 37-year-old man named Edward Charles Allaway entered the
basement of the Cal State Fullerton library where he was employed as a custodian and
opened fire, killing seven people and wounding two others.174 Allaway pulled into the
parking lot adjacent to the west side of the library shortly after 8:00 am an walked
casually towards the library entrance with a .22 caliber rifle in one hand and a box of .22
caliber ammunition in the other. Although Allaway was motivated by his psychotic
dilutions that some of his co-workers were forcing his estranged wife to participate in
pornographic films and were plotting to kill both of them, he had received no mental
health care, nor had he been subjected to any psychological screening prior to the
shooting which could have prevented or preempted this attack. Similar to the UT Tower
shooting where no prior mental health history existed with Whitman prior to the attack,
this example also validates our first hypothesis that maintains that prevention and
preemption of the Active Shooter alone is insufficient to reduce the Rate of Kill for these
incidents. Instead, Allaway entered a stairwell in the library and proceeded to the
basement where, at approximately 8:30 am, he entered secretary Karen Dwinell’s office
and shot Paul Herzberg who was a photographer. A fleeing media center assistant, Bruce
Jacobsen, was shot in the chest as he was attempting to escape in the adjacent 150-foot
long hallway. Allaway then fired on the Graphics department killing Frank Teplansky

and Professor Seth Fesseden.17>

From the Graphics department, Allaway chased down and killed custodians Debra
Paulsen and Donald Karges. After reloading his rifle in the stairwell, Allaway continued
up the stairs towards the elevators in the library lobby. Janitorial supervisor Maynard
Hoffman was shot in the elevator and as Allaway stood over his body to watch him bleed
to death, library technician Steven Becker hit him in the back of the head with a plate and
attempted to wrestle the rifle from Allaway. Becker was soon assisted by Library

Supervisor Don Keran who wrapped Allaway in a bear hug. After an intense struggle,
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Allaway regained the advantage and shot Keran. A wounded Becker pursued Allaway out
of the library until he turned and killed Becker near the southeast side of the building.
Although Allaway was not subdued, the actions taken by Keran and Becker discouraged
him enough to cease his assault. Allaway then re-entered the library through the east
entrance and proceeded through the library to his car which remained in the parking lot
adjacent to the west side of the building.176 As with Virginia Tech and the UT Tower
shooting, actions taken by potential victims clearly reduced the Rate of Kill for this
incident as well. However, because these potential victims were afforded no advantages,
this response was not standardized and was insufficient to contain or control the threat.
After Kkilling seven people and wounding another two in less than five minutes, Allaway
decided to end his rampage and eluded University and local Police in route to the
Anaheim Hilton Inn, where his estranged wife was on duty.177 After arriving at the hotel,
Allaway asked his estranged wife for a glass of water and a dime so he could make a
phone call. He then placed a call to Police confessing to the shooting and providing his
current location. Subsequently, local Police Officers arrested an unarmed Allaway who

was waiting for them in the banquet hall of the hotel.178

This tragic event which took place in the California State Fullerton University
Library demonstrates that even in an Active Shooter instance of short duration where
there is no feasible response opportunity for Law Enforcement, the shooter was afforded
freedom of movement throughout the duration of the event and victims and potential
victims were afforded no advantages capable of increasing their survivability. However,
even with no advantages afforded to them, potential victims did choose to act and, as was
the case in the Virginia Tech and University of Texas case studies, victim actions
arguably reduced the Rate of Kill in this case as well. Although, the brave actions of
potential victims discouraged Allaway’s activities they did not mitigate the effects of the
shooter, or conclude the incident. In fact, this incident was only concluded when the

176 smith, “Blood Spills in Library Hallways,” 2.
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http://news.google.com/newspapers?nid=1828&dat=19760710&id=XjUeAAAAIBAJ&sjid=fb4AEAAAAIB
AJ&pgy=1447,1114782.

178 smith, “Blood Spills in Library Hallways,” 3.
76



shooter decided to cease his activities. During the five minutes that elapsed in the Cal
State Fullerton Library during Allaway’s rampage, casualties were sustained at a rate of
one death per minute and one injury per 2.5 minutes. At this Rate of Kill it is very
plausible to postulate that had Allaway desired to continue his activities, he could have
inflicted many more casualties. These unfortunate circumstances are not dissimilar to the
incidents that transpired at Virginia Tech or the University of Texas in that although the
actions of potential victims clearly reduced Active Shooter effectiveness. However,
because these actions were not standardized or assisted with immediate control measures,
the effects of this attack were not able to be mitigated. This lends great support for our
third hypothesis that maintains that a Victim Initiated Mitigation system utilized in IHES,
which is capable of incorporating automated control measures and complementary
response protocols represent the only feasible means of reducing Response Time and

Incident Duration for Active Shooter scenarios.

D. UNIVERSITY OF IOWA (IOWA CITY, IA)

On November 1, 1991 at 3:42 p.m., a 28-year-old Chinese graduate student
named Gang Lu opened fire on the University of lowa campus, killing five people and
wounding one other.17® Angered by an unenthusiastic reception of his doctoral
dissertation coupled with the University’s failure to award him with the highly
prestigious Spriesterbach Dissertation Prize, Lu constructed a list of targets and
formulated detailed plans for how to exact his revenge. Armed with a .38 caliber snub
nosed revolver and a .22 caliber revolver, Lu attended a physics and astronomy
department meeting in room 208 of Van Allen Hall and shortly after the meeting began
killed his professor, Christoph Goertz; fellow doctoral student Linhua Shan, and
wounded associate professor Robert A. Smith.180 Lu exited the seminar room and killed
department chair Dwight Nicholson in his office. After killing Nicholson, Lu returned to

179 Kelly, New York City Police Department, Active Shooter Recommendations and Analysis for Risk
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room 208 and shot all of his initial victims again, killing the wounded Robert Smith.181
Lu then left Van Allen Hall and walked three blocks across the snow covered campus to
Jessup Hall which houses the University’s administration offices.182 After arriving at
Jessup Hall, Lu entered the Office of Academic Affairs in room 111 and asked for T.
Anne Cleary, who was the associate vice president of academic affairs. After a brief
conversation with Cleary, Lu shot her in the face. He then wounded Ms. Cleary’s 23-
year-old receptionist before going upstairs to room 203 and fatally shooting himself in
the head at 3:50 p.m.183

In the eight minutes that elapsed during his premeditated mass murder which
spanned two buildings, four rooms and three city blocks across the university campus,
Gang Lu fired 16 shots and succeeded in Killing everyone he held responsible for his
failure to be nominated for his department’s most prestigious physics award.184 Christoph
K. Goertz was one of America’s leading space plasma physicists, a professor of physics
and astronomy at the University of lowa and was Lu’s dissertation chairperson. Dwight
R. Nicholson was the chairman of the University’s physics and astronomy department
and was one of Lu’s dissertation committee members. Robert A. Smith, who was an
associate professor of physics and astronomy, was also on Lu’s dissertation committee.
Linhua Shan, was a research investigator for the physics and astronomy department and
was Lu’s fellow doctoral student who ultimately won the Spriestersbach prize over Lu.
Ms. T. Anne Cleary was the associate vice president for academic affairs and the
grievance officer at the university whom Lu had made several complaints to regarding
nomination for the Spriestersbach prize. Miya Rodolfo-Sioson was a temporary student
employee working in the grievance office and was shot by Lu for undetermined

reasons.185

181 Megan L. Eckhardt, “10 Years Later, U. lowa Remembers Fatal Day,” The Daily lowan,
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Due to the current security posture and preparedness of the University of lowa
campus in November of 1991, Lu was afforded access and freedom of movement
throughout the entire shooting incident that affected multiple rooms and buildings.
Despite a timely response by then chief of the lowa City Police Department, R.J.
Winkelhake, the incident had already culminated with Lu’s suicide. In the eight minutes
that elapsed from Lu’s first shot to his last, the Rate of Kill for this incident was one
casualty per every 1.6 minutes that does not account for the critical wounding of Miya
Rodolfo-Sioson who, although she survived, was paralyzed from the neck down as a
result of her injuries. This case clearly supports the assertion that although qualified and
competent Law Enforcement personnel are capable to respond to Active Shooter
incidents, the assumption that this response will be able to mitigate the effects of an
Active Shooter is a false one. This is in keeping with our second hypothesis and similar
to all three preceding case studies, Law Enforcement response was limited by time and
space in this case as well and although qualified responders were available, they were not
able to respond in time to mitigate the effects of this incident. There is simply no
reasonable method in which qualified first responders can respond quickly enough to
disrupt the Rate of Kill in Active Shooter incidents. The University of lowa case study
only highlights the fact that the shooter is the one who determines the length and severity
of the majority of Active Shooter incidents and that until a standardized system of active
control measures capable of being initiated by Potential Victims can be implemented, this
unfortunate reality will remain true. As with the Cal State Fullerton shooting, Lu had no
previous mental health history and short of performing a mental health screening of every
incoming student, the University of lowa possessed no means by which to identify Lu
prior to the attack or to otherwise prevent the attack. These assertions are in keeping with
our first hypothesis which maintains that a mental health focused prevention and
preemption strategy that is capable of effectively preventing an Active Shooter incident is

impractical for an already overburdened and underfunded aspect of student health.

However, as with each of the preceding case studies, had the University of lowa
facilities been equipped with a Victim Initiated Mitigation system that is capable of

synchronizing immediate control measures with a prescribed set of automated and
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standardized responses, students, staff and faculty could have initiated this system and
limited Lu’s freedom of movement. A system, such as this would not have allowed Lu’s
rampage to continue through two buildings, four rooms and three city blocks. Instead, a
Victim Initiated Mitigation system would have incorporated automated control measures
with complementary response protocols, decreased Response Time and Incident

Duration, as well as accomplish the Five C’s in a timely manner.

E. SIMON’S ROCK COLLEGE OF BARD (GREAT BARRINGTON, MA)

On December 14, 1992, an 18-year-old undergraduate student named Wayne Lo
opened fire on the Simon’s Rock College of Bard campus at 10:20 p.m., killing two
people and wounding four others.186 Prior to the attack, on December 14, a United Parcel
Service package addressed for Lo arrived to the campus mail room. The receptionist, who
accepted the package, noticed that it came from a North Carolina based company called
Classic Arms. Suspecting that the package may contain weapons, she notified the
appropriate college officials. Mr. Rodgers, Dean of the college, determined that although
he was notified that Lo had received a package from an ammunition company, the school
had no authority to interfere with the delivery of the package. However, the Dean did
request that Lo’s dormitory advisors inspect the contents of the package and conduct an
inspection of his room. Lo’s dormitory advisors, Trinka and Floyd Robinson, went to
Lo’s room and asked to see the contents of the package. After initially refusing, Lo
finally consented to show the advisors what was in the package. The contents consisted
of ammunition magazines, a plastic rifle stock and an empty cartridge box. Lo gave
plausible explanations for having a package with these contents shipped to him at school
stating that the cartridge box was a Christmas present for his father and that the other
items were to be used by him when he returned home. The Robinsons also conducted an

inspection of Lo’s room, but no weapons were found. Dean Rodgers met with Lo in order

186 Kelly, New York City Police Department, Active Shooter Recommendations and Analysis for Risk
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to discuss the contents of his package and to reiterate the college’s policy regarding
weapons on campus. Lo was calm and rational throughout the meeting and assured the

Dean that he did not possess any weapons on campus. 187

Immediately following his meeting with Dean Rogers, Lo got into a taxi for the
20-mile ride north to Pittsfield, Massachusetts where he bought an SKS semi-automatic
assault rifle. At 10:20 p.m. Lo began his rampage on the Simon’s Rock College of Bard
campus by shooting Teresa Beavers, a security officer, twice in the abdomen. Teresa’s
husband was on the phone with his wife at the time of the shooting and called 911
immediately to report the incident. After seriously wounding Teresa Beavers, Lo
indiscriminately killed Nacunan Saez who was a professor of Spanish as she drove her
car onto campus. Lo then proceeded to Simon’s Rock library where he fatally shot Galen
Gibsonand and wounded Thomas McElderry. Not yet satisfied, Lo continued to a nearby
dormitory where he seriously wounded Joshua A. Faber before his rifle malfunctioned
forcing him to end his 20 minute rampage. Lo then called police and submitted to his

arrest without further incident.188

In this case study, the Rate of Kill is one casualty per 10 minutes and the rate at
which people were wounded was one person wounded every five minutes. Although staff
members and administrators had strong suspicions that Lo was in violation of the
college’s weapons policy, after conducting the inspection of his dorm room and
reviewing the school’s weapons policy with him, he was no longer viewed as a violent
threat. Similar to the University of Texas, Cal State Fullerton, and the University of lowa,
Lo had no previous mental health history and although his actions raised suspicions, they
did not warrant further action at the time. These events are in keeping with our first
hypothesis as they demonstrate yet again that preventative and preemptive measures
remain insufficient to reduce the Rate of Kill for Active Shooter incidents. Additionally,
throughout Lo’s attack, he was afforded complete freedom of movement across the

Simons Rock College campus, and although competent Law Enforcement authorities
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were available and were alerted to the incident immediately after it began, this incident
was not able to be contained or otherwise controlled for 20 minutes. Unfortunately, these
circumstances are not unique and this case is not an outlier. Rather, in keeping with our
second hypothesis, the response characteristics and resulting casualties of this shooting
highlight a common inability of IHES to reduce response time or effectively mitigate the
effects of an Active Shooter. Additionally, as with every one of the preceding case
studies, a Victim Initiated Mitigation system could have restricted Lo’s movement and
isolated potential victims through automated control measures and complementary
response protocols. If the Simons Rock College of Bard had a system, such as this in
place at the time of this incident, a drastic reduction in response time, incident duration

and Rate of Kill would have been the result.

F. SAN DIEGO STATE UNIVERSITY (SAN DIEGO, CA)

On August 15, 1996, a disgruntled graduate student named Frederick Martin
Davidson entered the Engineering Building on the San Diego State University campus
and killed three professors. Davidson, who believed the three professors and the entire
engineering department were involved in a conspiracy against him, had his thesis rejected
once and was fearful that the faculty would reject it again.18% Davidson along with
Professors Liang, Lowrey and Lyrintzis, as well as three other engineering students
gathered in a classroom in the Engineering Building shortly before 2:00 p.m. After being
formally introduced by Professor Liang, Davidson handed Liang a printed copy of an e-
mail, he had received from a prospective employer who was interested in hiring
Davidson. The email stated that Davidson’s future employment with the company hinged
on a successful Master’s thesis defense. Without allowing Liang time for comment, and
without saying anything himself, Davidson removed the 9mm semiautomatic Taurus
handgun and five spare magazines he had stored in the first aid box on the wall prior to
the meeting and immediately started firing. Liang was the first casualty as Davidson shot
him while he was still seated at the faculty table. Lowrey and Lyrintzis were also
wounded initially. As Lowrey tried to escape throughthe only main access door,

189 Joe Hughes, “3 at SDSU Shot Dead Student Held Professors Were Hearing Defense of Master's
Thesis,” San Diego Union-Tribune, August 16, 1996.

82



Davidson shot Lowrey several more times, and he died on the floor in front of the main
doorway. Lyrintzis fled into an adjoining classroom, and hid under a table. After killing
Lowrey, Davidson reloaded another clip into the handgun, and pursued Lyrintzis into the

other room and killed Lyrintzis while he hid under the desk.190

Davidson did not harm the three other Graduate students who were in the
classroom. Davidson later stated that his anger was not directed at the students and that
he never had any intentions of harming them.191 Before Davidson decided to end his
rampage which lasted only four minutes and call 9-1-1 himself, he had fired 23 rounds
hitting the three professors 16 times. Police arrived to find Davidson in the 3rd floor
hallway still holding the handgun and pleading for the officers to kill him. 192 Although,
he ultimately surrendered to police without further incident, Davidson had intended to
kill himself after the shootings, but was unable to do so. 193 Davidson had left a murder
suicide note in the hallway for the police to find, detailing the location of evidence and

computer files in his house.194

In this case, Davidson’s actions and the Law Enforcement response only serve to
further substantiate the emerging reality that there is currently no viable security measure
in place that is capable of effectively mitigating the effects of an Active Shooter.
Although Davidson’s rampage lasted only four minutes, he was able to kill three people
and had the capacity to kill many others but chose not to. The Rate of Kill for this
incident was one casualty per every 1.33 minutes. However, more disturbing than the rate
at which casualties were inflicted in this case, is the trending affirmation of our second
hypothesis and the realization that the only person who is capable of mitigating the

effects of an Active Shooter is the shooter himself. Here, the Killing only ceased as a
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result of Davidson’s choice to discontinue his rampage. Neither potential victims, nor
Law Enforcement personnel were afforded any viable means to interdict the shooter or to
mitigate the effects of his actions. In fact, in this particular case, the campus was not even
alerted to the incident until 2:40 p.m., over 40 minutes after the shooting began.195
Additionally, as with the University of Texas, Cal State Fullerton, University of lowa,
and Simons Rock College of Bard; in support of our first hypothesis, San Diego State
University had no viable or effective means of prevention or preemption capable of
mitigating the effects of this incident. Again, the only feasible means by which this
Active Shooter incident could have been mitigated was through the implementation of a
Victim Initiated Mitigation system. In this case, automated control measures initiated by
a VIM system could have restricted Davidson’s freedom of movement that would not
have allowed him to enter subsequent rooms and inflict further casualties. Likewise,
through the complementary response protocols offered by a VIM system, authorities
would have been dispatched more rapidly thereby reducing the Response Time, Incident

Duration and ultimately the Rate of Kill.

G. APPALACHIAN SCHOOL OF LAW (GRUNDY, VA)

On January 16, 2002 just past 1:00 p.m., a 42-year-old former student named
Peter Odighizuwa who was angered about his recent academic dismissal from the school,
opened fire with a .380 caliber semi-automatic handgun on the campus of the
Appalachian School of Law, killing three people and wounding an additional three.196
Among the dead were Dean L. Anthony Sutin, Professor Thomas Blackwell, and student
Angela Denise Dales. At approximately 1:00 p.m. Odighizuwa, discussed his academic
problems with Professor Dale Rubin. At the end of this discussion, Odighizuwa
reportedly told Rubin to pray for him and walked to the office of Dean Anthony Sutin
and killed him. From the Dean’s office, Odighizuwa proceeded to Professor Thomas
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Blackwell’s office and killed him. When Odighizuwa exited the building, he was
confronted by two students with personal firearms and one unarmed student who subdued

him.197

In this case, the actions of Potential Victims clearly prevented further casualties
and ended Odighizuwa’s rampage on the Appalachian School of Law campus. However,
all of the students that assisted in subduing the shooter were off-duty Law Enforcement
officers and two of them responded with their own personally owned firearms. This
unique response is atypical to say the least. However, even with such a well-trained and
timely response, three people were still killed and three additional people were seriously
injured. Again, no feasible advantages were afforded the first responders in this case
either. As a result, it was only by virtue of the heroic actions of Potential Victims that this
incident was ended. Unfortunately, this response cannot be standardized, nor is it prudent
to anticipate that these actions alone will mitigate future incidents.

Similar to the University of Texas, Cal State Fullerton, University of lowa,
Simon’s Rock College of Bard, and San Diego State University; Odighizuwa had no prior
mental health history and the Appalachian School of Law had no feasible means of
prevention or preemption in place that was capable of mitigating the effects of this
incident. Although, this case presents a unique composition of potential victims who
became first responders, the fact remains that uniformed Law Enforcement had no
opportunity to respond to this incident. However, in this case, as well as all of the
preceding case studies included in this research, a Victim Initiated Mitigation system
could have mitigated the effects of this incident as well. In this case, Odighizuwa’s
freedom of movement would have been limited by a VIM system and, as a result, he

would not have been able to inflict subsequent casualties.

H. UNIVERSITY OF ARIZONA (TUCSON, AZ)

On October 29, 2002, Robert Flores opened fire in an instructor’s office at the

University of Arizona Nursing College, killing three instructors. The shooter, a 41-year-
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old male burst into a nursing class building shortly after the building opened.198 He first
killed Professor Rogers in her office, then moved to an adjacent classroom and killed two
additional professors before killing himself. The victims included Barbara Monroe, 45,
Cheryl McGaffic, 44, and Robin Rogers, 50, all nursing professors. The incident was
motivated by an administrative block initiated by the three professors that prohibited
Flores from taking a mid-term in a critical care nursing class that he was failing. Flores’
weapons of choice included 4 handguns (.45-caliber semi-automatic, .40-caliber semi-

automatic, .357-caliber revolver, and 9-millimeter revolver).199

As with many other Active Shooter incidents, a retrospective review reveals
favorable conditions for a retaliation shooting.200 Earlier in the school year, Flores
bragged about his obtainment of a concealed handgun license. Additionally, students and
teachers recalled that the shooter talked about “taking care” of the school of medicine at
the University if the administration did not assist him with his studies. This threat
prompted a fellow nursing student, Lori Schenkel, to alert the authorities in late 2001,
almost one year prior to the incident. The police report states that authorities attempted to
contact the shooter but were unable to and that there were no follow on attempts to
investigate Schenkel’s report.201 In addition to the report filed in 2001, Flores often
mentioned that he suffered from Gulf War Syndrome, having served in an Army
engineering unit deployed to Iraq and Kuwait in 1990 and 1991. Flores claimed that
exposure to chemical weapons caches that were destroyed by his unit were the cause of
his mental anxiety and that he had previous bouts of depression as well. However, these
warning signs were never brought to the attention of authorities and Flores received no

mental health treatment for his self-proclaimed mental illness.202 This lack of mental
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health intervention coupled with the lack of follow-up on Schenkel’s report confirms our
first hypothesis that prevention and preemption measures remain inadequate to reduce the

Rate of Kill in Active Shooter incidents.

Flores’ attack lasted ten minutes and Law Enforcement officials were alerted
through 911 calls made by potential victims. Although Flores selected only three targets,
the facility floor plan and lack of control measures afforded hi freedom of movement and
access to many other rooms throughout the building to include a full classroom.
Throughout the duration of this incident, Law Enforcement officers had no capability to
respond in a timely manner and, as with every other preceding case study validating our
second hypothesis, Law Enforcement interdiction of the Active Shooter remains
insufficient to reduce the Rate of Kill in this incident as well. Here, as with every other
example provided thus far, the only factor that limited the duration of this incident was
the desire of the shooter. In this case, Flores ended his attack by committing suicide.
However, if Flores had decided to continue with his attack, there were no obstacles and
the Rate of Kill for this incident could have been much higher considering the number of
available targets. Additionally, this case highlights the lack of utility in the current
profiling and reporting process to prevent these attacks. Department of Education
profiling and prevention methodology were not enough to highlight the potential effects

of the shooter nor was the local report filed by fellow students prior to the incident.

l. DUQUESNE UNIVERSITY (PITTSBURGH, PA)

At 2:00 am on the morning of September 17, 2006, gun shots erupted outside of a
school dance resulting in three critically wounded and two moderately wounded
Duquesne University basketball players. Law Enforcement officers responded quickly
and began their investigation of the scene searching for signs of the shooter and
questioning witnesses. The shooter, William Holmes, 18, was arrested almost three days

later in his home by local authorities. Although initial arrests were made on scene
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immediately following the shooting, after Holmes’ arrest all charges against other
suspects were dropped and the prime suspect, Brandon Baynes, 19, was released after

evidence exonerated him.203

On the night of the incident, a young transfer student named Brittany Jones, 19,
allowed for several friends to pass through the security checkpoint at the dance with
concealed weapons. Jones, who sponsored the event for the Black Student Union, was
carrying a concealed handgun as well. Shortly before 0200 hours, it is believed an
argument broke out at the dance over a jealous relationship between the Holmes and one
of the five basketball players. After the dance, the argument spilled into a cross street
approximately a half-block away, yet still within the campus grounds. Witnesses describe
seeing the wounded boys on the ground shortly after hearing gunfire. Police officials
asked local authorities to help physically secure the campus and check buildings.
Although casings from two different guns were found but authorities were only able to

positively identify one shooter in the incident.204

This case demonstrates that an active shooter event can be spontaneous and not
necessarily preplanned. In this case, similar to the University of Texas, Cal State
Fullerton, University of lowa, Simons Rock College of Bard, San Diego State University,
and Appalachian School of Law, no feasible preventative or preemptive measures could
have reasonably prevented this shooting. Likewise, although the response by authorities
seems to be well coordinated and timely, responding Law Enforcement officers had no
opportunity to interdict the Active Shooter or to reduce the Rate of Kill. Additionally, all
adjacent buildings and other structures remained unsecured throughout the shooting
incident. If the shooting had continued or spilled into other areas of campus, it is likely
that other casualties would have occurred. Although a Victim Initiated Mitigation system
would most likely not have been effective against this attack, if this incident had
escalated into adjacent buildings or into other portions of the dance hall, a VIM system

would have been the only viable means by which the Rate of Kill could have been
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reduced. This incident also demonstrates the lack of security protocols for high
occupancy facilities on campus since several concealed weapons were allowed inside the
dance. This lack of standardization or appropriate mitigation measures only foster an
environment in which an active shooter incident can occur. As a result of this shooting,
Duquesne University raised the security budget on campus two months later in order to
provide for more campus police and security personnel in an effort to better secure
campus events.205 However, unless these improvements incorporate a Victim Initiated

Mitigation system, this university will remain vulnerable to future Active Shooter attacks.

J. LOUISIANA TECHNICAL COLLEGE (BATON ROUGE, LA)

On February 8, 2008, Latina Williams, 23, opened fire in a classroom in
Louisiana Technical College with a handgun, killing two students before turning the gun
on herself and committing suicide. The two victims, Karsheika Graves, 21, and
Tanieshia-Deanna Butler, 26, were only known to be classmates to the shooter and the
motive for the incident remains unknown.206 The mother of the shooter later issued a

statement of regret for the two victims and denounced her daughters’ actions.207

Prior to the incident, warning signs had emerged regarding Williams’ behavior
that went unanswered. Williams was estranged from her family for nearly two years and
students noticed signs of paranoia and anxiety in the classroom and outside of the
classroom. She was unemployed and living out of her car while attending school. Shortly
before the shooting, authorities believe that Williams made a call to a crisis counselor
indicating that she was going to commit suicide. The counselor immediately notified
authorities but before they could react to the call the incident had already taken place.
These events again confirm our first hypothesis in that despite many indicators and even
a direct warning issued to a crisis counselor, prevention and preemption measures

remained insufficient to reduce the Rate of Kill for this incident. The shooter was quoted
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by an eyewitness in the classroom before she turned the gun on herself saying, “Don’t
worry, I’m not mad at ya’ll.”298 Emergency calls were first received by the 911-dispatch
center at 8:36 am and Law Enforcement officers responded to the classroom at 8:40 am,
four minutes after the shooting began. Police immediately locked down the school with
additional police forces and cancelled the remainder of classes for the day.20° However,
even with this extremely short police response time, this incident had still culminated
prior to arrival of first responders and, as a result and similar to each of the preceding
case studies, responding Law Enforcement had no ability to interdict the Active Shooter
or to reduce the Rate of Kill in this case either.

Although Williams had no apparent motivation for murdering two students, she
certainly exhibited warning signs prior to the incident and made attempts to call for help.
Unfortunately, an effective mental health focused prevention and preemption strategy
was not feasible in this instance as well. This is yet another example confirming that
profiling and mental health examinations cannot be relied upon solely to mitigate active
shooters. Louisiana Technical College is simply not fiscally able to fund the robust
mental health resources required to implement such a program. The short duration of this
incident prevented Law Enforcement officers from being able to interdict the shooter.
Once again, the factor that limited the Rate of Kill in this instance was the desire of the
Shooter to continue or discontinue their attack. The shooter used a .357 revolver and
reportedly fired all rounds, reloaded the gun in the classroom, and continued shooting.
This indicates that the victims still remained in a state of shock and were not capable of
actively taking down the shooter during the reload. Although a Victim Initiated
Mitigation system would most likely not have been effective in reducing the Rate of Kill
in this instance, this example provided evidence confirming that actions taken in stressful

situations by potential victims are difficult to standardize. Therefore, in keeping with our

208 Jared Janes, “Killer Acted Paranoid: Woman Lived in Car, Believed Suicidal Before Shootings,”
The Advocate, February 12, 2008.

209 «3 Dead in LTC Shooting,” Baton Rouge, LA-WAFB.
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third hypothesis, additional control measures, such as a VIM system must be
implemented in order to assist potential victims by standardizing their response and

reducing the response time and incident duration by improving response protocols. .

K. NORTHERN ILLINOIS UNIVERSITY (DEKALB, IL)

On Valentine’s Day, February 14, 2008, Steven Kazmierczak entered Cole Hall
and opened fire with a shotgun and three handguns.210 The auditorium held 123 students
and the resulting casualties were six dead and 21 wounded. Similar to Virginia Tech,
Kazmierczak had a history of mental illness prior to the attack. However, this history was
not divulged to the University due to mental health privacy acts. In the Northern Illinois
University final report on this incident, speculation that Kazmierczak had stopped taking
his mental health medications was listed as a contributing factor leading to his attack.21!
Similar to each of the preceding case studies, Northern Illinois University also did not
have an effective prevention or preemptive program in place that was capable of

mitigating the effects of this attack.

On February 14, the Kazmierczak entered the side entrance of the auditorium and
was dressed in all black with a T-shirt that said “Terrorist” superimposed over a picture
of an automatic rifle. He wore a duty rig with two magazines and a pistol and had another
set of pistols in a bag over his shoulder with additional ammunition. He first opened fire
with the shotgun into a grouping of students located in the center of the class and then
fired his remaining rounds at the instructor located at the far end of the lecture stage. The
instructor attempted to escape from a side door but found it locked and was forced to
move back into the open to escape.2!2 When his shotgun rounds were complete,

Kazmierczak began moving down the aisles with a Glock 9mm, shooting at moving and

210 Kelly, New York City Police Department, Active Shooter Recommendations and Analysis for Risk
Mitigation.

211 Northern Illinois University, “Report of the February 14, 2008 Shooting at Northern linois
University,” 2009.

212 Northern Illinois University, “Report of the February 14, 2008 Shooting at Northern Ilinois
University.”
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stationary targets as he went. At one point, witnesses recall yelling to each other while he

reloaded but there are no indications that any student attempted to subdue the shooter.213

According to the NIU final report, university police responded to the incident
within 26 seconds of the first round being fired and were the first to enter Cole Hall. The
police officers established a perimeter around building prior to entering to interdict the
shooter. By the time police entered the auditorium, the shooter had already taken his own
life.214 Unfortunately, even with such an impressive response time, this incident still had
a Rate of Kill of one person per every four seconds and people were wounded at a rate of
one person per every second. Additionally, despite their best efforts, this incident had
culminated prior to the arrival of Law Enforcement officers and similar to each of the
preceding case studies, Law Enforcement reaction was insufficient to reduce the Rate of

Kill for this incident as well.

In the ensuing chaos that followed for police, authorities believed that there may
be other areas on campus where shootings had taken place. This speculation and lack of
situational awareness for the University caused first responders to fan out away from
Cole Hall to clear and secure other buildings. Although it is not noted as a negative
aspect of the tactical response, the first responding units were unable to attend to
wounded individuals or develop accountability based on these additional perceived
threats.215 Additionally, outside agencies were not requested or alerted to the attack by

University authorities until 40 minutes after the incident began.216

In response to these capability gaps, NIU implemented a text message system and
introduced additional patrol units to the campus since this attack. The university also
developed a new operating procedure to integrate the outside law enforcement and

213 Northern Illinois University, “Report of the February 14, 2008 Shooting at Northern linois
University.”

214 Northern Illinois University, “Report of the February 14, 2008 Shooting at Northern Ilinois
University.”

215 Northern Illinois University, “Report of the February 14, 2008 Shooting at Northern linois
University.”

216 Northern Illinois University, “Report of the February 14, 2008 Shooting at Northern linois
University.”

92



fire/emergency units to assist in a timelier manner to Active Shooters.217 However, these
improvements still fall short of the facility upgrades required to better protect potential
victims from such an event provide additional escape routes for potential victims, or to
provide first responders with fast and accurate situational awareness of the remainder of

the campus.

L. UNIVERSITY OF CENTRAL ARKANSAS (CONWAY, AR)

At 9:22 pm on October 26, 2008, four men, Kawin Brockman, 19, of Conway;
Kelcey Perry, 19, of Morrilton; Mario Toney, 20, of Little Rock; and Brandon Wade, 20,
of Lake Village, opened fire on a group students near their dorms on the University of
Central Arkansas campus in Conway, Arkansas. This shooting resulted in the death of
two students, Ryan Henderson, 18, of Little Rock and Chavares Block, 19, of Dermott
and a minor leg wound to student Martrevis Norman of Blytheville.218 The shooters used

handguns and fired from a moving vehicle.

Although the men all were charged with two counts of capital murder, police
never found a motive. It is believed that the shooters were targeting certain individuals
but that the actual victims were not the intended targets. Police were able to apprehend
three of the shooters later in the night and the fourth man turned himself in two days

later.219

This incident spawned an investigation that led police to begin to develop
techniques to respond to drive by shootings on campuses. Although no techniques exist to
mitigate these types of incidents, facility management and upgrades that separate students
from roadways and other potential firing points could greatly increase the survivability of
victims. Although this attack is indicated within the DHS listing of university shootings,

the drive-by shooting style of this attack offers very unique characteristics. As a result, it

217 Northern Illinois University, “Report of the February 14, 2008 Shooting at Northern Ilinois
University.”

218 “Four Men Charged in University of Central Arkansas Campus Shooting That Left 2 Dead,” The
Associated Press, October 29, 2008, http://articles.nydailynews.com/2008-10-
29/news/17908440_1 campus-shooting-shooting-deaths-four-men-face.

219 “Four Men Charged in University of Central Arkansas Campus Shooting That Left 2 Dead.”
93



would be unfair to compare this incident against prevention and preemption measures, or
to expect that Law Enforcement officers could have mitigated the effects. Furthermore, a

Victim Initiated Mitigation system is not relevant for this attack either.

M. THE UNIVERSITY OF ALABAMA (HUNTSVILLE, AL)

Amy Bishop, 42, opened fire in a faculty meeting at the University of, Alabama,
Huntsville on February 12, 2010.220 Her shooting killed three professors, Gopi K. Podila,
the chairman of the Department of Biological Sciences, and two other faculty members,
Maria Ragland Davis and Adriel Johnson. The attack also wounded three others, Joseph
G. Leahy, listed in critical condition after the shooting; professor’s assistant Stephanie
Monticello, also in critical condition; and Professor Luis Rogelio Cruz-Vera, listed in

stable condition.221

At approximately 4:00 pm, Bishop entered the biology building on campus, and
proceeded to the meeting room and opened fire with a 9mm pistol. The campus police
were alerted and a campus wide text message went out roughly three minutes after the
shooting. Police apprehended the shooter after she walked out of the front door of the
building and appeared to be in a daze. The shooting was motivated by a recent decision to
not give tenure to the shooter and not renew her teaching contract at the University.222
Despite the fact that there were several dozen other students in the building at the time,

no one else was injured. The targets were preplanned and meditated by Bishop.

Bishop’s history is unique in the fact that in 1986 she killed her brother with a
shotgun in the family’s Massachusetts kitchen. The story given to police was that she was
learning how to operate the firearm from a relative when the gun went off and fatally
wounded her brother. Since that time, Bishop has displayed a multitude of psychological

dysfunction and is described by students as both a brilliant teacher and a

220 Kelly, New York City Police Department, Active Shooter Recommendations and Analysis for Risk
Mitigation.

221 pesiree Hunter and Jay Lindsay, “Alabama Suspect Fatally Shot Her Brother in 1986,” AOL News,
February 13, 2010, http://www.aolnews.com/2010/02/13/3-dead-in-shooting-at-university-of-alabama-
huntsville/.

222 Robin Abcarian and Richard Fausset, “Three Killed in Shooting at Alabama Campus,” LA Times,
February 13, 2010, http://articles.latimes.com/2010/feb/13/nation/la-na-alabama-shooting13-2010feb13.
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schizophrenic.223 However, despite these obvious warning signs, the University of
Alabama, Huntsville was still unable to effectively prevent or preempt this attack. Unique
to this case as well was the inability of the University message system to properly inform
the student body and the families of the incident. Several students complained that they
did not receive notification of the lockdown until two hours after the incident and some
did not receive it at all. Most of the information was obtained from local television

broadcasts after the incident was already contained.224

While this case clearly undermines the mental health and behavioral health
approach to preventing or preempting mitigation of active shooters. The pre-planned
targets and motivation of the shooter again become the only limiting factor affecting the
Rate of Kill for this incident. Because prevention and preemption measures, as well as
Law Enforcement reaction were of no consequence to mitigating the effects of this attack,
victim response emerges as the only feasible means of mitigation. If the University of
Alabama, Huntsville campus had a Victim Initiated Mitigation system in place at the time
of this attack, other potential victims would not have remained vulnerable throughout the
attack. Furthermore, failures experienced by campus police and emergency incident alert
systems as well and inabilities to properly lockdown the university in the event that there
were multiple shooters or if the shooter herself had decided to select additional targets

would not have occurred.

N. OHIO STATE UNIVERSITY (COLUMBUS, OH)

At approximately 3:30 am, March 9, 2010, 51-year-old Nathaniel Brown showed
up for his early morning maintenance shift at Ohio State University. Shortly after arriving
he opened fire with two small caliber handguns killing one employee, Larry Wallington,
48, and wounding another, Henry Butler, 60. After shooting both employees, one being

223 Hunter and Lindsay, “Alabama Suspect Fatally Shot Her Brother in 1986.”

224 Abcarian and Fausset, “Three Killed in shooting at Alabama Campus.”
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the shooter’s immediate supervisor, Brown turned the weapon on himself and committed
suicide.225 Witnesses and the 911 call that accompanied the attack state the shootings

lasted less than two minutes.226

Prior to the incident the shooter had received a few bad reports about his lack of
work ethic, sleeping on the job and overall laziness at the workplace. These reports
prompted university maintenance supervisors to recommend Brown for termination of
employment. Brown placed complaints to the local Union chapter and stated that the
university was treating him unfairly. Ohio State’s hiring policy placed Brown on
probation for the first few months of employment which meant he would be scrutinized
harder during that period. Police officials believe that Browns attack was set in motion on
March 2 when he received official word from the university that he would be terminated
from his position.227 In addition to his employment difficulties, Brown’s criminal record
revealed that he lied on his application to the University. He had been charged with
receipt of stolen property in 1979 and served five years in prison before being released in
1984. He lied about this on his application and it contributed to his employer’s decision

to terminate him.228

Similar to every other case study included in this research, prevention and
preemption measures failed to prevent this attack. In this case, the university failed to
conduct a thorough background check on the shooter and also failed to see the warning
signs that resulted from Brown’s termination. His Rate of Kill was low because he had
already pre-planned his shooting spree and decided on his targets. However, despite
being in a terminated status, Brown still maintained access to the grounds and the specific
building in which he used to work. Facility security measures and an active plan for

termination of employees is an area that Ohio State University has sought to fix since the

225 Kelly, New York City Police Department, Active Shooter Recommendations and Analysis for Risk
Mitigation.

226 |an Urbina, “Ohio State Employee Kills Co-Worker, Then Self, Police Say,” New York Times,
March 9, 2010, http://www.nytimes.com/2010/03/10/us/100hio.html.

227 Urhina, “Ohio State Employee Kills Co-Worker, Then Self, Police Say.”

228 Matt Leingang, “Ohio State Shooting: 1 Killed, 2 Wounded At Ohio State University Campus,”
Associated Press, March 9, 2010, http://www.huffingtonpost.com/2010/03/09/ohio-state-shooting-1-
kil_n_491250.html.
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incident. However, although Law Enforcement officers had no opportunity to mitigate
the effects of this incident, no new security measures have been emplaced that would

enable a victim-initiated response.
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V. ANALYSIS

A. CASE STUDY COMPARISON
1. Ordinal Value Explanation

After selecting our case studies and defining the lethality of each case utilizing
Utility Theory by assigning ordinal values to variables that contribute to the lethality of
Active Shooter incidents, we applied the same principles when comparing these case
studies in order to determine relative vulnerability of each university to Active Shooter
violence. Vulnerability is defined as being susceptible to physical or emotional injury or
susceptible to attack.22® The Universities included in this research as case studies, all
exhibit vulnerabilities that made them susceptible to attack. Determining these points of
vulnerability and rating them according to their propensity to contribute to an IHE’s
susceptibility to acts of extreme violence is a crucial aspect in determining which
variables can be manipulated in order to mitigate the effects of Active Shooters. The
following analysis of 14 most lethal Active Shooter incidents occurring in U.S. IHEs will
demonstrate that there are three main factors contributing to higher Rates of Kill. These
factors include university demographics and population, local area demographics and

university facility composition.

Before the analysis of this research can be discussed, it is necessary to explain the
weighting of ordinal values assigned to factors that either promote or reduce vulnerability
of IHEs to Active Shooter violence. The following tables depict the variables chosen and
the assigned weight of each variable. The ordinal values assigned to these variables were
initially selected based on the authors’ professional experiences gained through a
combined 31 years of military service, 14 years of Army Special Forces tactical
experience, and conduct of numerous Threat Vulnerability Assessments on Forward
Operating Bases, foreign military installations, and U.S. embassies. These variables were
then validated by expert Law Enforcement representatives at the 2011 ALERRT Active
Shooter Conference in San Marcos, Texas, as well as proponents of Law Enforcement

229 Vulnerability, The American Heritage Dictionary (Boston: Houghton Mifflin Company, 1985).
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training and Active Shooter response, such as the National Tactical Officers Association,
ALERRT, DHS, as well as various state police agencies throughout Texas, lowa, New
York, California, Washington, D.C., and numerous other municipal departments
represented at the 2011 ALERRT Active Shooter Conference. Although the variables
selected may not encompass all factors contributing to IHE vulnerability, they should
provide an accurate estimate of a university’s susceptibility to Active Shooter violence.
However, as with any other review of law enforcement or military tactics, these results
are only representative of current threats and in order to remain relevant must be

consistently updated in order to accurately represent an evolutionary threat.

The variables selected to determine IHE vulnerability to Active Shooter violence
are separated into two main headings: Pre-Event Contributing Factors and Event
Contributing Factors. Pre-Event Contributing Factors represent factors prior to the
occurrence of Active Shooter violence that contribute to the likelihood of an individual
becoming an Active Shooter, and either promote or preclude potential victim
survivability. The first sub-heading of Pre-Event Contributing Factors is Shooter Profile.
Factors within this category are taken from the shooter summary of each of our selected
case studies and each relevant characteristic was weighted with an ordinal value. It is
important to regard this comparative analysis as a tactically oriented perspective with
corresponding weighted values based on each variable’s propensity to contribute to
Active Shooter violence. This research does not contend that values are not subject to
change as tactics in Active Shooter response evolve and, more importantly, as Active
Shooters themselves evolve. For example, the ordinal value of 13 is given to the variable
“Verbal/Written Warning Given Prior to the Event.” Within this category, this factor has
the highest ordinal value. When comparing this variable to “Prior Disciplinary
Action/Incarceration,” which has an ordinal value of 4, the inference can be made that a
university is more vulnerable to a person who makes a threat to conduct an act of extreme
violence as opposed to someone who has been incarcerated. Incarceration, although
thought to be an indicator of potential future misconduct, is not in itself as significant an
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indicator of Active Shooter violence as the actual verbal or written threat to conduct the
act is. The remaining variables listed in this category are assigned ordinal values in the

Same manner.

Shooter Profile

Characteristic Ordinal Value
Verbal/Written Threat Prior 13
Time Elapsed from Threat to Incident
12
(Days)
Physically Aggressive Acts Prior 10

Time Elapsed from Physically 9

Aggressive Acts to Incident (Days)

Stalk / Harass Acts Prior 8

Alarming Behavior Observed Prior 1

Mental IlIness History 7
3
4
6

Medication Prescribed

Prior Disciplinary Action / Incarceration
DSM Diagnosis

Time Elapsed from DSM Diagnosis to

Incident 2
Drug Abuse Yes: 1 No: 0
Health Issues Yes: 1 No: 0

Table 11.  Pre-Event Contributing Factors Depicting Assigned Ordinal Values Which
Represent Each Variable’s Contribution to IHE Vulnerability to Active
Shooter Violence Based on Behavioral and Mental Health Histories of Each
Active Shooter Represented in the Included Case Studies

The second sub-heading of Pre-Event Contributing Factors is Emergency
Response Capability. This sub-heading is further separating into two sub-headings of
Campus Police Response and Local Law Enforcement Response. Ordinal values for each
contributing variable is assigned in the same manner as the preceding category and
assessed based on propensity to contribute to IHE vulnerability to Active Shooter

violence and potential to either promote or preclude potential victim survivability.
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Campus Police Response
Characteristic Ordinal Value
Police Force Accreditation -15
ERT/SWAT Capability -17
Number of Officers at Time of Incident -18
Number of Officers on Duty at Time of 19
Incident
Number of Adjacent Law Enforcement 16
Agencies
Established Active Shooter Plan of
: 21
Action In Place
Active Shooter Training Conducted Yes: -20 No: 20
Local Law Enforcement Response
Characteristic Ordinal Value
Police Force Accreditation -8
ERT / SWAT Capability -9
Number of Officers at Time of Incident -12
Number of Officers on Duty at Time of 11
Incident
Number of Adjacent Law Enforcement 10
Agencies
Distance from Police Station to Campus 7
Center (Mi.)
Active Shooter Plan of Action in Place Yes: -14 No: 14
Active Shooter Training Conducted Yes: -13 No: 13

Table 12.  Pre-Event Contributing Factors Depicting Assigned Ordinal Values Which

Represent Each Variable’s Contribution to IHE Vulnerability to Active
Shooter Violence Based on Emergency Response Capability of Each
University Represented in the included case studies

In the instances where an ordinal value does not fit into an incremental rating
system, some answers to the criteria were simply “yes” or “no.” In these instances, the
ordinal value assigned was either a 1 or 0 where 1 demonstrates a contribution to IHE
vulnerability and O represents no contribution to IHE vulnerability. Additionally, in order
to accurately depict IHE vulnerability to Active Shooter violence, certain variables also
had to be assessed based on their ability to either contribute to vulnerability or reduce

IHE vulnerability. For example, the variable of “Active Shooter Plan of Action in Place”
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has a weight of either -14 or 14. This contrast in weighting demonstrates that Law
Enforcement agencies that have an Active Shooter plan of action in place prior to an
Active Shooter incident are clearly more prepared and better equipped to respond to
emergencies of this nature. Therefore, if a plan was in place prior to the Active Shooter
incident, the ordinal value is a negative number, in this case -14, and works in the
university’s favor to reduce its vulnerability. Likewise, a university that does not have an
Active Shooter plan in place prior to the Active Shooter incident is clearly less prepared
and equipped to meet the challenges of emergencies, such as this. Therefore, these
universities receive a positive number, in this case 14, as this lack of preparedness
increases a universities vulnerability to Active Shooter violence. Assigning ordinal values
in this manner creates a more accurate representation of IHE vulnerability to Active
Shooter violence as some historical factors are assessed favorably for IHEs and others are
assessed as the security shortfalls they are. However, in every instance and in the interest
of fairness and academic honesty, where an advantage could be given to a university, no
matter how small, it was always granted. For example, no negative values were assessed
to the “Police Ability to Communicate with Student Population” variable for any
university. Even if the university only possessed rudimentary phone lines in each
building at the time of the incident, such as the case of the UT Tower Shooting, credit
was given in the form of reduction of the university’s vulnerability. Further concessions
were afforded when considering the factors of Law Enforcement response, both from
adjacent agencies and university police. These factors were very well received by law
enforcement personnel as valid variables and accurate representations of IHE

vulnerability.

The third sub-heading of Pre-Event Contributing Factors is University
Environmental Factors. This sub-heading is further separating into three additional sub-
headings of Violent Crime, Other Crime, and University Demographics and Population.
Ordinal values for each contributing variable is assigned in the same manner as the
preceding category and assessed based on propensity to contribute to IHE vulnerability to

Active Shooter violence.
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University Environmental Factors (Year of Attack)

Violent Crime

Characteristic Ordinal Value
Murder 27

Assault 25

Rape 26

Armed Robbery 24

Other Crime

Characteristic Ordinal Value
Gang Related Arrests 23

Drug Arrests 21

Illegal Weapons Arrests 22

University Demographics and Population

Characteristic Ordinal Value
% Male 1

% Female 1

White 1

Black 1

Hispanic 1

Asian 1

American Indian 1

Other 1

Total University Population 1

Police Ability to Contain and Control | Yes: -1 No: 1
Student Population

Police Ability to Communicate with | Yes: -1 No: 1

Student Population
Table 13.

Pre-Event Contributing Factors Depicting Assigned Ordinal Values Which
Represent Each Variable’s Contribution to IHE Vulnerability to Active
Shooter Violence Based on University Environmental Factors During the
Year of Attack of Each University Represented in the Included Case Studies

The fourth sub-heading of Pre-Event Contributing Factors is Local Environment
Factors. This sub-heading is further separating into three additional sub-headings of
Violent Crime, Other Crime, and Local Area Demographics and Population. Ordinal
values for each contributing variable is assigned in the same manner as the preceding
category and assessed based on propensity to contribute to IHE vulnerability to Active

Shooter violence.
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Local Environmental Factors (Year of Attack)

Violent Crime

Characteristic Ordinal Value
Murder 20

Assault 19

Rape 18

Armed Robbery 17

Other Crime

Characteristic Ordinal Value
Gang Related Arrests 16

Drug Arrests 14

Illegal Weapons Arrests 15

University Demographics and Population

Characteristic Ordinal Value
Unemployment Rate 1

Poverty Rate 1

% Male 1

% Female 1

Median Age Male 1

Median Age Female 1

White 1

Black 1

Hispanic 1

Asian 1

American Indian 1

Other 1

Total University Population 1

Police Ability to Control Access of Local Yes: -1 No: 1
Population to University Facilities

Police Ability to Communicate with Local | Yes: -1 No: 1
Population

Table 14.  Pre-Event Contributing Factors Depicting Assigned Ordinal Values Which

Represent Each Variable’s Contribution to IHE Vulnerability to Active
Shooter Violence Based on University Environmental Factors During the
Year of Attack of Each University Represented in the Included Case Studies

Factors of University Crime and Local area crime statistics, as well as the
demographics of both variables, were utilized to weight factors that demonstrate the
vulnerability of an IHE. The demographics and student population are key factors and

have profound influence on weighted vulnerability of IHEs. Again, a tactically focused
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application of Utility Theory reveals that larger university populations result in higher
risk Active Shooter violence. This logic takes into account that as student population
increases, university police departments and local Law Enforcement does not always
expand proportionally. This logic is also validated within our selected case studies by the
majority of Active Shooter incidents that occurred in large universities and the severity of
these attacks that were, on average, much more severe among larger universities as well.
Larger university campuses and student populations make it much more difficult to
contain and control a sprawling campus of hundreds of acres and potentially hundreds of
buildings. Additionally, the perception of academic openness that every IHE wishes to
portray on their campus also grants the local population with the freedom to freely walk
through the grounds and enjoy the history and atmosphere of the institution. As a result,
this also presents much additional vulnerability to Active Shooter violence.

The fifth sub-heading of Pre-Event Contributing Factors is University Facility
Composition. Ordinal values for each contributing variable is assigned in the same
manner as the preceding category and assessed based on propensity to contribute to IHE
vulnerability to Active Shooter violence and potential to either promote or preclude

potential victim survivability.
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University Facility Composition

Characteristic Ordinal Value
Guards Present at Buildings Yes: -6 No: 6
Total Number of Buildings 28

Total Campus Acreage 1

Guarded Roads or Gateways Yes: -5 No: 5
Campus Entranceways 1

Total Campus Population at Time of 1

Incident

Student Population at Time of Incident 1

Campus Daily Visitor Population at Time 1

of Incident

Faculty Population at Time of Incident 1

Door Locks on Buildings Yes: -4 No: 4
Buildings with Security Cameras Yes: -2 No: 2
Ability to Contain Threat to Student ves: -1 No: 1
Population

Ability to Contain Student Population Yes: -1 No: 1
Alert System in Place at Time of Incident | Yes: -1 No: 1

Table 15.  Pre-Event Contributing Factors Depicting Assigned Ordinal VValues Which
Represent Each Variable’s Contribution to IHE Vulnerability to Active
Shooter Violence Based on University Facility Composition of Each
University Represented in the Included Case Studies

The factors of facility composition also had profound effects on IHE vulnerability
to Active Shooter violence. Many of the ordinal values within this category are listed as a
yes or no based on evidence that university facilities either have some type of security
provision or they do not. Similar to University and Local Area Demographics and
Population, University Facility Composition became the other largest contributor to
vulnerability in IHE’s as the data compiled and compared utilizing Utility Theory
demonstrated. Data showed that the ability to simply lock a door, to communicate
directly to a threat building or to have security cameras were crucial aspects to
significantly reducing the vulnerability of IHE’s to Active Shooter violence and for
increasing potential victim survivability during these events. Although the data collected
and analyzed in this category does not reflect preventative attributes of Facility
Composition, the deterrent value of these capabilities is easily inferred and expounded on
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later in this thesis. This data revealed that the potential ability to contain, control and
communicate with students, law enforcement and the shooter in a timely manner
significantly reduced response time and Rate of Kill in every case study. Although
significant advances have been made on campuses since tragedies, such as Virginia Tech,
the majority of IHE’s included as case studies in this research still fell short of physical
security considerations comparable with those recommended in this thesis. While text
message and mass alert systems afford IHEs the ability to communicate a threat to
students, staff, and faculty, they fail to contain or control the IHE population or the
shooter during acts of extreme violence. Additionally, these text and mass alert services
are still generated from a 911 call and subject to delays and confusion resulting from

dispatch services.

The sixth sub-heading of Event Contributing Factors is divided into three sub-
headings of Victim Lethality, Ballistic Lethality, and Incident Lethality. Ordinal values for
each contributing variable is assigned in the same manner as the preceding category and
assessed based on propensity to contribute to IHE vulnerability to Active Shooter
violence and potential to either promote or preclude potential victim survivability.
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Victim Lethality

Characteristic Ordinal Value
Number of Rooms Affected 33

Number of Buildings Affected 37

Ballistic Lethality

Characteristic Ordinal Value
Number of Weapons 32

Number of Shots Fired 40
Characteristic Ordinal Value
Number of Shooters 36

Total Incident Duration 41

Active Shooting Duration 34

Shooter Suicide -31

Shooter Submission -30

Shooter Interdiction -29

Alert Time -39
Characteristic Ordinal Value
ERT Notification -38

Response Time -35

Persons Wounded 42

Persons Killed 43

Other 1

Total University Population 1

Police Ability to Control Access of Local | Yes: -1 No: 1
Population to University Facilities

Police Ability to Communicate with Yes: -1 No: 1
Local Population

Table 16.  Event Contributing Factors Depicting Assigned Ordinal Values Which
Represent Each Variable’s Contribution to IHE Vulnerability to Active

Shooter Violence Based on Victim Lethality, Ballistic Lethality, and Incident
Lethality of Each University Represented in the Included Case Studies

2. Vulnerability Ratings

In order to identify the relative vulnerability of each university, after a
comprehensive list of contributing variables was developed, weighted and assessed
through the application of Utility Theory; an accurate threat perspective was gained and

an Initial Vulnerability Rating of each IHE was assigned. These values are assigned
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through the application of Utility Theory to actual data mined from police reports, press
releases, as well as university, state and federal records of the incident and represent each
IHE’s relative vulnerability to Active Shooter violence prior to the incident. Once the
Initial Vulnerability Rating (IVR) was assessed for each IHE, these variables were again
assessed in each case study through the application of Utility Theory to predicted values
in order to reflect potential vulnerability. This process allowed us to incorporate the
proposed facility upgrades and automated responses included in the recommended Victim
Initiated Mitigation system and assign a Predicted Vulnerability Rating (PVR).

This comparative analysis of the included case studies allowed us to identify
variables that directly affect the Rate of Kill of Active Shooter incidents in IHEs and
highlighted a feasible solution capable of enhancing or reducing appropriate variables
resulting in a reduction in the rate of kill. In order to accomplish this, ordinal values were
entered into two separate spreadsheets and Utility Theory was applied to values for each
IHE. The first spreadsheet titled Initial Vulnerability Rating represents capabilities that
were available to the university at the time of the Active Shooter incident to mitigate the
effects of the shooting. The second spreadsheet titled Predicted Vulnerability Rating,
represents the adjusted vulnerability after a Victim Initiated Mitigation system is
implemented. In the Initial Vulnerability Rating spreadsheet, the column labeled
Emergency Response Capability presents all negative values after being applied to the
associated ordinal values. This represents the only factor in the Initial Vulnerability
Rating assessment that reduced IHE vulnerability to Active Shooter violence. This means
that everything else, to varying degrees, is contributing to university vulnerability.
University Demographics, Local Demographics and Facility Composition represent the
highest totals, or the most influential factors contributing to vulnerability and higher
Rates of Kill.
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Virginia Tech
Northern Illinois
Universi
Louisiana
Technical
College

Cal State
Fullerton
University of
lowa

Simon’s Rock
College of Bard
San Diego State
Universi
Appalachian
School of Law
University of
Arizona
Duquesne
Universi
University of
Central Arkansas
University of
Alabama,
Huntsville
Ohio State
Universi
University of
Texas

Table 17.

University Initial Vulnerability Rating

University Environmental
Factors

Local Environmental Factors

Violent Other Univ. " q Other Facility Victim Ballistic
Crime Crime Dem. Vil e Crime el B2 Comp. Lethality Lethality
277 399 200 5473 0 3985.3 49179 272 7024
641 948 198 1598 1075 266.12 35967 70 2400
123 168 200 47587 2308 293.51 2105 70 152

824 405 200 7682 288 10217 35312 136 832
1327 4347 200 5490 846 10160.93 47011 206 704

0 147 200 125 353 10201.97 2340 210 1232
1254 6645 187 180192 12025 10209.6 36157 103 952

0 0 199 0 0 10186.99 563 136 672

176 1890 200 168005 80619 10226 50569 103 448

101 105 200 49346 40212 10182.67 12084.5 0 424

156 1939 200 3346 0 10168.76 15398 37 776

180 338 200 87223 590 10189.94 6058 70 512

728 1094 200 228 0 10193.6 127144 70 464

50 63 200 71326 17675 10792.21 60766 70 2080

Universities Prior to the Active Shooter Incident
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The second spreadsheet titled Predicted Vulnerability Rating depicts resulting
values of Utility Theory application incorporating implementation of the VIM system.
The most notable observation made during this comparison was that upgrading facility
composition to VIM system compliance became the largest factor in reducing IHE
vulnerability. The remaining two largest contributors to IHE wvulnerability were
unchanged from the Initial Vulnerability Rating: demographics and population. This
indicates that university populations and surrounding populations are going to be
comprised of all different ethnicities, genders, religions, political affiliations, and the
threats associated with each demographic composition will remain constant. Assuming
that universities will not change admission demographics and will continue to admit new
students on the basis of academic merit, it is safe to say the only variables contributing to
IHE wvulnerability that can be manipulated are those associated with the physical
composition of the university’s facilities and terrain. In doing so, First Responders to acts
of extreme violence have an advantage that actually begins to work for the Law
Enforcement personnel in an Active Shooter scenarios. Further explanation of the VIM
system is extensively covered in the final chapter.
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University Predicted Vulnerability Rating with VIMS

University Environmental F Local Environmental

Factors
Violen - -
Violent Crime Other Crime Univ. Dem. t Other Crime Local Dem. Flliyy Victim Lethality Eal:]'slt!c
Crime Comp. ethality
Virginia Tech 277 399 200 5473 0 39853 20869 772 7024
torthern tlinois 641 948 198 1598 1075 266.12 §2 70 2400
niversi
Foidlanayiechnicel 123 168 200 47587 | 2308 203,51 L 70 152
824 205 200 7682 288 10217 24920 136 832
1327 1347 200 5490 846 10160.93 ~6049 206 704
Stmon’s Rock College 0 147 200 125 353 10201.97 Lz 210 1232
San Diego State 18019 -24803
ool 1254 6645 187 : 12025 102096 103 952
Appalachian School of 0 0 199 0 0 10186.99 &l 136 672
aw
University of Arizona 176 1890 200 L6800 1 gog1 10226 -k 103 448
101 105 200 49306__| 40212 1018267 62755 0 a2
University of Central -5546
) 156 1939 200 3346 0 10168.76 37 776
University of Alabama, -1182
SIe 180 338 200 87223 | 590 10189.94 70 512
Ohio State Universi 728 1094 200 228 0 1019356 35004 70 64
University of Texas 50 63 200 71326 | 17675 10792.21 2534 70 2080

Table 18.  University Predicted Vulnerability Rating Depicting Assigned Vulnerability Ratings to Selected Case Study
Universities with Victim Initiated Mitigation System
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3. Case Study Comparative Analysis

A comparative analysis of each case study depicts the percent change in
vulnerability from the initial vulnerability of each IHE to the lowered vulnerability with
the VIMs implementation. The percent difference represents the decrease in vulnerability
to active shooter incidents, thereby increasing the ability to lower the Rate of Kill. There
are so many factors that cause a university to be more or less vulnerable to higher Rates
of Kill that it is necessary to explain each case study comparison, starting with the highest
percent change and then in descending order. The final two that will be discussed will be
the outliers: Cal State Fullerton and Appalachian School of Law. These two instances
represent very unique circumstances and variables that cause the data to fall outside of
the anticipated data set.
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Case Study

Universities

Virginia Tech 84%
Northern Illinois )
University 97%
Louisiana )
Technical College 6%

Cal State o
Fullerton 117%

University of lowa 85%

Simon’s Rock

[0)
College of Bard S

San Diego State

0]
University 2%
Appalachian -1%**
School of Law o
Un_|ver5|ty of 21%
Arizona
Duquesne 0
University ik

University of

0,
Central Arkansas 68%

University of

Alabama, 7%
Huntsville

Ohio State 69%
University

University of 38%
Texas

** Qutlying data is explained in Chapter 4, Case Study Comparison

Table 19.  Vulnerability Comparison Depicting Vulnerability Contrast Between Initial
Vulnerability Ratings (IVRs) Of Case Study Universities and Predicated
Vulnerability Ratings (PVRS)

The largest percent change in vulnerability, 97%, is Northern Illinois University.
NIU was more prepared for an active shooter incident than most universities at the time.
As outlined in the case study, First Responders were on scene very quickly and moved
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tactically to interdict the shooter. In this instance, the shooter committed suicide before
the First Responders could end the situation but not before the shooter was able to kill six
and wound twenty-one students. Even with an extremely low response time, the shooter
was able to affect a high Rate of Kill and a very high casualty rate. Factors that lead to
NIU’s vulnerability include the high number of students on campus, over 26,000 at the
time of incident. Despite the fast response of the police, they still did not possess a means
to contain or control the student population if the shooter had decided to continue his
rampage. The data suggests that if a VIM system were installed at NIU, coupled with its
existing active shooter countermeasures, the campus would be 97% less vulnerable to
Active Shooter Violence. Please refer to Appendix B for a comparative vulnerability

assessment and Victim Initiated Mitigation system estimate.

The University of lowa presented unique characteristics for reducing the Rate of
Kill in an active shooter scenario. The percent change in vulnerability after VIMs
implementation is 85%. The university police were not as well equipped or trained as the
NIU departments but a significant amount of effort was placed on communications
processes for students in the event of an emergency. The shooter in this instance was able
to inflict casualties in two rooms within the first affected building, then walked three
blocks on campus to continue his shooting spree, and ultimately shot himself. The
incident lasted approximately eight minutes, but law enforcement was unable to respond
until nine minutes after the first shot. The shooter was able to freely move from building
to building in order to carry out his plan without any disruption. The data suggests that if
a VIM system existed, the targets would be behind several layers of locked doors. The
VIM system would have eliminated the shooter’s ability to return to the first room and
execute an already wounded victim and would have blocked his entry into the second
building where he killed his fifth victim and wounded another. With a population of over
28,000 on campus at the time of incident, the percent change between Initial and
Predicted Vulnerability Ratings is partially explained by the large number of unprotected
potential victims. With the addition of the VIM system to the current security profile of
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the University of lowa, it is probable that the university would be 85% less vulnerable to
Active Shooter violence. Please refer to Appendix B for a comparative vulnerability

assessment and Victim Initiated Mitigation system estimate.

Virginia Tech represents the worst school shooting in history. The university has
made many improvements to security protocols and first response techniques and policies
since the deadly rampage by a deranged shooter. The data suggests that with the
implementation of a VIM system, the school would be 84% less vulnerable to Active
Shooter violence. At the time of the shooting, VT had a student population of 34,500 and
the shooter had several open buildings and rooms to choose from. In an effort to
maximize casualties, the shooter chose a series of high occupancy classrooms. Although
VT receives high praise for a rapid response time to this incident, the facility composition
worked against potential victim survivability throughout the duration of the incident.
Students and faculty were unable to securely lock doors until the death toll had already
reached 32 and an additional 17 injured. In the instance of VT, students adapted to the
situation and barricaded the final room that the shooter sought entry into. Unable to
inflict additional casualties, the shooter decided to kill himself before First Responders
could interdict. With the implementation of a VIM system, all the classrooms that were
engaged by the shooter would have locked before he made his way through the building.
His initial shooting in a dorm room across campus would have initiated the system to
respond and contain and control the remainder of the campus. With the implementation
of a VIM system, the data suggest that Virginia Tech would be 84% less vulnerable to
Active Shooter Violence. Please refer to Appendix B for a comparative vulnerability

assessment and Victim Initiated Mitigation system estimate.

Ohio State University data suggests a 69% decrease in vulnerability with a VIM
system implemented as part of a larger security plan. OSU had approximately 63,000
students enrolled during the shooting that occurred in 2010. The shooter entered his place
of work and killed one and wounded another before killing himself. Because of the short
duration of the shooting, the school received an unfavorable Initial Vulnerability Rating.
An important inference demonstrated by the comparative analysis of this case study is the
ability of facility upgrades to ensure that the remainder of the campus remains protected
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from further violence. The VIM system would have immediately locked down the
campus, allowing first responders to isolate the shooting location, contain and control the
population and disrupt or block any additional targets throughout the campus. This
unique shooting situation lead to a suggested 69% decrease in overall vulnerability after a
VIM system is implemented. Please refer to Appendix B for a comparative vulnerability

assessment and Victim Initiated Mitigation system estimate.

In the case of the University of Central Arkansas, the shooters conducted a drive
by shooting on campus, resulting in the deaths of two students and wounding of another.
The percent change in vulnerability with a VIM system was unusually high at a 68% for
this type of shooting. However, like the case of OSU, the university had a high campus
population of 11,817 students. The implementation of a VIM system would have
prevented further potential casualties in adjacent buildings by containing and controlling
the population immediately. The lower percent changes in vulnerability compared to
other universities where shootings took place in classrooms is due to the location of the
shooting being in an open area from a moving vehicle. It is difficult to predict how any
type of system could immediately begin to mitigate the effects of this type of attack. But,
as stated, the VIM system would protect the remainder of the IHE population, facilitate
environmental control for First Responders and lower the vulnerability of Active Shooter
violence to 68 percent. Please refer to Appendix B for a comparative vulnerability
assessment and Victim Initiated Mitigation system estimate.

The University of Texas shooting provides an even more unique case of an active
shooter on an IHE. The data suggests that if a VIM system were implemented at the time
of the shooting, the vulnerability of the school would have dropped by 38%. It is a much
lower decrease as opposed to the other universities of high population density. The
unique characteristics of this case are the fact that the shooter was able to isolate himself
in a tower, S.W.A.T. tactics did not exist at the time of incident and the Rate of Kill was
extremely high at 13 killed and 31 wounded. The interdiction of this shooter is perhaps
the best example of first response in all of the 14 case studies. Victim actions and brave
first responders were able to stop the shooting. This incident changed the way Law
Enforcement reacts to active shooter incidents and lead to the development of SW.A.T.
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capabilities across the nation. Despite applying police response tactics across universities
and HOFs across the country, the data still suggests that in order to drastically cut the
vulnerability of an IHE with a high population a VIM system is a crucial component to an
effective security plan. Please refer to Appendix B for a comparative vulnerability

assessment and Victim Initiated Mitigation system estimate.

In the cases of San Diego State University and the University of Arizona, the data
suggests a decrease in vulnerability of 29% and 21%, respectively. Both universities gain
points for security by having robust local Law Enforcement units close to each school, as
well as Emergency Response Procedures in place. However, shooters in both events were
able to affect multiple rooms within a four- and ten-minute period, well before law
enforcement could respond. Facility composition increased vulnerability in both instances
in every way until the San Diego State shooter gave up and called 911 and the University
of Arizona shooter committed suicide. Data suggests that the implementation of a VIM
system alone would reduce Rate of Kill in this instance and the vulnerability to Active
Shooter violence by an average of 25 percent. Please refer to Appendix B for a
comparative vulnerability assessment and Victim Initiated Mitigation system estimate.

The above eight cases represent universities with large populations and densely
populated outlying communities. This particular demographic makes the Law
Enforcement task of security much more difficult. The data suggests that a tool, such as a
VIM system, capable of assisting victims and first responders in disrupting active
shooters and containing/controlling the student and faculty population will have a
significant effect on the ability to lower the Rate of Kill and vulnerability to future Active
Shooter violence. Additionally, it can be inferred that by containing and controlling the
population and isolating the incident location, First Responders response time should
decrease and allow for more incidents where First Responders interdict the shooter. In
these situations, the duration of the incident, assuming the population is
contained/controlled and isolated from the shooter, is immaterial. The incident may last
one minute or three hours, as long as the Rate of Kill is minimized based on the victim
actions through the initiation of the VIM system and based on the First Responder actions
facilitated by the increased situational awareness gained through the VIM system. The
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next set of four case studies will outline how smaller universities with smaller campuses
can still benefit from a VIM system but must be integrated with other mitigation

approaches as well.

In the case of Duquesne University, the data suggested a decrease in vulnerability
of 19%, against a campus population of 10,296 students. The shooting itself took place in
an open quad of the school against several basketball players. The unique place for the
shooting, like University of Central Arkansas, tends to lead the data to a lower percentage
decrease in vulnerability. Implementation of a VIM system would contain and control the
remainder of the IHE population and prevent a higher potential rate of kill. However, this
particular data assessed with utility theory cannot predict how many potential victims
would be present or not in any given open area of the campus. Nineteen percent is a
significant decrease in vulnerability and it does not negate the use of a VIM system in a
smaller populated school. However, other forms of Active Shooter mitigation must be
implemented in order to effectively prevent or mitigate this type of attack. Please refer to
Appendix B for a comparative vulnerability assessment and Victim Initiated Mitigation
system estimate.

The University of Alabama, Huntsville, with a population of 7,600, would have a
7% decrease in vulnerability with VIM system implementation based on the data set. The
shooter killed three and wounded three others before turning herself in. The lower
number of students, the lack of diversity amongst the student population and a well-
trained police force assisted in reducing the Initial Vulnerability Rating. Although the
VIM system does not drastically lower the vulnerability, police forces do not stay
constant based on personnel changeover, budget changes and other variables. The
vulnerability of even a small school can rise and fall from year to year based on
admissions as well. A VIM system represents a constant security advantage for
universities. The other variable that reduces percentage reduction in this case is the fact
that the shooter only affected one room then turned herself in to local authorities. The
VIM system would, again, shield the remainder of the IHE population until police arrive
but the data scrutinizes the lower number of students as opposed to other larger
universities. Despite a small 7% decrease in vulnerability, a VIM system would still be a
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valid tool for improving security at the University of Alabama, Huntsville. Please refer to
Appendix B for a comparative vulnerability assessment and Victim Initiated Mitigation

system estimate.

Louisiana Technical College receives a 6% decrease in vulnerability based on the
data set. Much like University of Alabama, Huntsville, its small population of 1,490
students account for the reduction in initial vulnerability. The shooter killed two students
in one room before shooting herself. The VIM system would have locked down the
remainder of the school allowing first responders to account for other students and ensure
the absence of multiple shooters. The data accounts for the one room simplicity of the
shooting event and the low student population. However, the data still shows that a VIM
system would still contribute to a lowered vulnerability and, in theory, would reduce Rate
of Kill outside of the first classroom engaged.

The last of the small school case studies that met the predicted analysis of the
study is the Simon’s Rock College of Bard. With the implementation of a VIM system,
the data suggests a 3% decrease in vulnerability to Active Shooter violence. Simon’s
Rock is unique from all the other schools based on the fact it is an early education school
that admits gifted high school students from Junior or Senior year secondary schools. Its
total population does not exceed 450 students in any given year. The school has a 9:1
ratio of students to faculty and is therefore much more supervised than most universities.
The school also implements more robust security protocols, such as would be observed
on a high school campus. Many entrance doors of buildings remain locked at all times
and access to academic buildings is regulated to enrolled students and faculty. The
shooter conducted his shooting in an open parking lot and the library, which he had
access to. The VIM system, in this instance, would have locked the shooter out of the
library, which would have mitigated the death of one student and the wounding of an
additional student. The significant contribution of a VIM system in this instance would be
a lockdown of remaining potential victims, immediate notification to first responders and
potential isolation of the shooter from the targets. Although 3% is a comparatively low

number when placing it next to Northern Illinois University, it still represents a valid
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security improvement and two lives that were changes forever. Please refer to Appendix
B for a comparative vulnerability assessment and Victim Initiated Mitigation system

estimate.

The above four cases represent small scale schools with significantly smaller
student populations and/or circumstances that other than 100% prevention that couldn’t
be mitigated with swift, trained, armed victim response. Although it may be inferred that
a VIM system would not have mitigated the exact situations in these cases, the VIM
system would prevent any additional casualties and to help reinforce tactics and
procedures already specified by the university and responding units. The VIM system
serves as a tool that should enhance the training of students or occupants of IHEs and
HOFs and to serve as a tool to aid first responders at any training level to effectively
manage mitigate and ultimately resolve the shooting situation.

The last two case studies and the resulting data represent outlying data that,
because of the uniqueness of the shooting incident itself and the uniqueness of the
demographics, set themselves apart from the first twelve studies analyzed. These data sets
are unrepresentative of the usual findings but still provide interesting insight as to why a

VIM system may be useful in these two universities.

The first university, Cal State Fullerton, involves an active shooter scenario that
spanned over two rooms of a basement, a stairwell, a hallway, an elevator, an open area
of the library and the outside of the library near a parking lot. During the shooting, two
victims, after being wounded, wrestled with and pursued the shooter in an attempt to stop
him only to be shot and killed. In an extreme act of bravery, this case represents the only
case in the 14 case studies to have immediate action from victims against the shooter.
Because the shooting takes place over such a large area of the school, with multiple uses
of doors and areas that could be locked down with a VIM system response, the decrease
in vulnerability calculates to 