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Android 6.0.1 – Samsung Galaxy S6 Edge 
 

  

Access your quick menu by using two fingers to pull down the menu from the top-center of the screen. 

You can use this to quickly turn your Wi-Fi, Location, Bluetooth, etc. on and off. We recommend keeping 

your Wi-Fi, Location, Bluetooth, and Near Field Communication (NFC) off unless you are actively utilizing 

the capability. 
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Access your settings by using one finger to pull down the top menu, then click the widget icon. 

  

From “Wireless and networks”, select “Wi-Fi”. 
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This screen will allow you to see all available and/or connected Wi-Fi ports. Select “More” in the top 

right corner of the screen. 

  

In the menu, select “Manage networks”. 
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This menu shows all Wi-Fi ports that you have given your phone permission to reconnect with. It is 

important to delete any public Wi-Fi ports so that others cannot exploit your phone through the Wi-Fi. 

To delete Wi-Fi permissions, click on the Wi-Fi port’s name and then select “Forget”. 

  

Return to “Settings” and select “More” under “Wireless and networks”.  
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 Select “Nearby devices” at the bottom of the menu. 

  

Keep this feature off unless you are actively using it with another trusted device. This will prevent others 

from being able to access your pictures, videos, and music. 
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Return to “Settings” and scroll down to “Phone”. Select “Applications”.  

  

Select “Application Manager”.  
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Use this menu to update the privacy settings for each of your applications. This is a completely new 

feature from any previous version of Android. (For this example, we will select “Messenger”).  

  

Select “Permissions”. 
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This screen will allow you to turn off/on any of the available permissions. We recommend that you turn 

off as much as possible. If the application stops working properly, you can always return to this screen 

and turn on the required permissions. Select “More”. 

  

This menu allows you to see why the application would like the permissions listed on the previous page.  
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Return to “Settings” and select “Lock screen and security”.  

  

We recommend that you secure your phone with a screen lock. To do so, select “Screen lock type” and 

follow the cues. A pin or password is recommended. We do not recommend utilizing your fingerprints. 

There have been several cases of servers housing fingerprints being hacked. 
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Ensure that “Unknown sources” is off. This will prevent your phone from downloading applications from 

unverified sources. We also recommend that you encrypt your phone. This will kill your battery and 

prevent you from using your phone, so it is recommended that you plug your phone in and do it at a 

time during which you do not plan on receiving calls or messages. Select “Other security settings” at the 

bottom of the menu. 
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If you have a SIM card, we recommend that you lock or encrypt it. We recommend that you turn off 

“Send security reports”. This will prevent your phone from sending some usage data back to the 

manufacturer. Select “Usage data access”. (You will follow the same steps in notification access as you 

will in usage data access). 
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This menu will show you what applications have access to your usage data. Click on any application (We 

will use Amazon for this example). 

  

Turn off the application’s ability to view your usage data, but sliding the slider into the “OFF” position.  
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Return to the usage data menu and select “More” in the upper right corner. Then select “Show system 

apps”. 

 

 This will show you additional applications which have access to your usage data. Follow the same 

process to turn off each application’s access to your usage data.  
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Return to “Settings” and select “Privacy and safety”. Then select “App permissions”. 
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This menu shows you the various application permissions that your applications have requested 

permission to utilize. Scroll through each permission to turn on/off application permissions.  
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 Return to “Settings” and select “Accounts”. Then select “Google”. 

  

Select the desired account. 
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This will allow you to turn various sync permissions on and off. This is a personal decision on what 

functions you would like to sync to your phone. 
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Return to your home screen and select “Camera”. 

  

Select the widget icon in the top-left portion of the screen. 
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Turn “Location tags” OFF. This will prevent your phone from including your location (latitude and 

longitude) in your photos metadata. 
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Facebook for Android Application 

  

Select the 3 lines to the far right side of the screen. 
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Scroll to the bottom of the menu and select “App settings”.  
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Turn OFF “Continuous Contacts Upload”. It is also a good idea to periodically “CLEAR YOUR PHONE’S 

BROWSING DATA” to prevent tracking of history and cookies.  
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Starbucks Application for Android 

  

Select the three lines in the top-left portion of the screen. 



24 

October 2016 Unclassified/FOUO 

  

Select “SETTINGS”.  
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 We recommend utilizing a Passcode to lock your Starbucks account and protect your payment and 

personal information. 
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Verizon Messenger+ 

  

Select the three lines menu in the top-left portion of the screen. 

  

Select “Settings”. 
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We recommend turning off “Enable Typing Notification” and “Send Read Receipts”. We also recommend 

unsubscribing from Verizon’s Integrated Messaging (on by default). This will prevent Verizon from 

copying and storing your text messages on their servers. Once you have done all of this, click 

“Advanced”. 
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We recommend turning off “Request receipt” so that your phone is not constantly asking others to 

indicate that they have received your message. We recommend turning off “Continuously Send 

Location” to prevent your phone from attaching your location to every message. We recommend 

turning off “Improve Location” to prevent the application from exploiting your WiFi.  


