Facebook

First, select the Activity Log function to
view and restrict access to your

Home Find Friends

activities on Facebook from the menu

Create Page in the top right corner.

A~ Sam&(  Create Ads Here, you will be able to do the
i Advertising on Facebook following: unlike previously liked
A~ SWovew) items, delete photos from your
~* Derek J; ;:tttl::} Log timeline, restrict who has access to
i g% photos, posts, and tags; un-tag yourself
e r,-lche Log Out from posts (whether they be your
Help posts or not), review hidden posts, and
Report a Problem limit your Facebook’s historical access

viewable by others.

You can scroll down to see all the

activity to date that you have built on
Facebook. For a post, picture, tag, or comment, you can restrict access (who can see what you have
posted) or delete postings, as long as you are the original poster. If you are not the original poster, but
have been tagged by another individual in their post, you can remove yourself from being tagged in the
photo, which will remove it from your timeline.

updated her cover

+ Highlighted on Timeline
Allowed on Timeline

v Hidden from Timeline

Report/Remaove Tag

added a new photo

B
T

Select each post you wish to alter and change the privacy setting to the setting of your choice. We
recommend changing each post to “Only Friends”, however, if you would rather no one see it, you can
change the setting to “Only Me”. The settings must be changed for each individual post. In addition, any
photo, comment, video, or post that you are “Tagged” in can be removed. Select the Pencil and follow
the drop down menu to remove the tag.
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Home Find Friends

TRENDING
7 Sam & (
& Cat" Af
7 JWoww|
Roger My
~* Derek J¢

Create Page

Create Ads
Advertising on Facebook

Activity Log
Settings
Log Out

Help
Report a Problem

Select the down arrow in the top right corner. Select “Settings”.

% General

| Security

[B Privacy
=] Timeline and Tagging

(-] Blocking
E Language

e Notifications
B wobie
El Public Posts

B8 Apps

ﬁ} Adverts

£ Payments
(2" Support Inbox
ﬁ Videos

General Account Settings

Name
Username

Contact Primary

Password Updated about 10

Networks

Temperature Celsius

Download a copy of your Facebook data

Edit

Edit

Edit

Edit

Edit

Edit

Under General, you can edit your name, username, contact email, password, networks, and

temperature.

If you have changed your Name, your username/URL is still your name. Both must be change

separately.
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Security Settings
Login Alerts Edit
Login Approvals Edit
Code Generator Edit
App Passwords Edit
Public key Edit
Your trusted contacts Edit
Recognised Devices Edit
Where You're Logged In Edit
Legacy Contact Edit
Deactivate your account Edit

Under “Security” settings, the following is recommended:

e Login Alerts: It is recommended that you set up some form of Login alert so if someone logs on
to your account from an unknown browser, you will be notified.

e Login Approvals: It is recommended that you do not associate your phone number with you
Facebook account.

e Public Key: Here, you can manage your own Public Key for Facebook.

e Recognized Devices: Here, you can review which browsers you have approved for your account.

e Where You're Logged In: This will show you sessions where your Facebook account is active. It is

recommended that you delete older sessions.
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Privacy Settings and Tools
Who can see my stuff? Edit
Use Activity Log

Limit Past Posts

Who can contact me? Edit
Who can look me up? Edit
Edit
Edit

Next, under the drop-down menu, select “Privacy” on the left-hand side. Here, you can go through each
Privacy setting and select the best settings for you.

We recommend:

e Setting your future posts to “Friends”. This will ensure that all your future timeline posts are set
to be viewed by only your friends.

e Using the activity log to review all your posts and things you're tagged in.

e Limiting your past posts. This will make all previously public posts locked down to only your
friends.

e Limiting your “who can send you friend requests” to “Friends of friends”.

e Set your “Who can look me up” forboth your email address and phone number to “Friends”. It
is recommended that you do not link your phone number to your profile.

e Select “No” for search engine linkage. This will prevent your Facebook profile page from being
viewable in search engines.
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o° General Timeline and Tagging Settings
Security

Who can add things to my Who can post on your timeline? Friends Edit
[ Privacy timeline?
{”] Timeline and Tagging Review posts friends tag you in before they appear On Edit
@ Blocking on your timeline?
) - Who can see things on my Review what other people see on your timeline View As
ﬂ Notifications timeline?
{2 Mabile Wha can see posts you've been tagged in on your Friends Edit
B Followers timeline?

Who can see what others post on your timeline? Friends Edit

ﬂ Apps
g3 Ads How can | manage tags people  Review tags people add to your own posts before On Edit
= Paymants add and tagging suggestions?  the tags appear on Facebook?

€% Support Deshboard
B Videos When you're tagged in a post, who do you want to Friends Edit

add to the audience if they aren't already in it?

Who sees tag suggestions when photos that look No One Edit
ike you are uploaded?

Next, on the left, select “Timeline and Tagging”.

We recommend:

e Setting “who can post on your timeline” to “Friends”.

e Turn “On” the feature to review posts that friends tag you in before they appear on your
timeline.

e Utilize the “Review what other people see on your timeline” feature to ensure your information
is properly locked down.

e Set your “Who can see posts you've been tagged in on your timeline” to “Friends”

e Set your “Who can see what others post on your timeline” to “Friends”

e Set your “Review tags people add to your own posts before the tag appears on Facebook” to
“On”.

e Set your “When you're tagged in a post, who do you want to add to the audience if they aren’t
already in it” to “Friends”.

e Set your “Who sees tag suggestions when photos that look like you are uploaded” to “No One”.
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o General
3 Security

[B Privacy

@ Blocking
@ Language

@ Notifications
Mobile
Followers

ﬂ Apps

[f3 Adverts
Payments
&€ Support Inbox
2 Videos

=] Timeline and Tagg...

Manage blocking

Restricted List

Block users

Block app invites

Block event invitations

Block apps

e the information and posts that Edit List
ou add them t Restricted list

s to your Restricted list they can only
our friends

you add frien
e Facebook does not notify

er see things you post on your timeline, tag you, invite
u, or add you as a friend. Note: Does notinclude apps

on can no lo
you to events or groups, start a conversation with y
games or groups you both participate in

Block users |Add name or emai

Block invites from | Type the name ofa fri

ne, you'll automatically ignore future event reques

Once you block eventinvitations from n that

friend

Block invitations from pe the name of a friend

Once you block an app, it can no longer contact you or get non-public information about you through

Facebook. Learn more

Block apps | Type the name of an app

Under “Blocking”, you can block users, app invites, event invitations, etc.
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t] On Facebook
Email
E mobile

@ Text message

Notifications Settings

Edit

Edit

Edit

Edit

From the menu on the left, select “Notifications”. We recommend you edit your notification settings to

ensure you are notified in some form when activity that involves you has occurred.

&% General

{3 Security
[[B Privacy
@ Blocking

Notifications
Mobile
Followers

Adverts

Payments

e
&
B8 Apps
s}
&

B Videos

{1 Timeline and Tagging

Support Inbox

Mobile Settings

Activating allows Facebook Mobile to send text messages to your phone. You
can receive notifications for friend requests, messages, wall posts and status
updates from your friends.

You can also update your status, search for phone numbers, or upload photos
and videos from your phone.

Facebook Mobile

Already received a confirmation code?

Select “Mobile” from the menu. We recommend that you do NOT associate your phone number with

your profile
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o

©" General Public Post Filters and Tools
Security
Who Can Follow Me Followers see your posts in News Feed. Friends follow your posts by default, but you B Friends «
Bl Privacy can also allow people who are not your friends to follow your public posts. Use this
- setting to choose who can follow you
Timeline and Tagging e Y
@ Blocking Each time you post, you choose which audience you want to share with
Language Learn maore.
@ Notifications Public Post Comments Friends
= Mobile
Sy Public Post Netifications Public Edit
Public Profile Info F Edit
U3 Adverts Comment Ranking E
= Payments
- Usermame E
&4 Support Inbox
lf:l Videos Twitter
1 K hat followers can s ! meline

From the menu, select “Public Posts”. The following is recommended:

e Who Can Follow Me: Friends

e Public Post Comments: Friends

e Public Posts Notification: Public. This will ensure that you are notified should individuals who are
not your friends start following you.

e Public Profile Info: Friends

e Comment Ranking: Off
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App Settings

Logged in with Facebook

Learn why
Nik B ric stiten
ike ic Stitc
— =
.‘.

£+ Apps, Websites and Plug-ins h# Apps others use

Edit Edit

[J old versions of Facebook for mobile

&8 Only Me -

Select “Apps” from the menu. Ensure that each App you have allowed onto your Facebook has the
access you desire them to have. Most can be set to “Only Me” or you can delete them from this page.
You can also limit Old Versions of Facebook for mobile to “Friends” or “Only Me”, which will change the

privacy settings for your older posts.
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Facebook Adverts

Adverts based on my use of
websites and apps

Ads on apps and websites off
of the Facebook Companies

Adverts with my social
actions

Adverts based on my
preferences

Edit

Edit

Edit

Edit

Under “Adverts”, it is recommended that you select “No” for the option of “Can you see online interest-

based adverts from Facebook”. Currently, Facebook does not allow Third-Party sites to use your profile

or name. Should that change, this setting will prevent them from using your profile.

For “Ads on apps and websites off of the Facebook Companies”, it is recommended that you select “No”.

This prevents Facebook from showing you ad preferences on other applications and websites.

In the Adverts with my social actions section, click the “Edit” button. It is recommended that you select

“No One”. This prevents Facebook from pairing your profile with your interests and projecting that

image to your friends.

In the “Adverts Based on Your Preferences”, you can turn off Facebook and their participating
companies ability to collect and use information based on your activity on websites. Click the Digital

Advertising Alliance in the USA to complete these steps.
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Once this is complete, select your name at the top of your screen to return to your Timeline.

Here, you can edit the privacy settings for your profile (Personal information) under the “About” section.
Under each category, such as Work and Education, Places You've Lived, Contact and Basic Info, Family
and Relationships, Details about You, and Life Events, there is an option to change the settings and to
control your privacy settings. The recommendation here is to change these settings to either “Only Me”
or “Friends” and ensure that none of the information is public.

Places Lived

2 Add Your Current City

Hometown BEE Chino Hills. California
& Public
At Friends

+ & Only Me

£+ Custom

# Add Place

[3% Close Friends

B Family

See all lists_..

Next, under the “About” section, scroll down to see your friends list. Here, you can change the privacy
settings to ensure your Friends and following list is protected. We recommend changing it to either
“Friends” or “Only Me”.

Edit Privacy

Friend List

Who can see your friend list? & Only Me «
Remember: Your friends control who can see their friendships on their '

own timelines. If people can see your friendship on another timeline,
theyll be able to see it in news feed, search and other places on
Facebook. Theyll also be able to see mutual friends on your timeline.

Following

Who can see the people and lists you follow? & Only Me -
Remember: The people you follow can see that you're following them.

Learn More m

11
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From this page, you can also view your “Albums” and/or Photos.

Under “Albums”, you can change the audience for the entire album, with the exception of Mobile
Uploads, Profile Pictures, and Cover Photos. For Mobile Uploads, Profile Pictures, and Cover Photos,
each individual photo must be locked down separately. We recommend changing your photos to
“Friends” or “Only Me”

Likes + Add Likes

All Likes 80 Films TV Programmes Music Books Sports Teams Sportspeople People Restaurants More

Edit Privacy of Likes
Movies
Television
Music
Books
Sports teams
Athletes
Inspirational People
Restaurants
Games
Activities
Interests
Sports
Foods
Clothing
Websites

Other

Leam more

Following Albums, you will see your likes. Select the pencil next to “Add Likes” and select Edit Privacy.
Here, you will be able to lock down all of your likes. We recommend you change these to “Friends” or
“Only Me”.

12
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Grou ps + Create Group Vs

Publi Manage Sections ‘
ublic Hide Section

| \

Under “Likes”, you will find Groups. Here, you can select “Hide Section”, which will protect your groups
from being publically available.
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Some settings must be turned off separately from your SmartPhone.

IPhone

—

0000 \erizon F

1 Like

i Like P8 Comment A Share

In your Facebook App, click the
bottom right icon “More”.

See All

News Feed Requests Messenger Notifications More
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eee00 Verizon T 18:59 T 0}

Groups
o Saved 2 New
See More...
FAVORITES Edit
Most Recent 1

Add Favorites...

@ Settings
Privacy Shortcuts

Help and Support

Log Out

News Feed Requests Messenger Notifications More

eeecO \erizon F

Account Settings

News Feed Preferences

Activity Log

Cancel

October 2016

From this screen, scroll to the
bottom and select “Settings”.

A pop-up window will appear. Click
Account Settings.
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eee00 Verizon F 19:00

£ Settings

¢¢ General >
) Security >
| Privacy >
™ Timeline and Tagging >

{f videos and Photos >
Q.ﬁ‘ Sounds >
e Browser >
@ Blocking >

Notifications

(#) Location 4’(

=

eee00 Verizon F 19:00

4 Location Settings

YOUR DEVICE SETTINGS

Location Never

YOUR FACEBOOK SETTINGS

Place Tips Settings

October 2016

In Settings, click Location.

It is recommended that you set your
location device to “Never”.
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eee00 \erizon 7 19:00

4 Place Tips Settings

Place Tips in News Feed

of your News Feed. Viewing these won't
you are.

Learn More

Places You've Hidden

When Place Tips are turned on, you'll see
more info about the places you go at the top

post on Facebook or show people where

More

In this menu, you can also click “Place
Tip Settings”, which tracks you
location and send you more info
about the places you go at the top of
your News Feed. Itis recommended
that you turn this feature off. You
may also hide specific places in this
menu.
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Android 6.0.1 on Samsung Galaxy S6 Edge

It is important to remember that all Android devices look slightly different. This is designed to assist you
with understanding where to look in your phone and in the application so that you can privatize your

Facebook account.

B Q@ FE.87% 10936

Q Search ° 1=
B

R

# STATUS &) PHOTO Q cHEK N

dth The Daily Tar Heel

Protestors at Duke staged a sit-in regarding the
university administration's handling of a traffic
controller being hit by & car.

Protesters at Duke stage sit-in
On August 30, 2014, Duke
University traffic controller

Shelvia Underwood found
herself rolling off the hood of...

Suggested Post

Click on the 3 lines in the far right of your screen.
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Scroll down to “Help & Settings”. Select “App Settings.”
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[ € 3 Q.4 87% M 09:37

& Settings

General
Notifications

Sounds

Continuous Contacts Upload \

Links open externally

Upload HD Photos

Autoplay

On Wi-Fi Connections Only

Language

Device Language

CLEAR YOUR PHONE'S BROWSING DATA
Last Cleared on Today at 09:37 \

Photos

Messages

Facebook chat ®

Ensure that “Continuous Contacts Upload” is off. If this setting is off the dot on the slider will be
positioned to the left and the slider will be gray (on will be blue with the dot positioned to the right). It is
also a good idea to clear your phone’s browsing history on a routine basis. This will help clear out your
browsing history and cookies.
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