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iPhone 9.3.2 

 

 

Under “Settings”, select “Privacy” 

 

Select “Location Services”. 



2 

October 2016 Unclassified/FOUO 

 

Under the Location Services menu, you can see which apps have access to your location. It is highly 

recommended that you select “Never” for the camera. This will prevent for iPhone from embedding 

location metadata into your pictures. 
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Under the Location Service Menu, select “Share My Location”.  

 

 

It is recommended that you keep this feature “Off”. This will prevent your phone from sharing your 

location with Find My Friends and your messages. 

 

Under “Location Services”, you can see every app that is utilizing your location. Scroll to the bottom and 

select “System Services”. 



4 

October 2016 Unclassified/FOUO 

 

 

It is recommended that you turn Location-Based iAds off.  

Location-Based alerts are a personal decision, however, be aware it is still tracking your location.  

Scroll to the bottom and select “Frequent Locations”.  
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In “Frequent Locations”, you can see everywhere your phone has tracked your location. It is 

recommended that you clear your history and turn the “Frequent Locations” off.  

 

Return to the “Privacy” screen. 
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Scroll to the bottom and select “Diagnostics and Usage”.  

 

It is recommended that you select “Don’t Send”. This will prevent your operating system from sending 

daily information to Apple concernings your usage. 
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Return to the “Privacy” screen. Select “Advertising”.  

 

It is recommended that you turn on the “Limit Ad Tracking” function. This will prevent your phone from 

tracking your actions concerning advertisements. 
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Return to the “Privacy” menu and select “Motion and Fitness”  

 

It is recommended that you turn the Fitness Tracking “Off”. This prevents your phone from constantly 

tracking your daily steps and movements in the “Health” application. 
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Under “Settings” select “Safari”.  

 

“Passwords” allows you to save passwords in your phone. It is recommended that you do not utilize this. 

Select “Autofill” 
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Under “Autofill”, you can allow your phone to fill in your contact info, Names, Passwords, and Credit 

Cards. It is recommended that you do not utlize these features.  
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Return to the “Safari” Menu. 

Do Not Track: It is recommended that you turn this feature “on”, preventing the browser from tracking 

you. 

Block Cookies: See below 

Fradulent Website Warning: It is recommended that you turn this feature “on”, which will ensure you 

are alerted when you visit a fraudulent website. 

Clear History and Website Data: It is recommended that you periodically clear your history and website 

data. 
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Under “Block Cookies”, it is recommended that you select “Allow from Current Website Only”.  
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Under “Settings”, select “Game Center”. 

 

It is recommend that you turn off the “Allow Invites” and “Nearby Players” functions. This prevents your 

Game Center from sending out your location to nearby iPhones to connect to play games.  
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Select the “Find Friends” App from your main iPhone screen. Select the bottom ribbon.  

 

It is recommended that you turn off “Share my Location” and set your Geofence Alerts to “Only My 

Friends”. 

 


