Android 5.1.1-Samsung Galaxy S6 Edge

Turning off Geo-tagging on Your Camera
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From your home screen, click on your “Camera”.

OFF OFF. HDR OFF

Once on the Camera screen, click on the “Widget” icon.
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& Camera settings

Picture size (rear)
6.0M (16:4) 3264x1836

Video size {rear)
FHD 15201080

Tracking AF
Focus on and track a subject selected on the OFF.
preview screen,

Video stabilization OoFF
Grid lines oFF I
Location tags oFF I

Review pictures DFF-\

Review the picture as soon as you take it,

Quick launch
Open the Camera by pressing the Home button OF_F.
twice guickly,

Voice control oFF I

Ensure “LocationTags” are turned “off” (slide bar will be gray if the “tags” are turned “off”)

Updating Facebook App Privacy Settings
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3@ T 68% M 13:30

&=

App Settings

News Feed Preferences

Account Settings

Code Generctor

Help Center

Activity Log

Privacy Shorteuts

Terms & Policies

Q0000000

|

Click on the “Facebook App”. Click on the three lines on the right edge of the screen. Then scroll down
to “Help & Settings” and click “App Settings”.
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€ Settings

Continuous Contacts Upload

Links open externally

Videos play automatically
On

Language
Device Language

CLEAR YOUR PHONE'S BROWSING DATA
Last Cleared on Sun 17:58

Photos
Enhance photos automatically .

Photo Syncing
o

Messages

Turn off “Continuous Contacts Upload” and “Photo Syncing”. This will prevent Facebook from stealing
your photos and utilizing your contacts list for marketing purposes.

Disconnecting Wi-Fi Hotspots
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Wi-Fi Location Sound Bluetooth  Airplane
HandsFree.,,, mode

»

,# Open Advanced Task Killer 10/6/15
Menu->Settings to disable this.

Verizon Wireless

Use one finger to pull down the top menu from your homepage. Then click on the “Widget” icon.
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Settings SEARCH

Wireless and networks

Airplane mode

Wi-Fi \

iZluetooth

Data usage
Mobile networks
Advanced Calling

More

Sound and notification

Display and wallpaper

00000000

Under “Wireless and networks”, click on “Wi-Fi”.

3@ T4 6% E 1355

Wi-Fi Direct  MORE

Connected

Click “More”
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© 900080004007: Verizon,

Add network

On WPS push button
7o NETGEARY WPS PIN entry
Za Terminator Smart network switch
Za Gates Four Advanced

“a Cortez Manage networks

Help

Click “Manage networks”

PHEH=E $ @ "¥.d 97% 0 07:30

€ Manage networks

MCT-722

SouthwestWiFi
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Click on the Wi-Fi network you would like to remove.

2@ T 61% M 14:27

MCT-722

Security
WPA/WPAZ PSK

CANCEL  EDIT  FORGET

Click “FORGET” to prevent your phone’s ability to automatically connect to that Wi-Fi.

October 2016 Unclassified/FOUO



Encrypting Your Device

¥ @ T4 76% M 13:01

Settings SEARCH

Personal

Themes

Location

Lock screen and security

Privacy and safety \
Easy mode
Accounts

Language and input

Backup and reset

System

’a Date and time

Return to “Settings” and scroll down to “Personal”. Then click “Lock screen and security”.

¢ 3Q T 9% H 13:28

< Lock screen and security

creen lock type
PIN

Show information
Show the dual clock, or information such as weather
information, on the lock screen,

Secure lock settings

Set your secure lock functions, such as Auto lock and
Lock instantly with Power key,

Security

Fingerprints

Find My Mobile
Locate and control your phone remetely using your
Samsung Gecount,

Unknown sources
Allow installation of applications from both QFF’
trusted and unknown sources.

Other security settings
Change other security settings, such! se for
security updates and credential storage.

Scroll the bottom and click “Other security settings”.
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& Other security settings

Encryption

Encrypt phone

Password required to + phone each time you
turn it on,

SIM card lock

Set up SIM card lock

Passwords

Make passwords visible
Show password characters briefly as you type .\J
them.

Security update service

Security policy updates
Increase protection on your phone by updating the
security policy.

Send security reports
Send security reports to Samsung via Wi-Fi PFF.
For threat analysis,

Phone administration

Click “Encrypt phone”. This will prevent anyone from being able to access your phone without the
passcode.

NOTE: Make sure that your phone is plugged into the charger because this process will drain your
battery.
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Locking Down Your Google Account

3@ TUEM 7670 1301

Settings SEARCH

Persenal

Themes

Location

Lock screen and security
Privacy and safety

Easy mode

Accounts

Language and input

Zackup and reset

System

ﬁ Date and time

Return to “Settings” and click “Accounts”.

[ 2O TE.A 5% 0 13:01

< Accounts MORE

i
[

Cloud

Facebook

Google \

Yahoo

Add account

Click on “Google”
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MORE

Accounts

‘J Last synced on 10/8/2015 13;00

") Last synced on 10/8/2015 12:40

C
") Sync error
Sigh-in & security

Personal info & privacy

Account preferences

r’. Sync is currently experiencing problems, It will
«@  beback shortly,

Click on “Personal info & privacy”.

PO T 0% E 1441

& Personal info & privacy .

@gmail.com

Your personal info

Activity controls

Ads settings

Account pverview

Contrel your content

Click “Your personal info”
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€ Y mysccount,google.com/;  [E]  §

= Personal info & privacy

Activity controls

From better commute options in Maps to
quicker results in Search, the data we save
with your account can make Google services a
lot more useful to you. Here are your controls
for managing this data and editing your

activity
Your searches and browsing activity )
(paused)

Web & App Activity makes searches faster and

Scroll down to “Activity Controls”. Pause (turn off) “Your searches and browsing activity”.

2O FTE.L OT0%E 1325

Personal info & privacy

MANAGE ACTIVITY

Places you go (paused) ]

Location History creates a private map of where you
go with your signed-in devices in order to provide
improved map searches, commute routes, and
mare.

MANAGE ACTIVITY

Scroll down and pause (turn off) “Places you go”. This prevents Google from tracking your location and
creating a map documenting your travels.
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0t [ myoccountgooglecom/;  [6] 3

= Personal info & privacy

Your voice searches and commands ]

(paused) \

Voice & Audio Activity helps recognize your voice
and improve speech recognition by storing your
voice and audio inputs to your account (for
example, when you say "Ok Google" to do a voice
search).

MANAGE ACTIVITY

Youl® < |

Pause “Your voice searches and commands”. This will prevent adversaries from potentially using the
microphone to listen to you.

= 2@ T4 70%E 1325

v [ mycccount.google.com/;  [6]

= Personal info & privacy

(1 Tube =

Videos you search for on YouTube )

(paused) \

YouTube search history stores your YouTube
searches to make your future searches faster and
improve your video recommendations.

MANAGE ACTIVITY
Youl D [ o |
» -]
@ . 4
J 3 =1
d .

Pause “Videos you search for on YouTube”. This will prevent adversaries from viewing your search
history.
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& Runner's World Nutrition Newsletter

0 ) myaccount.google.com & :

= Personal info & privacy

MANAGE ACTIVITY

{11 Tube) 2 |

& B

Videos you watch on YouTube )
(paused) \

YouTube watch history makes it easier to find your
recently watched videos on YouTube and improve
your recommendations.

MANAGE ACTIVITY

Ads settings

Pause “Videos you watch on YouTube”. This will prevent adversaries from seeing the videos you watch
on YouTube.

3@ TUE.M 60%E 14:41

& Personalinfo & privacy
@gmail.com

-

Your personal info

N

Account overview

Activity controls

Ads settings

Control your content

Return to “Personal info & privacy” and click on “Activity controls”
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& Activity controls

@omail.com

Only you can see your activity ﬂ

Web & App Activity

Paused

Device Information
Paused

Voice & Audio Activity

Poused

YouTube Search History
Paused

YouTube Watch History
Paused

“Activity controls” is a quick way to ensure you have turned off tracking capabilities”. It is recommended
that you pause all activities.

: 32O TEM 60%E 1641

< Personal info & privacy
@gmail.com

v

Your persenal info
Activity controls

Ads settings \
Account overview

Control your content

Return to “Personal info & privacy” and click “Ads settings”
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¢ B mysccount.google.com/;  [6] 3

= Personal info & privacy

Tailor ads to your taste

Tell Google what kinds of ads you would like to see,
and not see — or opt out of seeing ads based on
your interests. Please note that you will still see ads
after opting out, they'll just be less relevant.

MANAGE AD SETTINGS

Account overview

Click on “Manage Ad Settings”.

T T0% m 13:26

0t B www.google.com/setting  [6]

Google 1]

Control your Google ads
You can control the ads that are delivered to you
based on your Google Account, across devices,
by editing these settings. These ads are more
likely to be useful and relevant to you.

Ads based on your interests . OFF

Improve your ad experience when you are signed in
to Google sites

With Ads based on your interests ON

® The ads you see will be delivered based on your
prior search gueries, the videos you've watched
on YouTube, as well as other information
associated with your account, such as your age
range or gender

On some Google sites like YouTube, you will see
ads related to your interests, which you can edit

Turn off “Ads based on your interests” to prevent Google from tracking your searches and selling your

information to marketers.
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Calendar: Gallery Camera

Phone  Contacts Messaget Chrome Apps

Select the three lines icon in the upper left corner.
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Tap To
Set Photo

[ ]

Driving Mode off On
Restore Messages

Settings

What's I\Jew\

About

Terms & Conditions

Privacy Policy

Click on “Settings”.

= € @ T T5% 0 1355
Settings MORE
Send Read Receipts

Always respond to read receipt requests (MMS
only)

Wearable Quick Replies

Send wearable quick replies

Language
English (U3)

Enable Signature
Add a personal sighature to your messages

Integrated Messaging Features

Subscribe

Subscribe to Verizon's Integrated Messaging service
to send and receive messages with your phone, tablet,
and PC.

Advanced Settings

Adveanced

Click on “Advanced”.
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Advanced Settings MORE

sent over WIFI or Cellular Data.

Real Time Location Settings

Continuously Send Location

Send location information when not being
viewed, [t will become cuailable for conversation
recipients when they choose to view it,

Change Name and Avatar

Allows you to change your glympse avatar and/or
nickname,

Disable Split Map

Disables use of split screen map for recl-time
sharing, and allows only fullscreen map
Functionality,

Defaoult Share Time

Default amount of time (in minutes) to share when
using real time location,

Multimedia message (MMS) settings

Auto-retrieve
Automatically retrieve messages

Ensure that “Continuously Send Location” is turned off. This will prevent the app from sending your geo-

location out without your permission.
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