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Android 5.1.1-Samsung Galaxy S6 Edge 

Turning off Geo-tagging on Your Camera 

 

From your home screen, click on your “Camera”. 

 

Once on the Camera screen, click on the “Widget” icon.  
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Ensure “Location Tags” are turned “off” (slide bar will be gray if the “tags” are turned “off”) 

Updating Facebook App Privacy Settings 



 

3 

October 2016 Unclassified/FOUO 

 

Click on the “Facebook App”. Click on the three lines on the right edge of the screen. Then scroll down 

to “Help & Settings” and click “App Settings”. 



 

4 

October 2016 Unclassified/FOUO 

 

Turn off “Continuous Contacts Upload” and “Photo Syncing”. This will prevent Facebook from stealing 

your photos and utilizing your contacts list for marketing purposes. 

 

 

 

 

 

 

 

 

Disconnecting Wi-Fi Hotspots 
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Use one finger to pull down the top menu from your homepage. Then click on the “Widget” icon.  
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Under “Wireless and networks”, click on “Wi-Fi”. 

 

Click “More” 
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Click “Manage networks” 
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Click on the Wi-Fi network you would like to remove. 

 

Click “FORGET” to prevent your phone’s ability to automatically connect to that Wi-Fi. 
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Encrypting Your Device 

 

Return to “Settings” and scroll down to “Personal”. Then click “Lock screen and security”.  

 

Scroll the bottom and click “Other security settings”. 
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Click “Encrypt phone”. This will prevent anyone from being able to access your phone without the 

passcode. 

NOTE: Make sure that your phone is plugged into the charger because this process will drain your 

battery. 
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Locking Down Your Google Account 

 

Return to “Settings” and click “Accounts”. 

 

Click on “Google” 
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Click on “Personal info & privacy”. 

 

Click “Your personal info” 
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Scroll down to “Activity Controls”. Pause (turn off) “Your searches and browsing activity”.  

 

Scroll down and pause (turn off) “Places you go”. This prevents Google from tracking your location and 

creating a map documenting your travels. 
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Pause “Your voice searches and commands”. This will prevent adversaries from potentially using the 

microphone to listen to you. 

 

Pause “Videos you search for on YouTube”. This will prevent adversaries from viewing your search 

history. 
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Pause “Videos you watch on YouTube”. This will prevent adversaries from seeing the videos you watch 

on YouTube. 

 

Return to “Personal info & privacy” and click on “Activity controls” 
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“Activity controls” is a quick way to ensure you have turned off tracking capabilities”. It is recommended 

that you pause all activities. 

 

Return to “Personal info & privacy” and click “Ads settings”  
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Click on “Manage Ad Settings”. 

 

Turn off “Ads based on your interests” to prevent Google from tracking your searches and selling your 

information to marketers. 
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Verizon Messanger+ 

 

From your home screen, click the red and white “Messanger+” icon.  

 

Select the three lines icon in the upper left corner. 
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Click on “Settings”. 

 

Click on “Advanced”. 
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Ensure that “Continuously Send Location” is turned off. This will prevent the app from sending your geo -

location out without your permission. 


