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1. INTRODUCTION

The United States Army Special Operations Command (USASOC) Outlook Web Access and
Secure Socket Layer (SSL) Virtual Private Network (VPN) Home Users' Manual provides
instructions for installation and configuration of software and hardware necessary for accessing
OWA and the USASOC NIPR Network via SSL VPN. See Table 1-1 for an overview of
document sections.

This User Manual will serve:

e To guide users through the installation and configuration of all software and hardware
required to access USASOC Outlook Web Access (OWA) Non-Secure Internet
Protocol Router Network (NIPRNet) e-mail on a personal computer (PC) running a
Windows operating system (OS).

e To guide users through the installation and configuration of all software and hardware
required to access USASOC's NIPR Secure Socket Layer (SSL) Virtual Private
Network (VPN) on a PC running Windows version XP, Vista, or 7 operating system.

NOTE

Windows XP, Vista, or 7 Professional or higher is required for SSL VPN to allow
Remote Desktop Protocol (RDP). Linux or Apple Operating Systems have not been
tested.

If you will be installing software, you should know your Army Knowledge Online
(AKO) username and password before you get started.

e To provide instructions for users to access OWA and the SSL VPN.

DISCLAIMER

Other than this document, the USASOC G6 will not provide customer service support
for the installation or use of any personal use software or hardware. This includes, but
is not limited to, the software covered in this installation guide. This guide is provided
to USASOC users for the purpose of accessing OWA or SSL VPN using their personal
computers and a government-provided or personally-owned smart card reader. Support
and additional information can be acquired through AKO -
https://www.us.army.mil/suite/page/241504 or at the commercial website -
http://militarycac.com/.
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Table 1-1: Document Overview

Section

Description

1. — Introduction

Provides the User with a general overview of the
OWA and SSL VPN User Manual.

2. — Prerequisites

Explains hardware requirements and software
installation guidance.

3. — Hardware Installation
Instructions

Explains how to install a smart card reader.

4. — Software Installation
Instructions

Explains how to download and install required
software.

5. — Accessing OWA on Windows
XP, Vista, and 7

Provides instructions on accessing OWA.

6. — How to setup OWA to digitally
sign and Encrypt Messages

Explains how to digitally sign and encrypt OWA
messages.

7. — Windows Vista & 7 SSL VPN
Configuration

Explains how to connect to USASOC's SSL VPN - for
users running Windows Vista or 7.

8. — Setting Up Windows XP
Professional SSL VPN
Configuration

Explains how to connect to USASOC's SSL VPN - for
users running Windows XP.

Appendixes A-E

Appendixes A — D provide specific instructions for
users to determine the version of Windows, determine
version of Internet Explorer, and disable UAC in
Windows 7. Appendix D explains how to
troubleshoot an OWA connection, while Appendix E

provides an explanation of acronyms.
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2. PREREQUISITES

You will need to know your AKO Username and Password (https://www.us.army.mil) in order
to download required root certificates during the software installation process. You should also
have the following two pieces of essential hardware:

e A computer with Windows XP, Vista, or 7 (Professional or higher for SSL VPN).
See Appendix A to determine which Operating System (OS) you are running.

e A USB smart card reader. Some laptops have a built-in smart card reader. If you are
using a desktop, you will be required to provide a smart card reader. Smart card
readers are available in a variety of shapes and sizes. SCM Microsystems SCR-3310
model works very well on Windows 7, Vista, and XP. Readers can be ordered from
various online retailers like the ones listed below. On the respected sites, do a search
for 'smart card reader'.

0 http://www.cdw.com

0 http://www.amazon.com

0 http://www.buy.com
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3. HARDWARE INSTALLATION INSTRUCTIONS

3.1. Smart Card Reader

In most cases your smart card reader will install automatically with the Windows New Hardware

Wizard or without user intervention.

3.1.1. Install Smart Card Reader Driver

3.1.1.1.  Plug in your smart card reader into an available USB port on your computer.

3.1.1.2.  If the drivers do not install automatically, follow the driver installation procedures for
the smart card reader purchased.

3.1.2. Determine if Smart Card Reader Driver Installed Properly

Directions for determining if your smart card reader driver was installed properly can be found
below according to the type of operating system you are running on your PC.

Windows XP

3.1.2.1.  Open the Control Panel by clicking the Start button then clicking Settings and
selecting Control Panel

3.1.2.2.  Select 'System' to open System Properties (Figure 3-1)
3.1.2.3.  Click on 'Device Manager' (Figure 3-2)
3.1.2.4.  Expand the 'Smart card readers' menu (click the +)

3.1.2.5.  If your smart card reader is not listed, you will need to download the correct driver
for the hardware you purchased

Windows Vista or Windows 7

3.1.2.1.  Open the Control Panel by clicking the Start button, then clicking Control Panel
3.1.2.2.  Select 'System and Security'

3.1.2.3.  Click on 'Device Manager" under the “System” heading

3.1.2.4.  Expand the 'Smart card readers' menu

3.1.2.5.  If your smart card reader is not listed, you will need to download the correct driver
for the hardware you purchased
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Figure 3-1: System Properties — Windows XP
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4. SOFTWARE INSTALLATION INSTRUCTIONS

4.1. Software Required for OWA and SSL VPN

To access OWA; In addition to installing Smart Card Reader drivers, (See Section 3.1), you may
also be required to install the following software:

e DoD Install Root 3.13A certificates

e ActivClient 6.v

To access the SSL VPN; you must ensure that the following required software is installed on
your computer:

e Internet Explorer (Version 7 or 8)
e Java (Version 6)

e DoD InstallRoot 3.13A certificates
e ActivClient 6.x

WARNING

If you have a PIV Il compliant CAC (back shows: "GEMAL TO DLGX4
144" or "Oberthur ID One 128 v5.5 Dual" at the top above the magnetic
strip) and you are running Windows 7, you may be able to use your CAC
without installing ActivClient. More details are found at
http://militarycac.com/activclient.hntm. If you have Windows XP (64-bit) be
aware that the 64-bit ActivClient 6.2 version doesn't seem to work. You will
need the 64-bit ActivClient 6.1

Table 4-1 provides an Applications and OS checklist. Directions for determining what software
is installed on your computer can be found below according to the type of OS:

4.2. Determine Software Currently Installed On Your System

4.2.1. ldentify Software Currently Installed
Windows XP

4.2.1.1.  Open the Control Panel by clicking the Start button then clicking Settings and
selecting Control Panel.

4.2.1.2.  Select 'Add or Remove Programs' to view the list of programs installed on your
system. (Figures 4-1 and 4-2)

4.2.1.3.  Ensure that 'Show Updates' (Top Right) is checked.
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Open the Control Panel by clicking the Start button then clicking Control Panel.
Select 'Programs' to view the list of programs installed on your system.
Select 'Uninstall a program' and “View installed updates’ to view the list of programs

Table 4-1: Application and OS Checklist

Required Applications and

Installed? (Yes or No)

How to determine

32bit or 64 bit

(ON] Which Version? if Application is installed
Internet Explorer (7 or 8) Appendix B
Java (Version 6) Section 4.1
DoD InstallRoot 3.13A Section 4.1
ActivClient 6.x Section 4.1
Windows OS (XP, Vista, or 7) Appendix A

If you don't have the required software, Sections 4.2 through 4.5 provide an explanation of how
to obtain and install applications you may need.

File Edit View Favorites Tools Help
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| &
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@Fonts
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‘& Game Controllers
Inhernet Options

|2 Java
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@mKeyboard
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yMouse
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Figure 4-1: Control Panel: Add or Remove Programs - Windows XP
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® Add or Remove Programs =lol x|

-g‘ Currently installed programs and updates: ¥ Show updates Sortby: IName vI
Change or =
Remove 5 Microsoft Visual C++ 2005 Redistributable Sz 5.07MB
Programs
G5 MSKML 4.0 SP2 (KB954430) Size  2.67MB
T
g 5 MS¥ML 4.0 5P2 (KBS73583) Size  2.77MB
Add New . )
= [ Ms¥ML 6.0 Parser (kB925673) Size  1.46MB
= i3 nero 8 Size  336.00MB
el &, NVIDIA Drivers Size  1.18MB
Add/Remove . .
ﬂifrst:lows @ MNXPowerLite Size 8.91MB
SR |8 orade Tnitiator 1.3.1.29 Size  0.96MB J
(4 % ) PoFCreator Size  33.38MB
Seen | |i5) Pointsec Pratector Client v4,91 Size  4.47MB
Access and
Defaults £ PomerDVD Size  47.37MB
74 PureEdge Viewer 6.5 Size 1.03MB
@ QuickTime Sige  73.74MB
ﬁl Universal Imaging Utility - Live Version Size 0.51MB
5 Update for Windows XP (KB943729) Installed On  9/25/2009
5 windows Genine Advantage Validation Tool (KB892130) Installed On  8/25/2009
.f.:; Windows Internet Explorer 7 - Software Updates

Figure 4-2: Installed Programs -Windows XP

4.3. Install Internet Explorer (Version 7 or 8)

You should use Internet Explorer as the pages are designed to work best with that browser.
Firefox, Chrome, Opera, Safari and others might work but may have issues properly rendering
certain sites - or may not work at all.

IE can be downloaded for free at http://www.microsoft.com/windows/internet-
explorer/default.aspx

4.4. Install Java 6
Javab can be downloaded for free at http://www.java.com/en/download.

45. Install DoD InstallRoot 3.13A

4.5.1. Login to AKO

45.1.1.  Inorder for the below links to work properly, you must be logged into your AKO
account. Otherwise they will take you to the main AKO website page.

45.1.2.  Open anew tab on your browser then cut and paste the following link into the address
bar on the new tab of your browser: https://www.us.army.mil/suite/doc/21291629

45.1.3.  A'File Download" window will pop up, click 'Run’ to start the installation

Page 13 of 38 UNCLASSIFIED


http://www.microsoft.com/windows/internet-explorer/default.aspx�
http://www.microsoft.com/windows/internet-explorer/default.aspx�
http://www.java.com/en/download�
https://www.us.army.mil/suite/doc/21291629�

UNCLASSIFIED
US Army Special Operations Command OWA and SSL VPN - Users Manual

File Download - Security Warning 1[

Do you want to run or save this file?

m—r Mame: InstallRoot_v3.134_- Ffective_3 FEB_Z2010exe
Type: Application, 312KB

From: www us ammy.mil

Bun Save

i "_~“ While files from the Intemet can be useful, this file type can
S ',f potentially harm your computer. f you do not trust the source, do not
= run or gave this software. What ‘s the rsk?

Figure 4-3: File Download Window

45.1.4.  A'Security Warning' will pop up, click 'Run’ to confirm authorization to install
software

Internet Explorer - Security Warning 5'

Do you want to run this software?
Name: InstalRoot_v3.13A_-_Effective_3_FEB_2010.exe
Publisher: C€5.DoD PKE Engineering.DPKEOB0002

¥ |M0re options Run

While files from the Internet can be useful, this file type can potentially harm
wour computer, Only run software from publishers you trust, What's the rigk?

Figure 4-4: Security Warning

45.1.5. A black screen will flash briefly, this is simply installing the root certificates, and
then it will close on its own.

2+ C\Documents and Settings (kendalip|Local Settngs| Temporarny Intemet Files’

Figure 4-5: DoD Root Certificates Installation Screen
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Install ActivClient 6.x

The version of ActivClient that you should install will be dependent upon the OS you are
running. Before beginning the ActivClient Install see Warning in section 4.1.

4.6.1. Download ActivClient 6.x

4.6.1.1.

4.6.1.2.

While still logged into AKO, open a new tab on your browser then cut and paste the

following link into the address bar on the new tab of your browser:
https://www.us.army.mil/suite/folder/7757881

/= Army Knowledge Online - (CAC Session) - Windows Internet Bxplorer =10 x|

@; ) =[] https: fun.us.army.misuite/portalfindex.jsp =l & [+ x| [ako e

OWA and SSL VPN — Users Manual

Fle Edit View Favorites Tools Help

= = =
v e 88| -| | Army Knowledge Online - pa... |g,Amw Knowledge Oniine - pa. . | 2] Army Knowledge Online ... % | | - b ~ |k Page + {CJ Tooks ~

-8
ARNY [ — - (& 1 el
ARSNGB S HE S RN R

Home~ MyAccount~ Favorites~ QuickLinks~ Self Service Search Iam Content = I Search
Bl T AKO Files Home ¥ Installation Files {& CAC Middleware2 (Army Only)
= (@9 Organizations
[ [&] Default Organization
[ (@] DeD Organizations

Show 10 20 [50] 100

[ Detais View

ActivClient
| 5 fies
-

(2] My Private Knowledge ¢

Inside AKO | Help | Terms of Use

Dane [ [ [ | [ Trustedsites H100% v 4
Figure 4-6: AKO ActivClient Installation Files Page

Click on the text 'ActivClient' to display the different versions available
NOTE: this will take a few seconds after you click once, be patient

123 Arwry Knowledie Ouline - (CAC Session) - Windows Intemnet Explorer =101 %]
ﬁﬂ = [le nttps: oo srmy.mil st portal fride gz _;f 0 [142 1% | [k B
fle fdt Vew Fgvoites Toos Help

W S L 3 PR . g
ol W ONLINE |2

* ActivClient i inwuietion Feex
v 10 20 50 100

] Detals View

ActChent 51 (328H BetivCient & 1 5481
1 fie 10

o ' | [ "t

L ActvCloent 6_1 for CAC
ﬁ,{ 30691 11 KB zip fie

FTT [ [ v [ -

Figure 4-7: AKO ActivClient Files (differenf versions) Page
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4.6.1.3.  Determine the version of Windows you are running and if it is 32-bit or 64-bit

(See Appendix A for assistance.)

4.6.1.4. Download the version of ActivClient you need to install then click 'Save'

NOTE: It is recommended that you save this file to your Desktop

x

Do you want to open or save this file?

_Q] Mame: ActivClient_6_1_for_CAC zip
Type: Windp File, 29.5MB

From: www us ammy mil

Open Save

l--"“h While files from the Intemet can be useful, some files can potertialty
ham your computer. f you do not trust the source, do not open or
X
- save this file. What's the risk?

Figure 4-8: ActivClient File Download (Save to Desktop)

4.6.1.5. Double-click on the 'ActivClient_6_xxxx.zip' file then double-click 'Start.exe'

8 C:\Documents and Settings', \Desktop'ActivClient_6_1_for_CAC.zip
Fle Edt Vew Favortes Toos Help | o
ack - ) - ) Seard olders -
) et ) search Fold
Address |‘T_‘| C:\Documents and Settings!, \DesktophictivCliert_6_1_for_CAC.zip =l Go
= Name = | Type | packed... |Has... | siee|R.. |Date
Folder Tasks & [CiDocumentation  File Folder 0KE 0K 0%
|Z)Extras File Folder OKB OKB 0%
(£ Extract al files [SProduct File Folder 0KB OKE 0%
“bautorun.inf Setup Inform... 1KE Mo IKE 21% 5/15/2007 12:03 PM
N £ i Configuration... 1KB M KB 51% 5[15/2007 12:09 M
File and Folder Tasks % onfiguration o /157
Application 2,507 KB Mo 2,55... 3% 5/15/2007 12:09 PM
[y Move this File
[ Copy this file
X Delete this fie
~[4l | &

Figure 4-9: ActivClient ".exe" file execution
4.6.1.6. Click 'Run’

Compressed (zipped) Folders Warning x|

This application may depend on other compressed
files in this folder.

For the application to run propery, it is recommended
that you first extract all files.

Run Cancel

Figure 4-10: ActivClient Run
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4.6.1.7. Click 'Install' on the left menu

F ActivClient CAC v6.1 Installer

Actividentity

ActivClient CAC Installer

= Home

= Install

ActivClient CAC v6.1

= Documentation

= Resource Kit Two-factor Authentication,
A Data security & Digital Signature '
Activclient 50K
= ! with Smart Cards and USB Tokens
= Browse (D

= Exiras

= license Agreement

= (ontacl Us

Actwidentity S e e
Figure 4-11: ActivClient CAC Screen
4.6.1.8. Click 'Install / Upgrade Now' on the bottom middle

W ActreCiient CAC v6.1 Instalier e e

Actividentity

ActivClient CAC Installer

= Home Install
ead the e Before S1aring Instasation o ensune you ha ampleted
= Install Read ihe | 00 Cusde: before Saring instasation fo ensure you have completed
all prefequ fasks.

= Documentation Aiso read the Release Notes below for this version of ActwClient fo ensure you are
aware of any potential issues.
= Resource Kit

A2 Release Notes

= ActivClient SOK

When planning an entempe:
= Browse (0 Configurabion & Deploymen

eployment, it i advised 1o consult tne ActvCiient
uide from the ActivClient Resource Kit

- lhent (which
Extras WIKCT! INCIuoes
= License Agreement
N &ach product name.

combined mslallation or

= Contact Us

2 tnstall / upgrade Now

Actwidentity S R T

Figure 4-12: ActivClient CAC Install Screen
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4.6.1.9.  Click 'Next >' (left screen shot), "Welcome to the InstallShield Wizard". Select 'l
accept the terms in the license agreement' and click 'Next >' (right screen shot),
"License Agreement".

i@ ActivClient CAC 6.1 xB6 - InstallShield Wizard E‘ & ActivClient CAC 6.1 x86 - InstallShield Wizard
‘Welcome to the InstallShield Wizard for License Agreement . Y
Actividentity ActivClient CAC 6.1 x86 Please read the following license agreement carefully. Actividentity

ActivClient

The InstaliShield{R) Wizard will install ActivClient CAC 6,1 x86 A
on your compter. To continue, click Next. ACTIVIDENTITY SOFTWARE - LICENSE AGREEMENT =

IMPORTANT - READ CAREFULLY BEFORE OPENING SOFTWARE
PACKET(S) AND/OR INSTALLING, COPYING OR OTHERWISE USING THE
SOFTWARE. THE FOLLOWING TERMS AND COMDITIONS OF USE APPLY
TO YOUR USE OF THE SOFTWARE. BY OPENING THE PACKET(S)

VUARNING: This program is protected by copyright law and AND/OR BY INSTALLING, COPYING OR OTHERWISE USING THE

| international treaties. SOFTWARE, YOU INDICATE YOUR ACCEPTANCE OF THE TERMS AND
COMNDITIONS OF THIS SOFTWARE LICENSE AGREEMENT. 3
Actividentity R

(5)1 do not accept the terms in the license aqreement!

Figure 4-13: ActivClient InstallShield Wizard and License Agreement

4.6.1.10. Click 'Install’ (left screen shot) and the software will install to completion (right
screen shot).

18 ActivClient CAC 6.1 xB6 - InstallShield Wizard [X) | @ Activciient cAC 6.1 x86 - InstaliShield Wizard (=19
Ready to Install the Program . - Installing ActivClient CAC 6.1 x86 . -
. Actividentity- ] Actwvidentity-
The wizard is ready to begin installation. The program features you selected are being installed.

Please wait while the InstallShield Wizard installs ActivClient CAC 6.1 x86.

Click Install to begin the installation.
This may take several minutes,

ActivClient will automatically uninstall the previous version before proceeding with

installation. Fer=
Mote that urless your setup was customized, previous settings will be lost. ActivClient will =
apply typical settings instead. Validating install

( ]

< Back Install Cancel
Figure 4-14: ActivClient Install and Installation Progress

4.6.1.11. Once installation is complete, uncheck 'Show the readme file' and then click 'Finish
(left). Then click 'Yes' to reboot system to complete installation (right)

& ActivClient CAC 6.1 x86 - InstallShield Wizard

Inst ield Wizard Completed

Actividentity

ActivClient

The InstallShield Wizard has successfully installed ActivClient
CAC 6.1 x86. Click Finish to exit the wizard.

Please note that the ActivClient CAC 6. 1 xB86 notification
dialogs will enly be active after you restart your computer.
These dialogs are used to notify the user of events such as
when the smart card is still in the reader when the user logs
out. You do not need to reboat for any ather operations.

i ActivClient CAC 6.1 x86 Installer Information X

Show the readme file

3 You must restart your system for the configuration

1 ) changes made to ActivClient CAC 6.1 x86 to take
effect. Click Yes to restart now or Mo if you plan to
restart later.

Actwidentity

Figure 4-15: ActivClient Install Finish and System Re-boot
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5. ACCESSING OWA ON WINDOWS XP, VISTA, & 7

5.1. Logging in to Outlook Web Access (OWA)
5.1.1. Logging in to OWA
5.1.1.1.  Put your CAC into the smart card reader

5.1.1.2. Goto " https://usasoc-owa.soc.mil/exchange ', read the agreement text and if you
agree, click ' I Accept '

/= Army Knowledge Online - Windows Internet Explorer _ 3l x|

@T\ - IE. htq:us:ﬂusasnc-nwa.snc.rnil,u’exchangdj % 2| X IC—::-;E P~

Eile Edit View Favorites Tools Help

W & Army Knowledge Online | | M- B - m ~ |=h Page ~ _‘-; Tools + 7
=l

YOU ARE ACCESSING A U.S. GOVERNMENT (USG) INFORMATION SYSTEM (IS) THAT IS
PROVIDED FOR USG-AUTHORIZED USE OMLY.
By using this IS (which includes any device attached to this 1S), you consent to the following
conditions:
The USG routinely intercepts and monitors communications on this IS for purposes including,
but not limited to, penetration testing, COMSEC monitoring, network operations and
defense, personnel misconduct (PM), law enforcement (LE), and counterinteligence (CI)
investigations.
At any time, the USG may inspect and seize data stored on this IS.
Communications using, or data stored on, this IS are not private, are subject to routine
monitoring, interception, and search, and may be disclosed or used for any USG-authorized
purpose.
This IS includes security measures (e.g., authentication and access controls) to protect USG
interests—not for your personal benefit or privacy.
Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI
investigative searching or monitoring of the content of privileged communications, or work
product, related to personal representation or services by attorneys, psychotherapists, or
dlergy, and their assistants. Such communications and work product are private and
confidential. See User Agreement for details.

| I Accept | =
1l _’l_l

[pone I_I_I_I_I_II_\fTrusnedsites [®w00% -
Figure 5-1: Government System Access Agreement
5.1.1.3.  Choose your ' DoD EMAIL ' Digital Certificate and click ' OK '(left). Then enter your

PIN and click ' OK ' (right)

Choose a digital certificate

Identification

The Web site you want to view requests
! identification. Please choose a certificate.

Issuer ActivClient Logiw _‘U_!J
1153296b DOD CA-38
EEAN  DOD EMAIL CA-M Actvidentity

ActivClient

.

Please enter your PIN.

< >

[ moremnfo.. | [ew Certficate... | BN ]

[ ] oo |
Figure 5-2: CAC Card Digital Certificate and PIN Number Screens

5.2. Troubleshooting OWA

To assist users who may experience problems accessing OWA, Appendix D offers a
troubleshooting diagram.
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5.3. How to setup OWA to digitally sign and encrypt messages
5.3.1. Setup OWA for digital signatures and encryption

5.3.1.1.  Once you have access to OWA you can set up your security settings to digitally sign
and encrypt messages.

/2 Microsoft Outlook Web Access - Windows Internet Explorer

_iglxl
@_\'_\/ ~ [ 8] https:jusasoc-owa. soc. mijExchange/ =l & || %/ |googe £~

fle Edit View Favortes Tools Help

T8 Mirosoft Outlook Web Access ]

~ E] - dm - =rPage + (G Tooks = 7
Outlook Web Access

[ Folders O [~ f5inew - (2D X Ce GG 5 - |2 P @ @k _Jregoff

2 & I There are no tzms t show n this view. N tems are curently
2] Calendar

selected
{85 Contacts
@ Deleted Ttems
(7| Drafts
[ Inbox
3 Infected
58 Journal
[ Jurk E-mail
__J Notes
=] Qutbox
[ quarantine
[ Sent Items
# [ Sync Issuss
3] Tasks
— e
|~ Inbox
8| contacts
o
[ Public Folders

5 Rules

] ntens

[ [T [ [ [ [N tocalintranet [ 0% - 4
Figure 5-3: Access into Outlook Web Access

5.3.1.2.  Click ' Options ' at the bottom left

I - -| Options
Figure 5-4: Outlook Web Access Options
5.3.1.3.  Scroll down to ' E-Mail Security ' and click ' Download

| E-mail Security

Download I
Figure 5-5: Email Security

‘ 9‘5 Click here to install the latest version of the 5/MIME Control. When the file download dialeg appears, choose Cpen.
i
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5.3.1.4. Click'Run'
x

Do you want to run or save this file?
MName: setupmcl.exe
Type: Application, 311KE
From: usasoc-owa.soc.mil

Bun Save

potentialy ham your computer. i you do not trust the source, do not

|ﬁ) While files from the Intemet can be useful, this file type can
A run or save this software. What's the risk?

Figure 5-6: Run Menu
5.3.1.5.  If you receive the window below, click ' Run"'

Internet Explorer - Security Warning 5[

Do you want to run this software?
Mame: Microsoft Outlook Web Access S/MIME
Publisher: Microsoft Corporation

¥ |More options Run

Qon'tRun

o While files from the Internet can be useful, this file type can potentially harm
your computer. Only run software from publishers you trust. What's the risk?

Figure 5-7: ""Run" on Security Warning Menu

5.3.1.6.  The install will complete silently, after a minute or two go back to OWA and look
again at ' E-mail Security ', it should look the same as below

| E-mail security

9‘_@" r Encrypt contents and attachments for outgoing messages
0

I adda digital signature to outgoing messages
Click here to install the latest version of the 5/MIME Cantrol. When the file download dislog appears, choose Open.

Re-install |
Figure 5-8: OWA > Options > E-mail Security

5.3.1.7.  Check the check both boxes

| £-mail Security

Q\ﬂ 7 Encrypt contents and attachments for outgoing messages
1

¥ adda digital signature to outgoing messages
Click here to install the latest version of the 5/MIME Control. When the file download dialog appears, choose Open.

Re-install I
Figure 5-9: Select both Checkboxes
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5.3.1.8. Click on' New'

B Inbox (By Sender =)
[ Fokdess O fainen = |23 X [ podiplld v [ S B

FigUre 5-10: OWA Home Screen > Select New Email
5.3.1.9.  The encryption and signature icons should both be enabled

/= untitled -- Message - Windows Internet Explorer

tsend|id b |27 0 [y
|

i g |'5"J rﬂ‘d Options...| @) Help

i

Subject:
Figure 5-11: Encryption and Digital Signature Icons Enabled
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6. WINDOWS VISTA & 7 SSL VPN CONFIGURATION

You will need to disable UAC (User Access Control) in Windows 7 ONLY. (For XP —
continue to Section 7) It will remain off until your first successful SSL VPN connection. After
successfully connecting, you can re-enable UAC. It is strongly recommended by Microsoft that
you re-enable this feature. When it is turned off, all users are considered Administrators on the
system and can add, remove and modify programs and the system even if the user was created as
a Limited User.

NOTE

If you are running Windows 7, you must disable User Access Control (UAC) before installing
SSL. See Appendix C; Once complete, move to steps below.

Windows Vista users continue to steps below

6.1.  Open Internet Explorer and click on ' Tools ' (left). In the drop-down menu click on'
Internet Options '

& WM Wersees bnbemet Faphormt o e 88 MUcams - Wimdees et Exglares ey == |

Figure 6-hil:- hll_ht_e“rnet E‘x-pig).r'er'énd Tools (d rop-downwr;lé-ﬁ-l'jr)- "
6.2.  Click on the ' Security ' tab (left), then click on ' Local intranet ' (right)
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| ﬁ:ual|_5€_¢;h'_[§rm | content | Connectans | Programs | advanced|

Select 8 zone to view or chenge security settngs.

Saectammxﬁxud\mgemnm

.QJG

Local intrariet  Trusted sites  Restricted
sites

Internet F =

0 This zone Is for Intemet websites, e
excent those listed in trusted and
restricted ones.

Security level for this zone
Alfioved levels for ths 2one; Medum o High

I HMedim-high
- Approoriate for mast websites

unsafe
content
- Unsigned ActiveX contralg will not be dowrfoaded

[ Enable Protected Mode (requires restarting Internet Explorer)
Customievelsi | | Defltievel |

Reget af rones in default sl

Secunty leval for this zone

Intemat & Trusted stes -mumd

Local intranet

This zone is for &l websites that are
found on your infranet,

Allgwed Jevels for this zone; Al
Medium-low
- Approonate for webstes on your local netwerk
{ntranet]
B ~Most content wil be run without promoting you
=LUinsipned ActrveX controls wil not be downloaded
- 5ame as Medium level without promots

[ |Ensble Protected Mads {requires restartng Intemet Explorer)

Customisvel | | Defaule

Reset 2l zo0es in de!

e & /e

Internet

Local intranet =
Q This 2ane s for o websites that are ‘—D:J

found on your intranet.

-Secunity level foe this zone
Alowed leveis for this zonet Ak
Hedium-low
- Aporopniate for websites on your locsl netwiorkc
{intranet)
=} -Most content wil be run withaot prompling you
-Lirggred Actve controls wil not be downloaded
~Same as Medum level without promats

[T Enaible Protected Made (requires restarting Internet Explorer]

|—[ Custom level... Defauit level
Fres=t &l zones i defaolt I

Figure 6-2: Security Tab and Local Intranet
Click on ' Sites ' (Ieft) then click ' Advanced '

(right)

Lise the settings below to define which wiebsites are induded in
the local miranet zone.

[#! Automatically detect intranet network
Jlincude s local (ntranet] sites not bsted i other sones
[T Incude all sites that bypass the proxy server
! Incude all netnodk pathe (UNCs)

are niranet sath Mvmd&[ =3 ][ Cance| ]

Figure 6-3: “Sltes“ and ""Advanced""

You can add and remove wetrsites from this zone. All websites in
this 2one wil use the 2one’s secunty settngs.

Agkd this vwebsite to the zons:

nttps/fusasac-sstocmil]

it

| Remgw

Websites:

| Require server vertficaton {hetps:) for 2l st2s in this zone

_ Cose

Enter ' https://usasoc-ssl.soc.mil " and click * Add ', (left) then click ' Close ' (right)

You can add and remove websttes from this 2one, Al webstes in
this zone will use the zone's seaurity setiings,

Add this website to the sone:
Add
Wishsites:
hittps:/ fusasocss soc.mi Rafmais

[CIRegure server verification (httos:) for &l sites in this zone

Figure 6-4: Enter Site > Select ""Add" and "*Close™
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6.5. Click"OK" (left) On the ' Security ' tab; click ' Custom level... ' (right)

Internet Opticns "o

Genersl | Sety | Privecy | Content | Connectons | Programs | Advanced

Select 2 2006 o viewor change sex settngs.
¢ & /v O
v
Inte Local intranet L Festricted
stes

it ]
R | Tris zone s for 3l vebsites that = L fes

found an yeur intranet,

Security level for this zone
Allaveed levels for this zane: All
Medium-low
- Appropnate for websites on your local neswark

Local intranet
wll be run withiout prompting you

Use the setiings below {o define which websites are nduced n ot be downinaded
ihe local intranet zone, = Same a5 Medium level without prompts

Enable Protected Mode {reguires restarong Internet Explorer]

Custom ievel.., E:&’ Defauit leve

[}i cancel | ok [ caneel |

Figure 6-5: Select ""OK™ and Select ""Custom Level"

e inttanat sstbnges [ cAdvanced | [ oK

6.6.  Scroll down and select the radio button beside ' Prompt ' under ' Download unsigned
ActiveX controls *. (left) Then scroll down and select the radio button beside ' Prompt '
under ' Initialize and script ActiveX controls not marked as safe for scripting ' (right)

Security Settings - Local Intranet Zene Sl ['Secumty Saitmgs  Cocel ivanet Zone ===
Settings Settngs
Enable - ] ® Prompt
" #, Download ursigned ActiveX controls
") Disable
| Ensbie

W Promot
¥ Tnibakze and saript Activeld controls not marked as safe far s
") Disanle

D) Enable

aliaw poproved domains to e ActiveX without prompt
B Disahle

X controks and pug-ns
#| Orly akow approved domaing ta use ActveX without prompt tor aporoved
@ Disable

L it |
*Takes effect after you restart Internet Exolocer *Takes effect afier you restart Intermet Explarer

Reset custom settngs Resetoustom seatings

Resettn: | Medumeow (defaut) - Reser.. Reset 00! | acium-ou (defaut) v| | Reset. |

] e Lo J[ oo |

Figure 6-6: Download unsigned ActiveX controls and Initialize and Script ActiveX Controls Not
Marked as Safe for Scripting
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6.7. Thenclick' OK'

Settings
@ Prompt
| Downioad unsigned ActiveX controks:
)l Disable
=) Enable
& Prompt
#| Initilze and soipt ActveX controis not marked as safe for s l
=) Disable
() Enable
.
#| Oriy alown approved domzns to use Active) without prompt
@ Dasbis
7§ Enable
¥ Aun Activex controls-and plug-ins
7 Admristratorapproved
_| Dissbiz
B Eeghly

"Takes effect after you restert Intermet Explorer

HRaset custom settngs
Resett: | pedyumdom {default) | | memn. |

| [ cence

[ox s
Figure 6-7: Select "OK"

6.8.  In Internet Explorer, go to ' https://usasoc-ssl.soc.mil '

C)Q [ https://usasc-sabsocmil -;k_'-|-)$:r.|‘,?'e~._: P -

sslaocmil! (Al+Enter to open in 8 new tab) |

Shea Gallary = |.Ge b bt s

g Fovoriter | s @) Suggested Sies » @) Web

& MSN.com £« B -~ g v Pagew Safetyw Tookw i~

Done @ Intemnet | Protected Mode: Off i~ Rk -

Figure 6-8: Open Internet Explorer and go to USASOC web site
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6.9.  When prompted, select your ' DoD Email ' Certificate and click ' OK ' (left) Then enter
your CAC PIN and click " OK ' (right)

Vlindlows Secunty

Select a Certificate

| e A 109
Issuen 0OD CAMY
LI} Velid From: 5/31/2009 to 3/31/2011

| ERRRge 10T v ;
Issuer: DOD EMAIL CAR e e
l ] Valid From: 5/31/2008 to 3/31/2011 ActivClient
Click here to view certificate prope... L
M - R Piease enter your PEN,
Issuer: DOD CA-BP
Vafid From: 5/31/2009 to 3/31/2011 O

(o Lo ] | g et |
Figure 6-9: Select ""'DoD Email Certificate™ and enter "PIN"

e
po-
& nttps://usasoc.zsi socmil/ « CSCOE /partal htmi... fiv B v~ gm v Pagev Safetyv Toolkw g~

'L‘é USASOC SSL VPN Service

v read & congentto terms in IS user

agreemit
[Ccancet] | Ccmnuet

Dane € Locol intranet | Protected Mode: O G- Rs -

Figure 6-10: Prompt for SSL VPN Service
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6.11. Once you agree with the DoD warning statement, click ' OK"

| %137.2951 225 - Remte Desiton Conneclion Lo o e

L5 DEPARTMENT OF DEFENSE WARNING STATEMENT

Al 156 b vetem (15] that i
[provided for USG Authcrizad uss cnly, By using the 1S {which inchadet any.
olowing condbans: -

monifcr
. law endcrcament [LE, and

irdsligerce (CI]
At 2y tme, the USG may inspect and ssize data stored an thie 15
Cmmmmruu\g_urﬂa‘amndmmmaunﬁpwam & sbject 1o
and seaich, o ued lar 2ny
LISE. suthesized purpose -This 15 nchides secuity meanaes (& 9. suthenicstion
and access cantrale] to protect LISG nlerests-not for pour personal benefil ar

pivacy
| Hoewaihstanding the above using this 15 doss not constiuts conssnt to P LE
mnmmngmm\g ‘masitoring of the conten of

winek product, telated 1o pessonal epeesentation of services
by altomesye. wmwus o claimy, and thet assiclants. Such
ammurications and work. product are piivate and confidentisl See User

Figure 6-11: DoD Warning Statement
6.12.  When prompted, enter your CAC PIN.

| & 137.25.51.220 - Remote Desktop Cannection

Log On to Windows

! 7 Windows Server2o
¥ . Enerrise Ediion

Coppright & 9833603 Misomcll Gorparatum

Figure 6-12: Enter PIN
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6.13. You are now logged into the terminal server. Click ' OK ' to close the message of the day.
From here you can access Outlook to check your mail (with .pst accessibility, unlike
OWA which doesn’t support .pst) and login to the USASOC Portal page
(https://portal.soc.mil )

| % 137.2951 220 - Remate Desktep Cannection [E=Emn ==}

[Mesvage from chiverel 1075/2010 143 PM

chlhew Leaye your NIPR workststar's powes O at the end of your warkday. Clsse
#l spplications, select shukdawn from the stark menu, select restart, and raiave your CAC -

—

Figure 6-13: Terminal Server Log on
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WINDOWS XP PROFESSIONAL SSL VPN CONFIGURATION

Choose your 'DoD EMAIL ' Digital Certificate and click * OK ' (left). Then enter your PIN

remcment ogm
Actividentiy

ActivClient

Flease enter your PIH.

BN

[ o ] cm= |

Figure 7-1: DoD Email Certificate and PIN

7.1.  Go to ' https://usasoc-ssl.soc.mil *
7.2.
and click ' OK ' (right)
Choose a digital certificate
Identification
The Web site you wank ta view requests
A identification. Please choose a certificate.
Mame Issuer
& 11832“ DOD CA-2a
ees DOD EMAIL Ca-1e
4 | |
[ moretofo... | [view Certificate. . |
7.3.

Q- O

s () et fpussaace-sal soc. il + CSCOE # g hemiPrescore |

4/ USASOC SSL VPN Ser!
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5 @

Click" Logon (Ieft) then click ' Continue ' (rlght)

fle Edt few Fovorites Jods Heb

N Qe - O - [#] [B] €D JOsan Slpravanes &)

voss | i8] hittps: fusasoc-ssl soc.milf-+CSCOE+ portal.hmiPrect=portal

il UsAsOC SSL VPN Service

eoau& GNSENN0 Tarms in 1S user
gggggg

Cancel | [_Continue

;‘3] B Iksinet

] Dore

Figure 7-2: Logon and Continue
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7.4.  This (left) window shows up briefly and then is replaced automatically with the DoD
warning statement (right). Once you agree with the DoD warning statement, click ' OK'

3 htps:/usasac-ss

/LS vet Ex... [ [B][BE] tx137.20.91. 20 - Hewets fvaking.
o At Vew ravontss Iook el ]

Q- @ (5 [ A& J

5 ) tiips: ffusasoc-sd soc.mill +CICOES

8 usasoc SSL— VPN _59 Vi

Terminal serices

B ® et

Ergure 7-3. SSL VPN "'Popup™ sc'reen and DoD Warning Statemenf
7.5.  Enter your PIN (left) then click ' OK ' on the message of the day (right)

pEEle

Figure 7-4: PIN and Message of the Day

7.6.  You are now logged into the terminal server. Click ' OK ' to close the message of the day.
From here you can access Outlook to check your mail (with .pst accessibility, unlike

OWA which doesn’t support .pst) and login to the USASOC Portal page
(https://portal.soc.mil )

W USASOC Portal

i Vi Wb B Bl alid Fianils =
."; e | [ i3 1 mon ] [Mgiimanie] | [agiiesioe] T I

Commaryders Page Hel Desk THE

Phee Parem |
Farty et . mar Trateng Apphicatians

SOF Comimunity Bulletin Board
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«

Figure 7-5: Terminal Server Access
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APPENDIX A. DETERMINING WINDOWS VERSION

Microsoft has two pages for determining the version of Windows you are currently running. The
links to those pages are listed below.

e http://support.microsoft.com/kb/310104 - determines what version of Windows you are
running such as XP, Vista or 7

e http://support.microsoft.com/kb/827218 - assists in resolving if you are running 32-bit or
64-bit versions of Windows software

If you are unsure which version you have, here is how to find out:

o Vista& 7:
Right click Computer, Properties. Look under the System section, System Type: it will
show either 32-bit or 64-bit Operating System.

o XP:
Right click My Computer, Properties. If it doesn't show 64-bit, you have a 32-bit
Operating System.
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APPENDIX B. DETERMINING INTERNET EXPLORER VERSION
To determine the version of Internet Explorer you are running on your PC:

e  Open Internet Explorer by clicking the Start button €, and then clicking Internet
Explorer. Press ALT+H and then click About Internet Explorer.

OR:

e Open Web Page, select Help from top menu, and then select About Internet Explorer.
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APPENDIX C. DISABLING UAC IN WINDOWS 7

You will need to disable UAC (User Access Control) in Windows 7 ONLY. It will remain off
until your first successful SSL VPN connection. After successful connecting, you can re-enable
UAC. It is strongly recommended by Microsoft that you leave this feature enabled. When it is
turned off, all users are considered Administrators on the system and can add, remove and
modify programs and the system even if the user was created as a Limited user (without
administrative rights).

C.1. Clickon the " Start " icon (left) then click on ' Control Panel ' (right)

5 ) e mw
0] = G T

d'Figure C-1: Select Start and
C.2.  Click " User Accounts and Family Safety '

GQ [ + Control Panel » w [ 43 || [Serch Canerd Pone )

Adjust your computer’s settings View by:  Chtegory =

* System and Security
@ :

Find and

MNetwork and Internet
, nge

=]

o< -

Ajust comi

E=3 Programs
k‘& Uninstall 3 program

Figure C-2: User Accounts and Family Safety
C.3. Click"User Accounts '

G w2+ Control Panel + User Accounts and Family Safety » {45 | Sesiech Cantrot P P

Control Panel Home

System and Security
Hetwork and Intemet

Hardsvare and Sound

Programs
* User Accounts and Family [ Windawscarcspace
Safaty e Manage on Cards that are used to log on to online services
Appesrance and
Personalization

B Credential
Narage Windows credentials
Clnck, Language. and Regicn

Ease of Access

Figure C-3: User Accounts
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C.4. Click' Change User Account Control settings ', also called UAC

[E=N
@D-IQ&;« User Accounts and Family Safety . User Accounts + |4y | search Conz Pana o
L]

Control Panel Home:
Make changes ta your user account

Manage your credentials

admin
Administrator
L Password protected

Change my envircnment ® Fiansoea

7 nather account
variables

& Changs User ficcount & _:[}_

Figure C-4: Change User Account Contol Settings
C.4.1. To disable UAC, move the bar from ' Always notify ' (left) to ' Never notify ' (right).

NOTE: After your first successful connection to the SSL VPN, go back and re-enable
UAC by moving the bar back up to * Always notify *

% Uner e conet Covtr Bamnga T e e || 4 van ncous Caret Serunge e 3

Boi] [ Gy [

Figure C-5: "Always Notify" and ""Never Notify"

C.4.2. You will be prompted to reboot the system, this occurs anytime you change the UAC
settings (left) Click on the ' Start ' icon and then on ' Restart '

*e @9

BT o 5] "i' 0 0 -
Figure C-6: Reboot Prompt and Start Icon > Restart
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APPENDIX D. OWA TROUBLESHOOTING FLOW CHART

User cannot
connect to
USASOC-

OWA soc.mil

N

Load CAC Reader,
" .~ system have Drivers, and
o o CAC readey o update firmware
as nacessary

o—w{ Load ActiveClient

select their
email
rtiflcal

Load the Dol
Cerificates

Select Users
Email Certificate

Mot Supported
Refer user to hitp/
militarycac. com

Review Kiwi and |

Eventlogs Yes

Figure D-1: OWA Troubleshooting Flowchart
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APPENDIXE. ACRONYMS
Table E-1: List of Acronyms
AD Active Directory
AKO Army Knowledge Online
CAC Common Access Card
CIO Chief Information Officer
COR Contracting Officer Representative
DoD Department of Defense
EITC Enterprise Information Technology Contract
EMAIL Electronic Mail
IE Internet Explorer
NIPR Non-Secure Internet Protocol Routable
oS Operating System
OWA Outlook Web Access
PC Personal Computer
PIN Personal Identification Number
POC Point of Contact
RDP Remote Desktop Protocol
SSL Single Sockets Layer
UAC User Access Control
USASOC United States Army Special Operations Command
USB Universal Serial Bus
VPN Virtual Private Network
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